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Abstract
results

In this paper, we investigate and analyze big data platform published at home and abroad. The

had a problem with personal information security on each platform. In particular, there was a
vulnerability in the encryption of personal information stored in big data representative of HBase NoSQL DB
that is commonly used for big data platform. However, data encryption and decryption cause the system load.
In this paper, we propose a method of encryption with HBase, encryption and decryption systems, and methods
for applying the personal information management system (PMIS) for each step of the way and big data
platform to reduce the load on the network to communicate. And we propose a new big data platform that
reflects this. Therefore, the proposed Big Data platform will greatly contribute to the activation of Big Data

used to obtain personal information security and system performance efficiency.
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<Table 3> Privacy Skills Needed in Bigdata
Environments[3]

Data Processing
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Necessary Skills

Gathering stage

Agree Technologies for Data Gathering

Review Legal Vidlations Technologies for Data Gollection

Technical Refusing to Collect Data

Storage and
Management
Step

Data Encryption Technology

Data Access Control

Data Filtering and Classification Techniques

Processing and
Analysis Step

Non-identifying Data Processing Technology

[Encrypted Data Processing Description

Visualization Step

The Results [Technologies

Associated with the User’s Consent

Pnalyzing Information and Using Mmitoring Technology

Data Disposal

Monitoring

Data Destruction Techniques

Distributed

Secure Data Disposal Technology in a

Environment

<Table 4 >Non—identifying the Main Technology

Type

Processin
g Method

Technical details

Example of Main Contents and
Processing
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Anor;gm}i{{aﬁon of personal identification
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Misation /aglycmryl;?iézn it becomes difficult to identify the
- . .
@Method of | ndividual
Exchange ex) Hong Kil Dong. 35 Years
. |By showing the integrated data
©T Process
©Total Processing value should be invisible to the
N m@511bS¢t individual data values
i?orj ©Rounding ex)Lim Ggek Jung 180 c¢m,,
£ ®Data  |[Hong Gil Dong 170cm
Rearrangement —Physics Student Key Sum

350, The Average Height 175cm

(DProperty values
deleting

(DProperty values
deleting parts

(®Data Delete Row

Delete the significant value that do
not require personally identifiable

value or the value configured in the
data set according to the purpose of

Data data sharing and open
Reduction DSimple ex)Hong Kil Dong, 35Yea Seoul
anonymized Residence, Graduation of Hankuk
through the University =35 Years, Seoul Residence
removal identifier ex)Resident registration number
901206-1234567—For life in "90, Man
Data @%ﬁ?ﬁgg&g Convert the data 'Va]ue as the value
Suppre = method of the categcxy to hide the dear value
ssion ORange Method ex)Hong Kil Dong, 36Years—Mr.
®Control Rounding Hong, 30-40Years
(@Add random |By combination with the published
noise information to ensure that they do
Data not h'abve a}?igh probglﬁit};l t;)]
. . contribute the major individu
Masking ®Ah§manve O | dentifier to identify the individual
paces should prevent the individual
identification
<Source : Non-personal Identification Information Techniques
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