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ABSTRACT

The information security industry is technology-intensive, high value-added industries. South Korea's response has
excellent ICT skills and experience and skills in a variety of cyber attacks, has become a benchmark in the world.
However, the small size of the domestic information security company, supporting infrastructure is lacking. Domestic
information security industry is the primary condition to activate the export. For the export of high value-added
enterprise information security products and services, it is necessary the establishment of the domestic IT information
security infrastructure of the industrial promotion is based overseas. Come to analyze the domestic information
security industry, capital of this small, market reclamation of overseas expansion, information, manpower shortage
was a problem. This fact, combined losses caused by cost-free period AS. Therefore, the study on information security
in the infrastructure industry overseas bases is necessary. How to select and analyze the causes of infrastructure in
selected overseas offices. By utilizing the infrastructure of overseas bases, can raise the added value of the products and
services of the Information Security company, we can enable the export of small and medium Information Security
company from overseas offices.
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Table. 1 Size of information security company capital
Status (Unit : number %)

Information Security Physical security
division
Company ratio(%) Companyn ratio(%)
number umber
Lessthan 1| o 723 276 695
billion
Less than 1
billion to 5 51 19.9 91 229
billion
Less than 5
billion to 10 8 3.1 13 33
billion
More than 10—, 47 17 43
billion
total 256 100.0 397 100.0
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Table. 2 Information Security Industry Exports by Country
(Unit: KRW million, %)

Information Security
20134 20144
49,181/70.4 |39,819|52.0
4,890 | 7.0 | 8,576 | 11.2

Physical security
20134 20144
164,154 | 11.1| 228,100 | 15.8
136,056 | 9.2 | 167,466 | 11.6
3,563 | 5.1 | 6,356 | 8.3 [ 412,603 [27.9 | 412,890 | 28.6
1,607 | 2.3 | 3,522 | 4.6 | 365,280 | 24.7 | 245,424 | 17.0
etc. [10,619]15.2118,301|23.9 400,772 | 27.0 | 389,791 | 27.1

division

Japan
China
USA

Europe
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Table. 3 World Information Security Industry sectoral
market trends (unit : millions of dollars)

2015 2016 2017 2018

Authentication access | 3,331 3,596 3,883 4,159
management (4.3%) | (4.3%) | (4.3%) | (4.3%)
Infrastructure 14,352 | 15,259 | 16,145 | 17,101
Protection (18.6%) | (18.3%) | (18.0%) | (17.6%)
Network Securit 9,714 | 10,304 | 10,923 | 11,524
Yo 1 (12:6%) | (12.4%) | (12.2%) | (11.9%)

Security Services 43933 | 48,071 | 52,682 | 57,884
Y (57.1%) | (57.8%) | (58.6%) | (59.6%)
Consumer Security 5,654 5,945 6,217 6,479
SwW (7.3%) | (7.1%) | (6.9%) | (6.7%)

The entire information | 76,984 | 83,175 | 89,850 | 97,147
protection (100%) | (100%) | (100%) | (100%)
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Table. 4 IT information security industry abroad difficulties
Scores

Bottleneck problem Scores level

According to a falling exchange rate

Lo 3.13
profitability
Liquidity funds shortage 3.50
Burden of tariff Customs formalities 3.77
Lack of intellectual property rights protection 383
capacity '
The world economic instability, and a

391

slowdown
Local laws and institutions 4.07
Acquiring international standards and 410
certification '
Relevant information for overseas expansion 4.25
Manpower shortage 4.39
Market reclamation 4.48
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Table. 5 Overseas countries based infrastructure promoting regional needs

Region Based Infrastructure, promote the need country
* Plants, Construction sector, including government-led information security solutions and products
entering the promotion business
- (UAE) VIP tour of follow-up projects to the Middle East's largest market Qatar, Saudi
Mid east - (Oman) Joint Promotion nearby countries entering the market as a base to advance information | Arabia,
security experience Kuwait, etc.
- (Saudi Arabia, Qatar) Information protection is a high demand for Korea industry cooperation,
funding leverage various information security projects promoted
* Already entered the country (Rwanda), the Best Practice neighboring countries Tuesday to | EAC region:
promote expansion and ODA projects associated support (up to regional demand) (Tanzania,
Africa - (Rwandg, Tanzania), Korea is a high demand for cooperation and joint expansion possibilities in | Uganda,
the African market has already entered the country Kenya,
- (EAC countries, Ethiopia) entering high potential to leverage the Rwanda case, various projects | Burundi)
promoted by MDB funds Ethiopia,etc
* Recently, Broadband networks, such as areas where ICT Infra is expanding rapidly, the expected
high demand for security-related information (Latin American Ministers Meeting utilization) Costa Rica,
Central -(Nicaragua), Information protection Project currently underway (F / S plans, etc.), it is easy to enter | Colombia,
America neighboring countries over the next base advantage Venezuela,
-(Costa Rica, Colombia) PKI, information security master plan, leveraging consulting, advisory, | Dominica, etc
such as facilitating overseas opportunities
* Since higher VIP tour, the demand for cooperation, information security expert workshops and
consulting needs through the market opportunities
South - (Peru?, and signed. MOU and .the .incree?sing del?land on cooperation and exchanges, promote Best Brazil, Chile,
. Practice Tue required expansion in Latin America .
America R . . . . . . Argentina, etc
- (Chile) Business environment and market environment is easy, Information protection needs
require intensive support during excavation area of the company (leverage foothold in South
America)
* Support-related information that has already been done (consulting, training, F / S, etc.) utilized,
can promote industrialization, expansion SI joint enterprises and markets available
South east | - (Vietnam) ensuring Information protection related inter-governmental cooperation, Korea | Cambodia,
Asia Information protection ICT and high demand Myanmar, etc.
- (Cambodia, Myanmar) demands new projects already conducted excavations easy to take
advantage of the various consulting and advisory activity results
* Information security part cooperation, and project Employer recent increase and advance the short Brunei
term, expect a substantial area Malay;ia
Southwest | - (Singapore) to the Southeast Asian market center, the existing infrastructure (NIPA center) and In donesie;
Asia labor utilization are possible and easy to neighboring jurisdictions Bangla de;h
- (Brunei) information security-related projects are expected orders, information security-related etc ’
international activities is being actively promote the cooperation destination country. '
* Often information security developed countries, technical exchanges, M&A Overseas
Empowerment is available through the local information security companies
Europe - (Eastern Europe)Romania, Estoniz.i, etc. S/W and Information security powerhouse excavation | European
technology exchange and cooperation necessary Areas
- (UK, Germany, France)The European ICT field powerhouse in Information security cooperation
and ongoing information sharing needs Trend
* Technology, distribution channels are considered an important market characteristics, customer
Developed- base format.ion, a p.rofessif)nal exhibition support enhanced ‘ '
markets - (USA) IR, 1ncub.at1ng, with a .fO.CuS on technology exchanges Inff)r.maFlon protection advance | USA, Japan
support local businesses and existing infrastructure (NIPA center) utilization
- (Japan) countries with top Information protection companies exporting high demand
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Table. 6 Country cooperation strategy target countries and
regional information security strategy, national enterprises

Regional country Information
Region | cooperation strategy (CPS)| security Strategy
target countries Country
Nepal, East Timor, Laos, | China, Vietnam,
. Mongolia, Bangladesh, Mongolia,
Asia .
Vietnam, Bhutan, Bangladesh,
(Southeast . .
. Solomon Islands, Sri Thailand,
Asia, Central . .
Asia) Lanka, Indonesia, Malaysia,
©) Cambodia, Pakistan, the | Myanmar,
Philippines, Malaysia, Indonesia,
Azerbaijan, Uzbekistan Uzbekistan
Mid east Saudi Arabia, UAE, Saudi Arabia,
4 Qatar, Kuwait, Ira UAE, Qutar,
»uwail, fraq Kuwait
. Bolivia, Ecuador, .
Latin Czl:)\;;abia chr:rua Peru, Nicaragua,
American(4) > T araguay, Chile, Brazil
Peru
Ghana, Nigeria, Congo,
Africa Rwanda, Mozambique, Uganda, Tanzania,
3) Ethiopia, Uganda, Ethiopia
Cameroon
Devel - i
eveloped United States, Japan, United States,
markets Europe(EU) Japan,
(3) P Europe(EU)
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