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ABSTRACT

Recently, IM(Instant Messenger) of KakaoTalk is being used on smart devices such as smartphones. Because IM
service can carry user and/or suspector’s various information including life style, geographical position, psychology
and crime history, forensic analysis on IM service is desirable. But, forensic analysis for KakaoTalk is not well studied
yet. This paper studies a proper forensic method for KakaoTalks, finds artifacts location, reconstruct the list of contacts
and the chronology of the messages that have been exchanged by users. Proposed methodology and analyzed
information can provide a basic platform for forensic tool.
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Table. 1 Comparison of WhatsApp and KakaoTalk

WhatsApp KakaoTalk
Artifacts Replays are Introduction to
Location impossible basic
Contact - Chat Plain text Column
DB Encryption
Contact * Chat File Encryption Column
Backup DB P Encryption
Features Normal Chat Normal Chat
Secret Chat
EXP. eriment Virtual Machine Real Machine
Environment
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Table. 2 DB encryption status of KakaoTalk

Directory File Name Encryption
/data/data) KakaoTalk.db
ata/data/com.
chat
DB | kakao.talk/data (chat Colump
bases KakaoTalk2.db | Encryption
(contact)
103466717.backup
Backup |/data/data/com. (chat) Column
DB |kakao.talk/files | .1087431639.backup| Encryption
(contact)
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Table. 3 Contact DB file name and Contact Table name
and encryption of KakaoTalk

File Name Table Name Encryption
- friends Colump
KakaoTalk2.db Encryption
- block_friends X
- friends Colump
-1087431639.backup Encryption
- block_friends X
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File Sh: X
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Table. 7 Application and their artifacts location

Row # Contents Directory File Name
+ KakaoTalk2.db
1 Contact /data/data/com.kakao.talk/databases - KakaoTalk2.db-journal
Databases - -1087431639.backup
/data/data/com.kakao.talk/files (KakaoTalk.2db Backup File)
- KakaoTalk.db
) Chat /data/data/com.kakao.talk/databases - KakaoTalk db-journal
Database - 103466717 .backup
/data/data/com.kakao.talk/files (KakaoTalk.db Backup File)
/sdcard/Android/data/com.kakao.talk/cache
/{chat_id}/{Random Directory}
/sdcard/Android/data/com.kakao.talk/cache/imageEditor/ {Ra
ndom Directory}
/sdcard/Android/data/com.kakao.talk/contents/{chat id}/{Ra
3 Photo ndom Directory} - various Files
/sdcard/Pictures/KakaoTalk
(Photo Saved)
/sdcard/android/data/com.kakao.talk/cache/{-user_id}/{Rand
om Directory}
(When Chatroom Leave)
/sdcard/Android/data/com.kakao.talk/cache/{chat_id}/{Rand
om Directory}
/sdcard/Android/data/com.kakao.talk/contents/{chat id}/{Ra . .
. - various Files
ndom Directory}
4 Video /sdcard/video/
(Video Saved)
/sdcard/android/data/com.kakao.talk/cache/{-user id}/{Rand
om Directory} - various Video Thumbnail Image Files
(When Chatroom Leave)
Voice /sdcard/Android/data/com.kakao.talk/contents/{chat id}/{Ra . .
5 . - various Files
Notes ndom Directory}
/data/data/com.kakao.talk/cache/daummap/cache/0001 - various files
6 Location | /sdcard/android/data/com kakao.talk/cache/default/ {Random .
. - various files
Directory}
/data/data/com.google.android.gm/cache * {YYYY-MM-DD-hh:mm:ss}-{9-12
(Send Text Only) Digit}.attachment
/data/data/com.google.android.gm/cache/{Gmail email
7 Export address} - KakaoTalkChats.txt
Messages | (Send Text Only)
/sdcard/KakaoTalk/Chats/KakaoTalk Chats {YYY-MM-D . KakaoTalkChats. txt
D_hh.mm.ss} - various files
(Save All Messages to SD Card)
8 F11'e /sdcard/KakaoTalkDownload - various down files
Sharing
9 P.a ckage /data/data/com.kakao.talk - various Files
install
+ KakaoTalk.more.perferences.xml
Basic /data/data/com.kakao.talk/shared prefs - KakaoTalk.perferences.xml
10 Package - various xml Files
/data/data/com.kakao.talk/databases + various SQlite DB Files
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Table. 8 Structure of the

block_friends table

Column Name

Meaning

id

- PlainText
+ sequence number of the record

(set by SQLite)

id

+ PlainText
- KakaoTalk user ID

nickname

- PlainText
+ KakaoTalk name of the contact

(as set in communication partner
profile)

profile_image url

+ PlainText
+ URL of communication partner

profile

Table. 9 Structure of the

friends table

Column Name Meaning

- PlainText

_id - sequence number of the record

(set by SQLite)

) + PlainText
+ KakaoTalk user ID
+ PlainText

type - user add type

‘1’=KakaoTalk ID add,
‘2’=Phone Number add.

phone number

raw_phone number

+ Encryption Data
* phone number associated to the

contact (type=‘2") or blank

name

+ Encryption Data
+ KakaoTalk name of the contact

(as set in communication partner
profile)

profile_image url

full profile image url

original_profile
image url

+ Encryption Data
+ KakaoTalk profile image of the

contact (as set in communication
partner profile)
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Column Name

Meaning

status_message

* Encryption Data
* communication partner status

message

chat id

- PlainText
+ Chat room ID (participate in Chat

room)

favorite

- PlainText
- Add to favorites:

‘1”: Added to favorites,
‘0’: no favorites.

nick name

+ Encryption Data
- KakaoTalk nickname of the

contact (as set in my KakaoTalk)

hidden

- PlainText
- hidden contact :

‘0’=normal contact,
‘1’=hidden contact.

involved_chat_ids

+ PlainText
+ Chat room ID at participate Chat

room

enc

+ PlainText
* encryption version

‘6’=v4.82.

created_at

+ PlainText
- contact created time(13 Digit

unix epoch)

new_badge updated at

+ PlainText
+ communication partner profile

updated time(13 Digit unix
epoch)

new_badge seen_at

- new badge contact created unix

epoch time(13 Digit unix epoch)
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Table. 10 Structure of the chat_logs table: field storing
message attributes

Column .
Name Meaning
+ PlainText
_id + sequence number of the record (set by
SQLite)
. + PlainText
id .
* unique message 1D
. - PlainText
chat_id * unique chat room ID
user id + PlainText
- + unique KakaoTalk user ID
- PlainText
created_at | - time of created message(10 Digit Unix Epoch
Time)
* PlainText
deleted_at | - time of deleted message(10 Digit Unix Epoch
Time) or ‘0’ (no delete)

Table. 11 Structure of the chat_logs table: field storing
information concerning message contents

Column

Name Meaning

- PlainText
+ message content type:
‘0’ = invited message,
‘1’ = text message & satic emoticon,
‘2’ = photo,
‘3’ = video,
‘4> = send contact,
‘5’ = voice note,
‘9’ = PC login message,
12’ = dynamic emoticon,
‘16’ = location,
‘17’ = send KaKao Talk Profile,
‘18’ = file sharing,
‘51° = vocie calling.

type

+ Encryption Data

message .
message content
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