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ON A CHARACTERIZATION OF SECURE
TRINOMIALS ON Zan

MIN SURP RHEE*

ABSTRACT. Invertible transformations over n-bit words are essen-
tial ingredients in many cryptographic constructions. Such invert-
ible transformations are usually represented as a composition of
simpler operations such as linear functions, S-P networks, Feistel
structures and T-functions. Among them T-functions are probably
invertible transformations and are very useful in stream ciphers.
In this paper we will characterize a secure trinomial on Za» which
generates an n-bit word sequence without consecutive elements of
period 2™.

1. Introduction

Let n be a positive integer and B"™ = {(x—1,Tn—2, - ,Z0)|z; € B}
be the set of all n-tuples of elements in B = {0,1}. Then an element
of B is called a bit and an element of B" is called an n-bit word. An

element = of B"™ can be represented as ([x|n—1, []n—2, - ,[z]o), where
[x]i—1 is the i-th component from the right end of z. It is often use-
ful to express an element ([z],—1, [*]n—2, - ,[x]o) of B™ as an element

Z:‘L;ol [7];2% of Zgn and Z?;ol a;2" of Zon as (an_1,an_2, - ,ag) of B,
where Zon is the congruence ring modulo 2”. In this expression every
element of B" is considered as an element of Zs» and vice versa. Conse-
quently B™ is considered as Zon and vice versa. For example, an element
(0,1,1,0,0,0,1,1) of B® is considered as an element 99 of Zys = Zosg
and 71 of Zys is considered as (0,1,0,0,0,1,1,1) of BS.

DEFINITION 1.1. For any n-bit words = (z,—1, Tp—2, - ,xo) and
Y= (Yn—-1, Yn—2," - ,yo) of B™ the following are defined:
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(1) x £y and xy are defined as z +y mod 2" and xy mod 2", re-
spectively.

(2) x @ y is defined as (zp—1,2n-2, - ,20), where z; = 0 if x; = y;
and z; = 1 if z; # ;.

A function f : B"™ — B" is said to be a T-function (short for a
triangular function) if for each k € {0,1,2,--- ,n— 1} the k-th bit of an
n-bit word f(x) depends only on the first k£ + 1 bits of an n-bit word z.

EXAMPLE 1.2. Let f(x) = x + 222 on Zgn. If x = Z:‘L;ol [x];2¢, then

2?2 = [z]o + ([2]1 + [z]o[z]1)22 + ---. Hence we have [f(z)]lo = [z]o,
f(x)]1 = [z + [zlo, [f(x)]2 = [z]2, -, [f(®)]i = [x]i + i , - -~ where
«; is a function of [z]o, - ,[z]i—1. Hence f(x) is a T-function on Zgn.

Also, f(x) is an invertible T-function on Zgn since for any given word

f(@) = ([f@)]n-1, -, [f (@), [f(@)]o) we can find [z]o, [z]1, -+, [2]n-

in order.

It is well known in [3] that every polynomial on Zgn is a T-function
on Zon. A polynomial on Zon is said to be a permutation if it is a
bijective function. A polynomial on Zson with three nonzero terms is
called a trinomial. Consequently, the degree of a trinomial is at least
2 and a trinomial of degree m is of the form a,,z" + apz® + a;x’, where
A, Ok, a; 0 Zon — {0} with m >k > > 0.

Let ag,ai,- -+ ,am, - be a sequence of numbers (or words) in Zgn.
If there is the least positive integer r such that a;1, = a; for each
nonnegative integer i, then the sequence ag,ai,:-- ,am, -+ is said to
have a cycle of period r. In this case we say that ag,a1,- - ,a,-1 is a

cycle of period r.
Now, for any function f : Zgn — Zon and for each nonnegative integer
i, let’s define f*: Zon — Zon by

: K ifi=0
d m‘{f(fi—l(x)) it i1

Then it is easy to show that f*(z) is a T-function if f(x) is a T-function.
Hence if f(z) is a bijective T-function, then so is f*(x). Also, for any
element (or word) « of Zgn we can get a sequence of words oy = o, vp =
fla),as = f2(a), - ,0q = fYa),---. Now, let f : Zon — Zon be a
bijective T-function. An element (or word) « of Zgn is said to have a
cycle of period r in f if r is the least positive integer such that f"(«) =
a. If a has a cycle of period r in f and o; = fi(a) for each nonnegative
integer i, then « generates a sequence a = ag, g, ,r_1, -+ of period
r. Also, in this case every word «; (0 < i <r — 1) has a cycle of period
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r. In particular, a word which has a cycle of period 1 is called a fixed
word. That is, an element « of Zyn is a fixed word if f(a) = . Also, f
is said to have a single cycled property (or an SCP) if there is a word
which has a cycle of period 2". Hence if f has an SCP, then every word
of Zon has a cycle of period 2" and so f generates a binary sequence of
period n - 2™, which is the longest period in f.

EXAMPLE 1.3. Let f(z) = x + (2 + 1)? be a function on Zys. Then
f(0)=1,f(1) =2,f(2) =3,f3) =4,f(4) =5, f(5) =6, f(6) =7 and
f(7) =0. Hence 0 has a cycle 0,1,2,3,4,5,6,7 of period 8. Hence f has
an SCP.

Invertible functions with an SCP have many cryptographic appli-
cations. The main context in which we study them in this paper is
pseudorandom generators in stream ciphers. Modern microprocessors
can directly operate on up to 64-bit words in a single clock cycle, and
thus a univariate mapping can go through at most 264 different states
before ending a cycle. In some cryptographic applications this cycle of
period 264 may be too short and in addition the cryptanalyst can guess
a 64-bit state in a feasible computation. A common way to increase the
size of the state and extend the period of a generator is to run in parallel
and combine the outputs of several generators with different period. To
do this we use combination of some polynomials with an SCP. In this
paper we will characterize a secure trinomial on Zon, which generates an
n-bit word sequence with period n-2" and without consecutive elements,
where n > 3. Also, an odd (or even) number means a positive odd (or
even) integer.

2. A trinomial with a single cycle property

In this section we characterize trinomials with a single cycle property.
Throughout this paper we may assume n is a positive integer greater
than 2. Also, we write an SCP for a single cycle property.

PROPOSITION 2.1. Let f(z) = >_1",axz”® be a polynomial on Zaon.
Then f is a permutation polynomial if and only if a1 is odd, as+a4+ - - -
is even and a3 + a5 + --- Is even.

Proof. The proof follows from [7]. O

It follows from Proposition 2.1 that Proposition 2.2 is easily proved.
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PROPOSITION 2.2. (1) A linear polynomial bx + ¢ is a permutation
on Zon if and only if b is odd.

(2) A quadratic polynomial ax?® + bx + c is a permutation on Zgn if
and only if b is odd and a is nonzero even.

PROPOSITION 2.3. A trinomial a,x™ + ara® + a;x’ in Zon of degree
m, where m > k > 1 > 0, is a permutation polynomial if and only if it
is one of the following forms:
am + ay, is even if m + k

is even;

(1) apr™+apr¥+aix, where ay is odd and ]
ap, and a; are even if m

+k is odd.
(2) ama™ + a1z + ap, where ay is odd and a,, is even.

Proof. Since a permutation polynomial has a nonzero term of degree
1 we have two cases: (1) i =1 and (2) k = 1. By Proposition 2.1 we get
following results:
(1) If i = 1, then a; is odd and a,, + aj, is even. If m + k is odd, then
both a,, and a; are even. If m + k is even, then both a,, and aj are
either odd or even. That is, a,, + a; is even.
(2) If kK =1, then ag is arbitrary, a; is odd and a,, is even. O

A special case of (2) in Proposition 2.3 is (2) in Proposition 2.2.
If a trinomial f(z) = a,a™ + agz® 4+ ;2" in Zon of degree m, where
m >k >4 > 0 has an SCP, then f(x) has no fixed points. Consequently,
f(z) = ama™ + a1z + ag, where ag, a; is odd and a,, is even.

PROPOSITION 2.4. Let f(x) be a T-function on Zgn. Then the period
of f(x) is of the form 2%, where k is a nonnegative integer not greater
than n.

Proof. The proof follows from [2]. O

PROPOSITION 2.5. A polynomial f(x) has an SCP on Zon (for any
n > 3) if and only if it has an SCP on Zs.

Proof. The proof follows from [3]. O

The proof of following two propositions may be found in [5,6]

PROPOSITION 2.6. A polynomial bx + ¢ on Zon has an SCP if and
only if b=1 mod 4 and ¢ = 1 mod 2.
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PROPOSITION 2.7. A polynomial ax? + bx + ¢ on Zon has an SCP if
and only if one of the following is satisfied:

(1) a=2mod4, b=3 mod 4, and ¢ =1 mod 2
(2) a=0mod4, b=1mod 4, and ¢ =1 mod 2

PROPOSITION 2.8. Let f(z) = az™ + bz + ¢ be a trinomial on Zan.
If m is even, then f(x) has an SCP if and only if one of the following is
satisfied:
(1) a=2mod4, b=3 mod 4 and ¢ =1 mod 2

(2) a=0mod4, b=1mod4 and ¢ =1 mod 2

Proof. Since f(z) is a permutation polynomial, by Proposition 2.3 a

) {amodSifaisodd

is even and b is odd. Note that ao® = Hence

0 mod 8 if « is even.
a(a?)* = aa® mod 8 and f(a) = aa™ + ba + ¢ = aa® + ba + ¢ mod 8
for every element o in Zgs. Hence f(x) = ax™ + bz + ¢ = ax? + bx + ¢
mod 8. Thus by Proposition 2.7 it holds. O

PROPOSITION 2.9. Let f(z) = az™ + bz + ¢ be a trinomial on Zan.
If m is odd, then f(x) has an SCP if and only if a = 0 mod 4, b =
1 mod 4 and ¢ =1 mod 2.

Proof. Since f(x) is a permutation polynomial, by Proposition 2.3 a

a mod 8 if « is odd 2)k_ 9

is even. Note that aa? = Hence a(a®)" = ax

0 mod 8 if « is even.

mod 8 and f(a) = aa™ +ba+ ¢ = aa® +ba + ¢ mod 8 for every element
@ in Zgs. Hence f(x) = az™ +bx+c = az®+bx+c mod 8. It remains to
characterize ax®+bx+c with an SCP, where a is even and b is odd. Since
f(x) has an SCP, ¢ is odd. Since f(x) has an SCP modulo 8, f(z) has an
SCP modulo 4. From the eight cases 223 +x+1, 223+ +3, 223 +32+1,
203432 +3, z+1, 2+ 3, 3z + 1 and 3z + 3, by an easy calculation we
find 222 + 3z 4+ 1, 222 + 32 + 3,  + 1 and = + 3 have an SCP modulo
4. To get trinomials with an SCP modulo 8, it is enough to check the
following: (4s+2)x3+ (4t +3)z+ (4u+1), (45+2)x> + (4t +3)z+ (4u+3),
423 + (45 + 1)z + (4t + 1) and 423 + (45 + 1)z + (4t + 3), where s, t and
w are in {0, 1}.

If f(x) = (45 + 2)2® + (4t + 3)x + (4u + 1), then note the following:

f(0) = 4u—+1,
F2(0) = f(4u+1) = (4s+2)(du+1)3+ (4t +3) (du+1)+ (du+1)
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= (4s+2)(du+1) + (4t +3)(du+ 1) + (4u + 1)
=4(s+t+1)+2 mod 8
f20)=fA4(s+t+1)+2)= (4t +3)[4(s+t+1)+2] + (4u+1)
=4(s+t+1)+6+ (du+1)

=4(s+t+u)+3 mod 8
FH0) = f(4(s+t+u)+3) = (45+2)3+ (4t +3)(4(s+t+u)+3) + (du+1)
= (4s4+6) + (4t + 9+ 4s+ 4t +4u) + (du + 1)

=0 mod 8.

Hence f(z) does not have an SCP. Similarly, f(z) = (4s + 2)x3 + (4 +
3)x + (4u+3) does not have an SCP. If f(z) = 42® + (4s+ 1)z + (2t + 1),
then note the following:

f(0) = 2t+1,
F20)=f(2t+1) =4+ (2t +4s+ 1)+ (2t +1) =4(s+t+1)+2 mod 8,
20) = f(d(s+t+1)+2) = (4s+1)[4(s +t+1) + 2] + (2t +1)

= 4s + 6t + 7 mod 8,

FH0) = f(4s+6t+7) =4+ (4s+1)(4s + 6t +7) + 2t + 1 = 4 mod 8.
Hence by Proposition 2.4 f(x) has an SCP on Zys. Therefore, by Propo-
sition 2.5 we have proved this proposition. ]

3. Secure trinomials

An n-bit word sequence ag = a, ay, - ,a;, - ,GQm,- - - is said to have
consecutive elements if a;41 = a; +1 or a;11 = aj — 1 for some integers ¢
and j. A function f on Zon with an SCP is said to be pseudo secure if
there is no integer i such that fi*1(a) = f(a) + 1 or there is no integer
j such that f/*(a) = f/(a) — 1, where ag = a and a,, = f™(a) for
any positive integer m. In particular, a function f on Zon with an SCP
is said to be secure if every n-bit word sequence has no consecutive
elements.

PROPOSITION 3.1. A trinomial f(z) = ax™ + bx + ¢ on Zon has an
SCP if and only if it is pseudo secure.
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Proof. Suppose that f(z) is pseudo secure. Then by the definition of
pseudo secure f(x) has an SCP.

Conversely, suppose that f(x) = ax™ + bx + ¢ on Zgn has an SCP for
an even number m. Then it is one of the following;:

(i) a=2mod 4, b=3 mod 4 and ¢ =1 mod 2.

(i1) a =0 mod 4, b=1 mod 4 and ¢ = 1 mod 2.

If a =2 mod 4, b =3 mod 4 and ¢ = 1 mod 2, then a = 4s + 2,
b=4t+ 3 and c =4u+ 1 or ¢ = 4u + 3 for some elements s,t,u in Zon.
Let f(z) = (4s+2)2™ + (4t +3)r+4u+1. If f(z) = v —1 mod 2", then
(4542)2™+ (4t +2)x+4u+2 = 0 mod 2" and 4(sz™ +tx+u)+2z (2™ +
1)+2 = 0mod 2". Since 2z(z™ ' +1) = 0 mod 4 for every element z in
Zaon we have 4(sz™ +tz)+2x(z™ 1 +1)+2 £ 0 mod 2" for every element
x in Zgn. Hence f(x) # x — 1 mod 2" for every element x in Zgn and so
f(z) is pseudo secure. Also, let f(z) = (4s+ 2)x™ + (4t + 3)z + 4u + 3.
Similarly, we can prove f(x) # x+ 1 mod 2" for every element x in Zgn.
Hence f(z) is pseudo secure.
Ifa=0mod 4, b=1mod 4 and ¢ =1 mod 2, then a = 4s, b =4t + 1
and ¢ = 4u + 1 or ¢ = 4u + 3 for some elements s,t,u in Zon. By the
above argument we can easily show that f(z) is pseudo secure.

Now, suppose that f(z) = az™ + bz + ¢ on Zan has an SCP for an odd
number m. Then ¢ = 0 mod 4, b =1 mod 4 and ¢ = 1 mod 2. By the
above argument we can easily show that f(z) is pseudo secure. O

PROPOSITION 3.2. Let m be an even number and f(z) = ax™+bx+c
a trinomial on Zon, where a = 2 mod 4, b = 3 mod 4 and ¢ = 1 mod 2.
Then f(z) is not secure.

Proof. Suppose that a = 2 mod 4, b = 3 mod 4 and ¢ = 1 mod 2.
Then a =4s+2, b =4t + 3 and ¢ = 4u + 1 or 4u + 3 for some elements
s,t,uin Zon. Let f(x) = (4s 4+ 2)z™ + (4t + 3)x + 4u + 1. In this case
we show f(z) = x + 1 mod 2" has a solution for any elements s,¢,u in
Zgn to prove that f(z) is not secure. From above congruence we have

(4s + 2)z™ + (4t + 2)x + 4u = 0 mod 2" or

4(sx™ +tx + u) + 22™ + 22 = 0 mod 2".

It suffices to show g(x) = 2(sz™ + tx +u) + 2™ + z + 2k = 0 mod 21
has a solution for any elements s, t and u. If n = 2, then it is clear that
g(x) has a solution. Assume that g(z) has a solution modulo 2¥, say
x = a mod 2*. That is,

g(a) = 2(sa™+ta+u)+a™+a = 0 mod 2F or 2(sa™+ta+u)+a™+a = 2Fq
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for some integer ¢q. Let z = a + 2¥1 be a solution of g(x) modulo 2F+1,
Then

gla+281) = 2{s(a + 2")™ + t(a + 2%0) + u} + (a + 28D)™ + (a + 2¥1)
= 2(sa™ + ta + u) + a™ + a + 2¥
= (q¢+1)2*
= 0 mod 2F*!

Hence we can choose [ so that g(z) has a solution modulo 2¥*1. Conse-
quently, by mathematical induction g(z) = 0 mod 2"~! has a solution
for any n. Also, if f(z) = (4s + 2)a™ + (4t + 3)x + (4u + 3), then by a
similar argument f(z) =z — 1 mod 2" has a solution for any n. Thus
f(x) is not secure. O

PROPOSITION 3.3. Let f(x) = ax™ + bz + ¢ be a trinomial on Zan,
where a = 4 mod 8, b =5 mod 8 and ¢ = £1 mod 8. Then f(x) is not
secure.

Proof. Suppose that a = 4 mod 8, b = 5 mod 8 and ¢ = 1 mod 8.
Then a = 4+ 8s, b =5+ 8t and ¢ = 1 + 8u for some elements s, t, u in
Zon. So f(x) = (44 8s)x™ + (5 + 8t)x + 1 + 8u. In this case we show
f(z) = x4+ 1 mod 2" has a solution for any elements s,t,u in Zgn. From
above congruence we have

(4+8s)x™ + (4+ 8t)z + 8u =0 mod 2" or

2(sx™ + tx 4+ u) + 2™ + z = 0 mod 2" 2.
If n = 3, then f(x) = 2+ 1 mod 2" has a solution for any elements s, t, u
in Zon. Assume that 2 = a mod 2* is a solution of 2(sz™ + tx + u) +
2™ 42 =0 mod 2* and let z = a + 2¥1. Consider 2{s(a + 2¥1)™ + t(a +
2K1) + u} + (a+ 2°0)™ + (a + 2F1) (mod 28 +1):
Since 2(sa™ + ta 4+ u) + a™ + a = 0 mod 2*, we get 2(sa™ + ta +
281t + u) + a™ 4+ a + 2F1 = 281 + 2(sa™ + ta + u) + a™ + a (mod 2F*1)
and 2F1 + 2(sa™ + ta + u) + a™ + a = 0 (mod 2*+1) has a solution for
l. Therefore by mathematical induction f(x) = x + 1 mod 2" has a
solution for any elements s, ¢, u in Zon.
Suppose that a = 4 mod 8, b = 5 mod 8 and ¢ = —1 mod 8. Then
a =4+4+8s, b =54 8t and ¢ = —1 + 8u for some elements s,t,u in
Zgn. So f(x) = (44 8s)x™ + (5 + 8t)x — 1 4 8u. From the congruence
f(x) =2 —1 mod 2" we have

(44 8s)x™ + (4 + 8t)x + 8u = 0 mod 2" or
2(sz™ + tx 4+ u) + 2™ + . = 0 mod 2" 2.
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By the above argument f(x) = z — 1 mod 2" has a solution for any
elements s,t,u in Zon.
Therefore f(z) is not secure. O

PROPOSITION 3.4. Let f(z) = az™ + bz + ¢ be a trinomial on Zgn,
where a = 4 mod 8, b = 5 mod 8 and ¢ = £3 mod 8. Then f(z) is
secure.

Proof. Suppose that a = 4 mod 8, b = 5 mod 8 and ¢ = 3 mod 8.
Then a = 4+ 8s, b =5+ 8t and ¢ = 3 4+ 8u for some elements s,t,u
in Zon. So f(z) = (4+8s)z™ + (5+8)x+3+8u. If f(x) =z +1
mod 2", then (4 4 8s)z™ + (4 + 8t)x + 2 4+ 8u = 0 mod 2". Hence we
have 4[(1 + 2s)z™ + (1 + 2t)x + 2u] + 2 # 0 mod 2", a contradiction.
So f(z) = x+ 1 mod 2" has no solutions for any elements s,t,u in Zan.
Also, if f(z) = x—1 mod 2", then (4+8s)z™ 4+ (4+8t)x+4+8u = 0 mod
2" and 8(sz™ 4tz +u) + 4(z™ + x) + 4 = 0 mod 2". Since 2™ +z =0
mod 2, we have f(z) # 0 mod 2", a contradiction. So f(z) =z —1 mod
2™ has no solutions for any elements s,¢,u in Zan. Hence f(x) is secure.
Similarly we can prove that f(z) is secure for the case a = 4 mod 8,
b= 5 mod 8 and ¢ = —3 mod 8. O

EXAMPLE 3.5. Consider polynomials fi(x) = 4z2+5z+3 and fa(z) =
423 + 52 + 3 over Zgs. Then a = 0, a; = f;(0) = 3, a3 = 6, a3 = 1,
ay = 4, a5 = 7, ag = 2, a; = 5, where i = 1, 2. Hence f(z) and
fo(x) generate the same secure sequence modulo 23. Consider sequences
modulo 2* generated by fi(x), where i = 1,2. Then fi(x) generates
azO,a1:fl(O):3,a2:6,a3:1,a4:12,a5:15,a6:2,
ay; =13, a3 =8, --- and fa(x) generates a = 0, a; = f2(0) = 3, ag = 14,
a3 =9,a4=4,a5 =7, a6 =2, a; =13, ag = 8, ---. Hence fi(z) and
fa(x) generate different secure sequences modulo 2" for every integer
n > 4.

PROPOSITION 3.6. Let f(x) = ax™ + bz + ¢ be a trinomial on Zgn,
where a = 0 mod 8, b =5 mod 8 and ¢ = =1 mod 8. Then f(x) is not
secure.

Proof. Suppose that a = 0 mod 8, b = 5 mod 8 and ¢ = 1 mod 8.
Then a = 8s, b =5+ 8t and ¢ = 1 + 8u for some elements s, ¢, u in Zgn.
So f(z) = 8sz™ + (5 + 8t)x + 1 + 8u. If f(xz) = 2 + 1 mod 2", then
8sz™ + (4 + 8t)x + 8u = 0 mod 2" or 8(sz™ + tx + u) + 4z = 0 mod
2" which has a solution for any elements s, ¢,u in Zan. So f(x) is not
secure. Similarly, we can prove that f(x) is not secure for the case a =0
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mod 8, b = 5 mod 8 and ¢ = —1 mod 8 by showing that f(z) =z — 1
mod 2™ has a solution for any elements s, t,u in Zon. [

PROPOSITION 3.7. Let f(x) = ax™ + bz + ¢ be a trinomial on Zon,
where a = 0 mod 8, b =5 mod 8 and ¢ = +3 mod 8. Then f(x) is not
secure.

Proof. Suppose that « = 0 mod 8, b = 5 mod 8 and ¢ = 3 mod 8.
Then a = 8s, b =5+ 8t and ¢ = 3 + 8u for some elements s, t,u in Zon.
So f(z) = 8saz™ + (5 + 8t)x + 3 + 8u. If f(x) = 2 — 1 mod 2", then
8sx™ + (4+8t)x+4+8u =0mod 2" or 8(sz™ +tx+u)+4(x+1)=0
mod 2", which has a solution for any elements s, ¢, u in Zon. Hence f(z)
is not secure. Similarly, we can prove that f(x) is not secure for the case
when a =0 mod 8, b =5 mod 8 and ¢ = —3 mod 8. ]

PROPOSITION 3.8. Let f(x) = az™ + bz + ¢ be a trinomial on Zan,
where a = 0 mod 8, b = 1 mod 8 and ¢ = £3 mod 8. Then f(z) is

secure.

Proof. Suppose that « = 0 mod 8, b = 1 mod 8 and ¢ = 3 mod 8.
Then a = 8s, b =1+ 8t and ¢ = 3 4 8u for some elements s, ¢, u in Zon.
So f(z) = 8sa™ + (1 + 8t)z + 3 + 8u. If f(x) = x + 1 mod 2", then
8sz™ +8tx+2+8u = 0 mod 2" or 8(sz™ +txr+u)+2 = 0 mod 2", which
has no solution for any elements s, ¢, u in Zgn. Hence f(z) = x + 1 mod
2™ has no solutions. If f(z) = x—1 mod 2", then 8sz™ +8tx+4+8u = 0
mod 2" or 8(sz™ + tx + u) + 4 = 0 mod 2", which has no solution for
any elements s, ¢, u in Zon. Hence f(z) = x — 1 mod 2" has no solutions.
Thus f(z) is secure. Similarly, we can prove that f(x) is secure for the
case a =0 mod 8, b =1 mod 8 and ¢ = —3 mod 8.

O

EXAMPLE 3.9. Consider polynomials f3(x) = 822+ +3 and fy(z) =
82% + x + 3 over Zys. Note that fi(x) generates a = 0, a; = f1(0) = 3,
ag = 14, a3 = 1, ag = 12, a5 = 15, ag = 10, ay = 13, ag = §, ---
and fo(x) generates a = 0, a1 = f2(0) = 3, ay = 14, az = 1, ag = 4,
as =7, a6 = 2, ay = 13, ag = 8, ---. In fact, f3(x) = fa(z) mod
24 since 8z(z — 1) = 0 mod 2*. So f3(x) and f4(x) generate the same
secure sequence modulo 2*. But f3(x) and f4(x) generate different secure
sequences modulo 2" for every integer n > 5.

From above six propositions we have Theorem 3.10.

THEOREM 3.10. Let f(xz) = az™ + bx + ¢ be a trinomial on Zon.
Then:
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(1) Ifa=4 mod 8, b =5 mod 8 and ¢ = £1 mod 8, then f(x) is not
secure.

(2) If a =4 mod 8, b =5 mod 8 and ¢ = £3 mod 8, then f(z) is
secure.

(3) If a =0 mod 8, b =1 mod 8 and ¢ = £3 mod 8, then f(z) is
secure.

(4) If a=0 mod 8, b =5 mod 8 and ¢ = £1 mod 8, then f(x) is not
secure.

(5) Ifa=0 mod 8, b =5 mod 8 and ¢ = £3 mod 8, then f(x) is not

secure.

REMARK 3.11. As we explained, a trinomial f(x) = az™ + bx + ¢ on
Zon has an SCP if and only if it is one of the following:

(1) If m is even, then (i) @ =2 mod 4, b = 3 mod 4 and ¢ = 1 mod 2.
(i1) a =0 mod 4, b=1mod 4 and ¢ =1 mod 2.

(2) If m is odd, then a =0 mod 4, b =1 mod 4 and ¢ = 1 mod 2.

If m is even and ¢ = 2 mod 4, b = 3 mod 4 and ¢ = 1 mod 2, then by
Proposition 3.2 f(z) is not secure. In Theorem 3.10 we have character-

ized f(z) with above 5 cases among 8 cases. So there are 3 cases left for
f(x) as below:

(1) If a=4 mod 8, b =1 mod 8 and ¢ = £3 mod 8.
(2) If a=4 mod 8, b =1 mod 8 and ¢ = £1 mod 8.
(3) If a=0mod 8, b =1 mod 8 and ¢ = +1 mod 8.

But those cases f(x) may be or may not secure. We conclude Remark
3.11 with two trinomials for (2) a =4 mod 8, b =1 mod 8 and ¢ = £1
mod 8. With an easy calculation f(z) = 423 + x + 9 is secure but
g(x) = 42® + z + 1 is not secure.
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