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An Efficient Application of eBSS DRM Method to eBook Contents based

on ePub 3.0 for Smart Device

Eung Sup Jun®

Abstract

DRM(Digital Rights Management) is essential for the copy right protection of eBooks based on
ePub 3.0 by IDPF. In this paper, we developed eBSS(eBook Service System) as ePub 3.0 builder and

viewer system with DRM and proposed an efficient DRM method which improves the performance of

contents generation, security and distribution system. The efficient application of DRM method to the

eBook contents based on ePub 3.0 for smart phone is practically useful for eBook service system. It

is very useful for the suggested eBSS with DRM method and strategy to apply easily and practically

to the encryption and decryption of the eBook contents. Also,

it is very efficient to generate the

ePub 3.0 contents and to apply DRM method to it especially, by using practically this suggested ePub

3.0 builder system from the view point of the eBook content generation and its viewer such as

eBook reader for user and eBook providers.
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Table 5. Encryption Specification Profile

ltem Major Regulation Content Type
Algorithm AES-128 or o
Necessitation
more
Symmetric Key
Data )
£ ) Algorithm Recommendati
ncryption
AES-128-CBC on
Reference through Retrieval Method Necessitation
Algorithm RSA-2048 o
Necessitation
Non—-Symmetric or more
Key Key Algorithm OAEP  |Recommendati
Encryption Method on
) Algorithm AES-128 or o
Symmetric Key Necessitation
more

5.2 MXIMY

AAAM Y2 ePub TollA A WAooz Aaskal
= W3C XML Signature®] ZZutalz 4t o] X2}
oMo FAIAE FAMSl e F4
=), o] YaiAlE g Table 691419} 7101 %MHUM
TO2 MWAR, 7] AR, AEUdAR
Aolatar Qlr.

Table 6. Signature Specification
ltem Major Regulation Content
Algorithm RSA-SHA256
Algorithm
C14NWithoutComment
Algorithm SHA256

Type

Signature Necessitation

Information

Transform

Hash

Key

, X.509 Certificate Use
Information

Necessitation

Algorithm

Transform C14NWithoutComment

Signature
Reference
Information

Necessitation

Hash Algorithm SHA256

ro
I
x

e o
o\ w
2

7lHko 2 3l= AzkE DRM 7)4

AAAMEE A3 AHEEHE < ZHOﬂ
Pub DRM Q154 MAA= ITU-TY]
laL, o 4-%1} % 15}A] ?Lfﬂ

@
oy
=
o
o]
HN

2]
=2
o 3o, rr o
2
Al
iy
oo
N

_O|L
£l
30
£
@D

2
g il
e,
fitl
-
2 0%‘ o‘-_}
R
N
3 T
igﬂ 2
o ¥o
o
oko >
==
HN
o
fu
)
fo
o

2
o
J
o
_O|L
fiul
o
2
o 1
=l
AC)
N
N
=il
g

=L A B Y
oi‘l%r?ﬂrﬁt'
)

x
oy b

i
)
Olﬁ e 2
™
o
S

E
al
ol

=2

R

-

i
2

o
N

&2

A A8 A5
WA, 7)e gs, 3y

o 4
%0,
o =~
Id
(o =

UENEEEDEE:

e
[t

N\
0:
0|

Table 7. Authentication Profile

Iltem Major Regulation Content Type
st Encoding ASN.1 DER
orage ASCIl File : PEM Necessi—
Method File Format Binary : DER tation
Version V3
Signature . :
Algorithm SHA256withSHAENcrytion
Basi Serial No. 64bit Size Positive Integer |Necessi—
asic Issuer DnQualifier Use tation
Field Subject DnQualifier Use
Public Key Size @ 2048bit
Key Info. Exponent : 65537
Validity Same as the Current Standard
Key Usage Certificate Issue, Certificat
4 9 Sign, for Key Encryption
Basic -

Extension Constraints CA Classification Necessi—
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