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Abstract The purpose of this paper is to plan deployment strategy of public key infrastructure for Malawi by considering the
information and communication technology status on it. For this, we will review the information communication
technology status on developing and least developed countries focused on Malawi and plan deployment strategy
of mobile based public key infrastructure. First of all, we extract out security considerations for public key
infrastructure, which is efficient for wireless communication, and design a new lightweight public key
infrastructure apt to mobile device by considering Malawi’s information communication technology status.
Especially, the proposed mobile based public key infrastructure uses smartcards for all the processes of
certificate. It could guarantee the same security as the wired counter part based on lightweight mobile device.
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<Table 1> List of Least Developed Countries in

the World
Country Included year

1. Afghanistan 1971
2. Angola 1994
3. Bangladesh 1975
4. Benin 1971
5. Bhutan 1971
6. Burkina Faso 1971
7. Burundi 1971
8. Cambodia 1991
9. Central African Republic 1975
10. Chad 1971
11. Comoros 1977
12. Dem. Rep of the Congo 1991
13. Djibouti 1982
14. Equatorial Guinea 1982
15. Eritrea 1994
16. Ethiopia 1971
17. Gambia 1975
18. Guinea 1971
19. Guinea-Bissau 1981
20. Haiti 1971
21. Kiribati 1986
22. Lao People’s Dem. Republic 1971
23. Lesotho 1971
24. Liberia 1990
25. Madagascar 1991
26. Malawi 1971
27. Mali 1971
28. Mauritania 1986
29. Mozambique 1988
30. Myanmar 1987
31. Nepal 1971
32. Niger 1971
33. Rwanda 1971
34. Sao Tome and Principe 1982
35. Senegal 2000
36. Sierra Leone 1982
37. Solomon Islands 1991
38. Somalia 1971
39. South Sudan 2012
40. Sudan 1971
41. Timor-Loste 2003
42. Togo 1982
43. Tuvalu 1986

<Table 2> Growth of the ICT telecoms in Malawi
(unit : thousand)

2001 | 2003 | 2005 | 2007 | 2009

Mobile 55 135 260 94 | 2374

Fixed and mobile 105 198 338 1,119 | 2485
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[Fig. 1] Conceptual Diagram of Mobile based Public Key Infrastructure Deployment
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