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Case studies : Security issues of IT products in terms of supply chain
Chot Woongchul

{Abstract)

Before an IT product is used, there is a sequence of the process such as the components
supply-demand of the product, their assembly and production, their logistics and delivery,
and then finally, the product can be used by a user. During this sequence of the process,
there can be many security exposures and risks. In this paper, we show, by examining
security cases of various IT products, that there are many security exposures in the process
of IT products from their production to their delivery to end users and in their use, and also
show how critical the security exposures are. Even though there are various security theories,
technologies and security controls, there is still weak link from the production of an IT
product to its use, and this weak link can lead to security vulnerabilities and risks. This
paper tries to call attention to the importance of the execution of the security control and the
control components. We examine the practical cases to find out how the security control is
paralyzed, and to show how it is compromised by asymmetric security resources. Lastly,
from the cases, we examine and review the possible domestic security issues and their

countermeasures.
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