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Abstract

Most commercial digital cameras acquire the colors of an image through the color filter array, and interpolate missing
pixels of the image. Because of this fact, original pixels and interpolated pixels have different statistical characteristics. If
colors of an image are modified, the color filter array pattern that consists of RGB channels is changed. Using this pattern
change, a color forgery detection method were presented. The conventional method uses the number of pixels that
exceeds the maximum or minimum value of pre-defined block by only exploiting green component. However, this
algorithm cannot remove the flat area which is occurred when color is changed. And the conventional method has demerit
that cannot detect the forged image with rare green pixels. In this paper, we propose an enhanced color forgery detection
algorithm using the normalization and weighted sum of the color components. Our method can reduce the detection error
by using all color components and removing flat area. Through simulations, we observe that our proposed method shows
better detection performance compared to the conventional method
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1. Aatol Histoll e RGGB Hlol0] mjE 2| H5ka)

RGGB Hojo] mHEl (b) A4atol 120 ° HiatEl CFA
el (b) A4&ko] 240 ° HatE CFA mE

1. Change of RGGB Bayer pattern according to the

hue change (a) RGGB Bayer pattern, (b) CFA
pattern with 120 ° hue shift (¢) CFA pattern with
240 ° hue shift.
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(a)
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Nikon D200ZFEH €&
Bstol| w2 g,
An example of color forgery detection using all
RGB channels. (@) A sample image from Nikon
D200, (b) @, values according to hue shifting
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Table 1. Digital camera models and Bayer patterns. hard-decision (HPHD)[ZZJ’ DCB[ZS], IGVHS], linear
i g Helol e minimum mean square error (LMMSE)?! t]5.2}0]7)

NIKON D200 728 RGGB Wl o 2 A ET)
NIKON D70 S0 BGGR Ao 24 4&3) Astel AA PFL 99 2=
NIKON Dos o BOGR SR WA A YT Be bAze] Pas)
7] wEel B ERdAe Y s SHoE
bxb E5< st r(9)E Tadth 2ela 09
W3l g E 50 B9 E AT B miolA AR
3 E53 3232, 64x64, 128x128, 256 < 256,
512x512% & vl 7HAZ ARSIt Lela 4
— : (18) % (19A AMER 7= 47 a=0.1,

@ © 5=0.8 2 y=0.15 A48T}
.«/\ F 22 07,457,900 2 135° 9 Ao 2] o)
r(6) sho] AQE W AIVCE] Ae] 27 gt Jd A%
; Qakel el tigk EFEAAE UERAL vk 3 2004
| o | A= 3o ARge 4 dudelq Wl u B
- B S AE oA, t 3R AR 4 B 7
a2 7 M7 9 JpEx S o|fek HA I HE ek Ft AEF AE eIt B 20014 B 5 e
of of. (a) ni(0), b n(6), © w(e) 2 UFeh #el AFRIY, AHD, AMaZE, HPHD "3
W (0). @ 0) distod= 71E9] AIVC Wiel A& Asol sk,
() AHAte| wistof W g, 7t VNG, DCB, IGV, LMMSE %e] disted= At W
Fig. 7. An example of color forgery detection using 9] Aol 53 YElytth EEa7|E V|EeE -
normalization and weighted sum. (a) n'-(6), (o) & W o Fe HE AL Aot uhdo] 7]F9]
ne(0), © w’(9) 2 w'(6), @ r6). AIVC Bmch 953 o2 et 180 o]/
Aol 22 A3 A9 sds JHs 7ML dS5S
As A3s Fska vk 29 74 = e bt 5101519

oF o] & =i A fst 9 vheA §F W BE A 22 256 Oot 257 2 fRAto] uy
Aol Adel ARE ARSI TG T A9 el B g ga A 97 o gre E 29 93 ahuie] w4
S He oo B A4S AAT F AE FHe] 2 9ok AIVC wde] s\ o3 gre 27 Zuwz
of A 2 Ak AEe oFE T F A 747} 1857(2 % $19), 213045 ° ), 2191(90° ), 2182
(135 ° )= vehstth 5, 22ke] gle 45007 )9 24
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o] ¢ frAtatrth AlQE W] Aol 2% A
2 =AM At e s Hrtshr] 95k 2 7b7F 1680(22F 1), 19.27(45°), 17.15(90 ),
Dresden image database”o|A #|&&%= raw image 1749(135° )& 719 WUHET X% v 03 s

1460785 ol&atith A3ol ARgd Fhvete] Elz 7HE 4 oAk
P T £ 130 2k bRl el wE 4w AIVC ¥y 2 AQF WS Ae] 2zt =& A
B7He 93] A8 B3} RawTherapee oA A 5-a Z37] 98 FU4e FH o B B2 HAY A}
© Y 7HA HEAeR Ml or 9E HEAtelH g3ttt ol& el 22 AES A At FE Fol7]
sttt A 7HAe] "RAelH WS adaptive Ak Folt} & 2004 B 5l nkel o] it oAb
homogeneity-directed (AHD)" variable number of = E59 arpyt FE5E Iy, £59 a7 AR
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EFEAH|R @ 07, (b) 45°

,(c) 907, (d) 135°

17

(1879)

Comparison of mean error and standard deviation according to hue angles. (@ 0°, (b) 45°, (c) 90°, (d)
135°

5237 W bilinear AHD VNG AMaZE HPHD DCB 1GV LMMSE Hat
29 AIVC 3462831 2037£41.00 | 17.1942367 | 31.30241.87 | 46.90+5387 | 2895£45.23 26.11£31.17 33.1641.71 2681
‘ A 161£3.13 339244968 | 118841724 | 34.02+4780 | 56.74161.49 | 15.82+30.20 19.15+26.33 27933951 25.13
6 AIVC 135534 | 1812+3167 | 12781781 | 2450+3538 | 407425060 | 27.06+4480 | 1748+21.27 | 23093307 2065

Ak | 092214 | 2522:4437 | 786+1387 | 27.11:4233 | 49835095 | 1154:2570 | 1228+1857 | 1797+33.18 19.09
198 AIVC 017+t179 | 1437+854 | 9651430 | 21123286 | 339459 | 2513+M71 | 134841610 | 1599+2522 1672
A H 0.57+1.66 216024198 | 566£10.79 | 23844094 | 44.14£57.40 88622301 8.36£1391 10.84£26.58 15.49
956 AIVC 0.02£0.65 12.06£26.00 | 8501251 1966£31.84 | 30.28+44.95 | 22.06£43.60 12.08£13.98 12.24£1857 1461
Aok 0.45£1.45 19.09+40.22 453903 231241.10 | 41.20£57.34 6.70£19.34 6.82£12.93 7.16223.08 1371
519 AIVC 0.0120.26 9.99£2352 800£12.20 | 16092621 | 2687x42.31 | 20.99+43.40 10.85£12.75 94141359 1278
A 0.40+1.35 16.18+37.42 429+889 19.31436.73 | 35.24+54.24 415+12.86 5.29£9.80 4731590 11.21
o= AIVC 1.00 16.38 11.22 22.55 3115 24.34 16.00 1878 1857
T A 0.79 2320 6.84 2448 4543 941 10.38 13.86 16.80
(a)

E537] i bilinear AHD VNG AMaZE HPHD DCB IGV LMMSE At

» AIVC | 5371319 | 315024022 | 1928:2350 | 336524187 | 4895:5396 | 362624610 | 271843164 | 33.16+4171 2941

AP | 386571 | 3765:4925 | 143241778 | 350984747 | 580016130 | 19973115 | 2061:2662 | 279343951 27.18

ol AIVC 2458764 | 2318:3250 | 14931791 | 26.18:3491 | 4166+50.02 | 35.96:4663 | 19.05:2239 | 23.09+3307 2.3

Aokl | 267:3%5 | 2060:4494 | 1075:1387 | 2823t4168 | 50615041 | 1563t2596 | 14211877 | 1797+33.18 2122

198 AIVC 0.79£3.69 19.92£30.02 12.18+13.73 23.22+32.58 36.01246.14 | 35.72+47.36 | 15.04£15.88 | 15.99+25.22 19.86
A kA 2.26£2.58 26.55+42.76 8.20£10.35 25.6440.32 H06£56.69 | 13572370 | 10.75£14.05 | 10.84+26.58 17.86

956 AIVC 0.27£1.52 17.42£26.78 10.71£12.16 2151£31.19 315024409 | 34.26+4793 | 1381£1362 | 12.24+1857 1772
Aok 2.10£2.48 25.41£42.09 6.8319.32 25.3641.10 423025660 | 1140+2088 | 9.28+12.88 77622308 16.13

=12 AIVC 013:091 | 1503:2479 | 1044:11.86 | 17.86:2503 | 2830+4182 | 33.14+4850 | 12201231 | 9411350 1583
A 1.95+2.44 21.31+38.30 6.27£9.20 20953663 37.19£53.89 8.30£13.90 765+10.14 478+15.90 13.55

et AIVC 1.80 2141 1352 2448 3791 35,07 1742 1878 21.30
e A 251 252 9.27 2105 46.63 13.77 12,50 13.86 19.27

(b)

5237 W bilinear AHD VNG AMaZE HPHD DCB IGV LMMSE H
29 AIVC 5.23£12.83 31.44240.82 19.93+24.42 344024257 49035423 | 3696+46.94 | 2699+31.44 | 35.18+42.79 2990
‘ Aok 387545 376949.73 14581819 34.66:46.90 57666153 | 20.16+31.25 | 2087£27.04 | 2860+39.12 27.26
6 AIVC 249:801 | 2336:3302 | 1531:1912 | 26743663 | 41844992 | 3690+4751 | 18872243 | 25.73t3383 2391

A 261+3.03 30.0845.01 10.70+14.09 28.78+42.14 SL11£5954 | 157642640 | 14.18£1861 | 21.20+3391 21.80
198 AIVC 080£360 | 19813002 | 1210£1432 | 2333:3287 | 3593+4621 | 3673:4828 | 14971625 | 19742689 2043
Ak | 229265 | 2713+435% | 830:1085 | 572:4050 | 4480:5646 | 1403:2489 | 10731412 | 1567+29% 1858
- AIVC 024+148 | 17.26:2704 | 106241213 | 2150+3124 | 3149+4430 | 3536+4890 | 13611367 | 159042113 18%
A kA 204247 25.67+42.39 6.90£9.36 25.38+41.24 422145648 | 115542116 | 9.14£1291 11832590 16.84
519 AIVC 0.10£0.82 15.20£25.76 10.41£11.88 17742581 284124208 | 34.03+4962 | 12.22£12.35 | 1259+14.63 16.34
Aok 1.90+2.43 21533864 6.16£9.16 21.18+37.11 37025381 8.44+14.33 757£10.17 8431945 14.03
= AIVC 177 21.41 1367 24.74 38.54 36.00 17.33 21.33 2191
T A 254 842 9.33 21.14 46.56 13.99 12,50 17.15 17.15
(c)

E537] i bilinear AHD VNG AMaZE HPHD DCB IGV LMMSE At

» AIVC | 519:1264 | 31212405 | 1929:2385 | 34024243 | 493135483 | 373624772 | 266123137 | 35294306 2980

A 401783 37.36249.04 145241775 35.00+47.49 57046122 | 20.00+31.46 | 20.89+26.98 | 29.82+40.55 27.33

6l AIVC 238706 | 2330:3335 | 1525+1801 | 2668t3593 | 4153+4988 | 3644+4756 | 1899:22.46 | 25.70+3342 2380

AP | 2648324 | 300264530 | 1087£1389 | 2827:415 | 50985972 | 1589:26.60 | 14241834 | 21.30+34.24 21.78

198 AIVC 0.79£3.68 19.99£29.79 12.28+1371 23.28+32.69 30.68£46.03 | 37.09+48.72 | 14981559 | 19.63+26.08 2047
A kA 2.14£2.59 27534348 8.48+10.49 25.93+40.69 44835621 | 14192555 | 10.79+14.21 | 1564+29.16 18.70

956 AIVC 0.24%1.49 1752£27.09 10.98+12.02 21.66+31.37 315314445 | 36.08+4954 | 13731372 | 16.27+21.68 1850
Aok 1.98+2.46 25.81£42.49 7.01£9.38 25.38+41.32 375670 | 114242106 | 9.30£1291 12.25+26.52 16.94

=12 AIVC 010:084 | 1572:2599 | 1057:11.83 | 17.82¢2616 | 28284170 | 3458t4991 | 1235+1230 | 12.80:1457 1653
A 1.8442.41 21.80£38.83 6.41£9.24 21.15£3691 37.21£53.9% 8.16+1391 7.81£10.22 84511963 14.10

et AIVC 1.74 2157 1369 24,69 31.27 3631 1733 2194 21.82
e A 252 2850 9.46 21.15 4650 13.93 12.61 17.49 17.49

(d
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