Journal of The Institute of Electronics and Information Engineers Vol.53, NO.12, December 2016 https://doi.org/10.5573/ieie.2016.53.12.067
ISSN 2287—-5026(Print) / ISSN 2288—159X(Online)

== 2016-53-12-8

&Y AT A2d 7| 7H94 DNA ARy 7]
( Reversible DNA Information Hiding based on
Circular Histogram Shifting )
o A @, WA =T, A BT

( Suk-Hwan Lee, Seong—Geun Kwon, and Ki-Ryong Kwon®)

o ok
- =
DNA F3® 712 DNA AEE w/lER 3= DNA A4, DNA ZH7k=18, 9 DNA e gk g#ido] ol
23 gtk A& Wolglo] R ¢ERlEE DNA AE Uo] SYoxE 98 DNA Ade) Blo] 7lsala, oY 29
o] MHEH o o]Foxu 9N $EwlAe] o3t omAQl Woe] BAo] Hed st HELY vEe] Fasith £ =fd

M DNA F-EA49 88 s|l2Ea9 % =8 (Circular Histogram Shifting, CHS) 7]¥to.2 A&8H2 wolglo] 319
AN ZE A, QB qE do] f4), =& YEvia 34, SRl HEo] 7Hed 7194 DNA AReY S Alekaid)
Aokst A vEE g DNA G7IMNE S HeATE HEd td, 52 434S Jstd ¢339 2809 s F=ZH
of 9Jste] RoA|Fel| TFHIES 24t mp oz thFHlE 24 #goA 24d Q1 dA7ME te] nagdS §
o MM EE S WA Ay ARz R Abe W] 7]E W ET 0117050 bpn(bit per nucleotide base) 3%
Agvta £FES 7ML, SN =] BAHA S-S st

Ol

flo <k

Abstract

DNA computing technology makes the interests on DNA storage and DNA watermarking / steganography that use the
DNA information as a newly medium. DNA watermarking that embeds the external watermark into DNA information
without the biological mutation needs the reversibility for the perfect recovery of host DNA, the continuous embedding and
detecting processing, and the mutation analysis by the watermark. In this paper, we propose a reversible DNA
watermarking based on circular histogram shifting of DNA code values with the prevention of false start codon, the
preservation of DNA sequence length, and the high watermark capacity, and the blind detection. Our method has the
following features. The first is to encode nucleotide bases of 4-character variable to integer code values by code order. It
makes the signal processing of DNA sequence easy. The second is to embed the multiple bits of watermark into —order
coded value by using circular histogram shifting. The third is to check the possibility of false start codon in the inter or
intra code values. Experimental results verified the our method has higher watermark capacity 0.1170.50 bpn than
conventional methods and also the false start codon has not happened in our method.
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Table 1. Watermark bpn and extra information bpn for test DNA sequences.
Ak LS-PE 3™ | Chen WH® | Huang 9"
. (N Ky )=(2,2) (n,p)=(2,30) (lwl=2) (t= 2)
Type Access No. | Total Bases I(\jlioncodlr}g ° 5 ol Elm o) ° 5 ° o)
A7) NG AH 71 gk | 2t AH 27k AE 57}
SIS M= = diolg | uk= | dlo]H | vt | dlolH
bpn bpn bpn bpn bpn bpn bpn bpn
Archaea AE017199 490,885 38,932 0.581 | 0316 | 0425 0930 | 0.098 | 0232 | 0.034 | 0.202
Bacterium CP000108 2,572,079 301,761 0577 | 0312 | 0414 1159 | 0114 | 0207 | 0015 | 0.161
Bacterium CP000247 4,938 920 570,214 0582 | 0313 | 0412 1194 | 0.09% | 0218 | 0.021 | 0.208
Bacterium | CP000672.1 1,887,192 466,266 0585 | 0313 | 0401 0670 | 0098 | 0222 | 0.04 | 0170
Bacterium | AF012886.2 6,756 2,058 0.604 | 0343 | 0.429 5300 | 0.111 | 0213 | 0.022 | 0.242
Bacterium | AE014075.1 5,231,428 631,026 0584 | 0312 | 0404 1.023 | 0115 | 0216 | 0.044 | 0.207
Bacterium | CP000473.1 9,965,640 962,527 0.573 | 0311 0.405 1.048 | 0115 | 019 | 0037 | 0.215
Eukaryota | nm_000520 2,437 347 0528 | 0389 | 0409 | 10601 | 0.099 | 0217 | 0.028 | 0.175
Eukaryota | NC_006033 1,195,132 393,739 0591 | 0315 | 0414 0672 | 0117 | 0207 | 0.025 | 0213
Eukaryota | AL161582.2 198,669 137,622 0.590 | 0314 | 0422 0611 | 0115 | 0210 | 0.046 | 0.223
Eukaryota | AL161595.2 198,151 126,917 0592 | 0315 | 0419 0559 | 0097 | 0235 | 0.003 | 0.198
Eukaryote | NC_006047 2,007,515 516,557 0.600 | 0315 | 0411 0793 | 0115 | 0217 | 0.016 | 0.221
Moss AP005672.1 122,890 51,916 0.589 | 0314 | 0455 0662 | 0109 | 0227 | 0.012 | 0.204
Plant NC_025652.1 141,255 91,971 0579 | 0316 | 0398 0470 | 0116 | 0213 | 0.037 | 0.183
Virus AY653733.1 1,181,404 155,805 0.603 | 0316 | 0.463 1131 | 0101 | 0237 | 0015 | 0.227
At 0584 | 0321 | 0419 1788 | 0108 | 0218 | 0.027 | 0.203
SFa&=Krtd o/ Ent=2 0.550 4271 2.021 7.643
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Table 2. Occurrence probability p, of false start codon.
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