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ABSTRACT

With wide distribution of smart phones and development of mobile network, social network service (SNS) is displaying
remarkable growth rates. Users build new social relations by sharing their interests, which brings surging growth to the SNS
based on the combination between the strength of expanding the place for communication and distribution of smart phones

featured with easy portability.
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This study is designed to understand impact factors of SNS on users in Korea and to conduct empirical research on casual

relationship between the factors above and the factors affecting personal information behavior through the privacy protection and

self-efficacy. In order to accomplish the objective above, the study presented a research model applied with key variables of the

Health Belief Model (HBM) predicting behaviors capable of recognizing and preventing individual diseases in the field of health

communication.

To perform empirical verification on the research model of this study, a survey was conducted upon college students at N

university located in Chungcheongnam-do and K university in rural area, who have experiences using the SNS. Through this

survey, a total of 186 samples were collected, and path analysis was performed in order to analyze the relationship between the

factors. Based on the findings from the survey, first, variables Perceived probability, Perceived severity, Perceived impairment of

the HBM, key factors of personal information protection behavior on the SNS, were found to exhibit negative relationship with

self-efficacy, and Perceived probability, Perceived benefit, Perceived impairment were found to exhibit negative relationship with

privacy protection. But the above, Perceived severity showed positive relationship with privacy protection, and Perceived benefit

and self-efficacy also displayed positive relationship. Second, although self-efficacy, a parameter, showed positive relationship with

privacy protection, it demonstrated negative relationship with personal information protection behavior. Lastly, privacy protection

exhibited positive relationship with personal information protection behavior. By presenting theoretical model reflected with

characteristics of prevention based on these findings above unlike previous studies on personal information protection using

technologies threatening personal information, this study is to provide theoretical and operational foundation capable of offering

explanations how to predict personal information protection behavior on the SNS in the future.

Keywords: Social network service (SNS), personal information protection behavior, health belief model
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Table 1. Comparison of the social network service with the existing media
Category Social Network Service Messenger Meet
Relation 1:Random 1:1 1:Many
Features (.)f the Easy Connection Easy Connection promise
connection
Distribution Non—Slmultgneous . Real Simultaneous Simultaneous
Time
Space Restriction Unlimited Limited by the device limited
Communication Scope Unspemﬁsserrlmmber of Closed Group Closed Group
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Table 2. The type and characteristics of the social network service

Category Facebook Twitter Instagram Blog
Function Pro'duc'uon. and Distribution Production Production
Distribution
Compose News feed Timelind, mention 1maglf)eh}1£}uoad, Post, Reply
DFormation of DInformation (DPhoto editing DUpload easy of a
intimate community presen -tation function that is in variety of content
with others through a short the application @The configuration
@8Share information statement and link | @Exchange through of the
@Creating a @Breaking of being the “‘comment” and communication
community with able to check the “good” through the
respect to a certain real-time @Take advantage of comment
Features person information the marketing @Search using the
@Photos and video @To convey my through the official keyword Simple
upload opinion at the same Instagram classification and
®Using the function time to some @Pictures can be collection of content
using the @Information viewed by the hash and replay
application sharing through the tag
®Suitable for retweet

commercial use
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Table 3. Operational definition and measurement items with variable

behavior.

Variable Operational Definition Advance Research
Perceived It is defined as a subjective possibility that can be
s himself suffer major damage by leakage of personal Jae-kwon Bae(2014)
Probability . .
information.
Byeong-gwan Lee et
Perceived When the information leakage and security accident al.(2008),
Severity occurs, defined by what company or individual were led Rosenstock(1974),
to damage. Rogers(1975, 1983),
Rosenstock et al.(1994)
. Defined by decreasing threat causion of data spill as
Perceived . . . . .
. doing what he does personal information protection in -
Benefits
SNS
. In Social Network Services defined as the factors that
Perceived . . . . .
Barriers impede the practice of personal information protection -

Self-efficacy

It is defined as a self-evaluation about their ability that
allows you to use the Social Network Services.

Gill-woo Nam(2008),
Bandura(1977),
Compeau&Higgins(1995),
Venkatesh&Davis(1996)

In Social Network Services

order to protect

information.

Behavior

Privacy themselves from the outflow or infringement of privacy Vance ot al. (2012)
Protection of personal information, it is defined as the degree of v
will to actually behavior.
Persongl In Social Network Services defined as the actual
Information . .
. behavior in order to prevent the leakage of personal -
Protection
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of AE FE, ¥ FE, AHEE SNS M- 3
T 71 s, Akl digt SEAte 54 B

Toh mEO AW EExE G} 909(48.4%), 4
A7F 967 (51.6%)019, A% Bxe= 20~2947}
158%(83.9%) 22 714 wotal, 50~59417F 129
(6.5%) o2 ZAESGICE 229 L ot A
st Fol o] 103%(55.4%)°2 7F Wk,
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Table 4. Demographic characteristics of the
sample
Categ- Frequency | Ratio
ory e (N=186) (%)
Male 90 48.4
Sex
Female 96 51.6
Teenager 4 2.2
Twenty 158 84.9
Age Thirty 8 4.3
Forty 4 2.2
Fifty 12 6.5
High school % 14.0
graduate
Current 103 55 4
college student
Acade- Uni mn
mic fa:i’iftesy 52 28.0
Ability g
Graduate
. 2 1.1
completion
Graduate 3 16
graduate
0 15 8.1
1~3 26 14.0
Visiting 3~5 35 18.8
Count .
5 or more 100 53.8
times
Etc. 10 5.4
Less than
three months 10 5.4
3~6months 11 5.9
Usage Lesyseilan 14 7.5
Period 1~2 vears 36 19.4
More than two 108 581
years
Etc. 7 3.8
0 8 4.3
1 to lgss than 5 97
5 minutes
5 to less than
10 minutes 22 1.8
Usage 10 to less
Time than 30 70 37.6
minutes
30 to less
than 60 42 22.6
minutes
Over an hour 39 21.0
o} m=gk SNSO| AR 7]7ke 24 o] o] 83t 85
274 1089 (58.1%) 2.2 714 wsgka, 1~2 Alo]
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H‘ﬂé‘?}% }ﬂil"é(lndlwdual item reliability).
W4 34 (internal consistency), 5% A
(convergent validity), :Y_EL:_ 4 ElgA
(discriminant validity)& #4432 ol
A AMEEE SAEREE Fd WU dE S
o] ARA{AZE F7] wiell ke EE(reflective
indicators) 22 A sle] B-A5TH73).

Table 5. Verify the internal consistency through
the CSRI (Composite Scale Reliability Index) of
the final research variables

Final research variables CSRI AVE
Perceived Probability (PP) 0.884 0.560
Perceived Severity(PS) 0.873 0.536
Perceived Benefits(PB) 0.936 | 0.711
Perceived Barriers(PO) 0.920 | 0.658
Self-efficacy (SE) 0.845 0.524
Privacy Protection(PC) 0.816 0.527
Privacy Behavior(PA) 0.846 0.528
521 Azl 24 o Elgty 24
Al ASS 98 FEvtE ¢H(cronbach’s
alpha)ata AR Fesl A=l As

(Composite Scale Reliability Index, CSRI)
& AkEskgiTh CSRIFre] 0.70]4bo]w #a

Hol WAom dwyel girkm WL,
Table 5.914 & 4 Q%o BE W5 Fasl
AR A% o] 0.7e1el R, B AT Z4T
258 A4el ke ¥ 4 aleh

ARl LFH Qi 4 A5ES] SHYE
o Wek g EhAe odobis] slal Su ehgAs
e SR e A, ol F Slel 2 4% E
B2 Weste] 99 AAgt T Weste wAs
Q) AAzke 7594 Table 6.9 =I5kch. Table
6.4 1ol 7 24a%e] A wpd] B} £
Q) AAlgle] BF 0.7014el B o]+ ek

fo) JeIKe)
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Table 6. Factor loading values and cross factor
loading value of the final research variables

PP | PA | PS | PB | SE | PO | PC
PP1(0.826 |0.220 |0.462 |-0.094|-0.110{0.214 |0.278
PP20.768 10.133 [0.336 |-0.148|-0.155]0.225 |0.034
PP3(0.644 10.149 [0.299 |-0.072|-0.094|0.236 |-0.012
PP410.776 10.189 |0.344 |-0.032|-0.031{0.257 |0.116
PP5(0.751]0.249 | 0.340 | 0.009 | 0.027 | 0.183 | 0.134
PP6(0.711 10.160 {0.279 [-0.073|-0.070{0.259 |0.072
PA1|0.180 {0.713 |0.327 {0.004 {0.113 |0.158 {0.304
PA210.071 0.596 {0.259 |0.025 {0.043 |0.012 |0.221
PA310.138 |0.747 0.390 [0.090 |0.188 |0.123 |0.446
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PP | PA | PS | PB | SE | PO | PC

PA410.252 [0.775 10.236 |0.102 |0.148 |0.146 [0.243

PA50.223 0.729 [0.175 |0.148 |0.208 [0.102 |0.227

PA6(0.256 |0.814 [0.212 |0.116 |0.220 [0.106 |0.304

PS1(0.396 |0.355 [0.848 0.009 |-0.022{0.110 |0.335

PS2(0.429 |0.311 [0.880 |-0.065|-0.023{0.110 |0.376

PS30.380 {0.370 [0.887 |0.013 |-0.021{0.089 |0.371

PS4 10.456 |0.277 |0.822 |-0.024|0.025 [0.143 |0.321

PS510.492 10.278 10.772 {0.008 |-0.083]0.117 [0.171

PS610.374 10.312 {0.845 [0.000 {-0.110{0.170 |0.324

PB1|-0.138{0.056 [-0.054|0.799 |0.337 {-0.021]0.127

PB2|-0.062{0.083 [0.069 |0.821 |0.374 {-0.102]0.169

PB3|-0.150{0.099 [-0.032]0.804 |0.407 {-0.033]0.123

PB4 |-0.038{0.029 [-0.077|0.756 {0.239 {-0.059]0.059

PB5 |-0.045{0.070 [0.017 |0.841 |0.365 {-0.053]0.092

PB6 |-0.011{0.180 [-0.020{0.844 |0.402 [0.022 |0.081
SE1 |-0.045|0.152 |-0.028]0.391 |0.779 {-0.122]0.188
SE2|-0.141{0.165 |-0.169]0.347 {0.782 |-0.113]0.110
SE3 |-0.003{0.206 [0.068 |0.318 |0.699 (-0.089]0.276
SE5 |-0.133{0.119 [-0.098]0.287 |0.743 |-0.135|0.174
SE6 |-0.055{0.140 [0.068 |0.250 {0.599 |-0.008]0.241
P0O10.276 |0.135 [0.128 |-0.060{-0.111{0.771 |0.162
P0O30.208 |-0.022(0.098 |-0.073|-0.127{0.689 |0.019
P0O40.203 |0.108 [0.155 |-0.068|-0.133{0.705 |0.056
P06 0.153 | 0.155 | 0.056 | 0.025 [-0.046| 0.735 | 0.208
PC2{0.108 | 0.249 | 0.256 | 0.159 | 0.271 | 0.115 | 0.702
PC3|0.118 | 0.343 | 0.346 | 0.120 | 0.143 | 0.102 | 0.738
PC4]0.07510.216 | 0.212 | 0.092 | 0.128 | 0.211 | 0.559
PC5{0.181 [ 0.284 | 0.224 | 0.083 | 0.250 | 0.066 | 0.817

PC6{0.242 1 0.397 | 0.344 | 0.057 | 0.206 | 0.177 | 0.789

PP : Perceived Probability, PS : Perceived Severity,
PB : Perceived Benefits, PO : Perceived Barriers, SE :
Self-efficacy, PC : Privacy Protection, PA @ Privacy
Behavior

9 ggAd AL 9led] Fornell &
Larcker(72)7}  Aloket  H4-8A4Z(Average
Variance Extracted, AVE)ZS  AR&3igith.
Table 7.9 WZ()HZ ZAE 32 AVE AF
Frolw Umz] o] ke 7 W] A
e el AVE AlF2 3ol 0.7%]Abe],
AVE AlFZ gke] o2 #H5o] A
o 3 elgAe] sl AR W+t

g % gt 2
QAo AHEE FEEEL B 0.770r} 2

AVE Al

ol SAue B4 AnNE E) AR
AR el AEES. o &

1A, 1 74 AsE Adsen
SNS o]gxte] A7 A} 2] asite] 71
(HD)& fels<F 0.815%, AA% A443) A71a
s 7P (H2)2 frelseE 0.918%% F 7] 7
2 71 A olst A Eeat s
(H3)2 ol 0%= Ag=sdet. #1245 Aot
A7) 557t 7P (H) = el 0.337% % 7174
AL, Az jedAdst zZefolwA s 7P (Hb) =
7R feleE 0.933% % 717 siek. skt
A7 A el A RE 7P (HE)S fel
T 0%=2 A==t A7 o]efst ZelolHA RS
7PA(HT)S el 0.865%, #1745 Ao} =z}
oA B E M (H8)2 el 0.117%% + 7N
o] 7K BF Z1AE sl A Es At Zetoln A
B3 7MA(H9) > ol 0%2 A=A 217]
oAt AMddrE e 7P (H10) el
0.204%% 7145 %iek. Zefo|wAnE} AR
B9 7P (HIDS FolaE 0%= A=t

Table 7. AVE (Average Variance Extracted)
validation of discriminant validity using the

value of the final research variables

PP | PA | PS | PB | SE | PO | PC
PP |0.748*
PA |0.254 ]0.732*
PS |0.4880.378 [0.843"
PB |-0.094| 0.112 |-0.014|0.811"
SE |-0.099| 0.219 |-0.041| 0.446 |0.724"
PO | 0.288 | 0.153 | 0.144 |-0.049|-0.132{0.726*
PC |0.208 | 0.421 | 0.389 | 0.138 | 0.275 | 0.183 |0.727*
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Table 8. Whether to adopt the results and the hypothesis of path analysis(one-tailed test)

Theory Causality Coei?i?ilent T-value P-value | Verification
H1 Perceived Probability — Self-efficacy -0.025 0.239 0.815 Abweisung
H2 Perceived Severity — Self-efficacy -0.009 0.100 0.918 Abweisung
H3 Perceived Benefits — Self-efficacy 0.438 5.944 0.000* Adopt
H4 Perceived Barriers — Self-efficacy -0.102 1.036 0.337 Abweisung
H5 Perceived Probability = Privacy 0.010 0.089 0.933 | Abweisung

Protection
Ho6 Perceived Severity — Privacy Protection 0.373 4.772 0.000* Adopt
H7 Perceived Benefits — Privacy Protection 0.015 0.176 0.865 Abweisung
H8 Perceived Barriers — Privacy Protection 0.167 1.503 0.117 Abweisung
H9 Self-efficacy — Privacy Protection 0.307 3.560 0.000* Adopt
H10 Self-efficacy — Privacy Behavior 0.112 1.290 0.204 Abweisung
H11 Privacy Protection — Privacy Behavior 0.390 5.978 0.000" Adopt
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