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ABSTRACT

As the use of the sensor device increases in IoT environment, the need for device security is becoming more and more
important When a sensor device is deployed in IEEE 802.15.4-based LoWPAN, it has to perform the join operation with PAN
Coordinator and the binding operation with another device. In the join and binding process, authentication and key distribution
of the device are performed using the pre-distributed network key or certificate. However, the network key used in the
conventional method has problems that it’s role is limited to the group authentication and individual identification is not applied
in certificate issuing. In this paper, we propose a secure join and binding protocol in LoWPAN environment that solves the
problems of pre-distributed network key.
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Table 1. Table of Notations

Notation Description
PC.T Pan Coordinator and Sensor
i device (j=4,B.C...)
Dj,d,- ECDH public and private key of Z;
D secure device identification of /
J or PC
]V; random number generated by I
irwise k h I,
LK LK, pairwise key shared between I,
’ and PC, I,and/,
kdf() key derivation function
2nd-preimage resistant hash
H() functi
unction
MAC’64j 64bit MAC address of £ or PC
Mic(.) Message integrity code
K Network-wide symmetric key
[l,n] Generation range of private key
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