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ABSTRACT

Since finance companies started e-banking services, those services have been diversified and use of them has continued to
increase. Finance companies are implementing financial security policy for safe e-banking services, but e-Banking incidents are
continuing to increase and becoming more intelligent. Along with the rise of internet banks and boosting Fintech industry,
financial supervisory institutes are not only promoting user convenience through improving e-banking regulations such as
enforcing Non-face-to-face real name verification policy and abrogating mandatory use of public key certificate or OTP(One time
Password) for e-banking transactions, but also recommending the prevention of illegal money transfer incidents through upgrading
FDS(Fraud Detection System). In this study, we assessed a blacklist based auto detection method suitable for overall situations
for finance company, a real-time based suspicious transaction detection method linking with blacklist statistics model by each
security level, and an alternative FDS model responding to typical transaction patterns of which information were collected from
previous e-Banking incidents.
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Table 1. The FDS construction status of Finance

company

Category

Completed

Under
construction

Commercial
Banks

KB, KEB hana,
Shinhan, Woori,
SC, Citi, Busan,
Daegu, JB,

Kwang Ju, BNK,

Jeju, KDB, IBK,
NH, Suhyup

Investment
Securities

HMC IS, NH IS,
Kyobo Secu,
Daishin Secu,
Mirae Asset
Daewoo, Merits
Secu, Mirae
Asset, Samsung
Secu, Shinyoung
Secu. Shinhan
Inv. Yuanta
Secu, Eugene
Inv, Kiwoom
Secu, Hana FI,
Hi IS, Korea IS,
Hyundai Secu,
Dongbu Secu,
Gloden Bridge
IS, IBK Secu.
E-Bast IS,
Hanwha IS, SK
Secu

LIG IS,
Bookook
Secu, Yuwha
Secu, Fund
Online
Korea. KTB
IS, Leading
IS, Hanyang
Secu, BNK
Secu, KB IS

BC, Samsung,
Hyundai, Lotte,
Shinhan, Hana,
KB, Woori
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Table 2. Device information by e-banking
accessing channel

Channel Device information
Internet MAC address, HDD S/N, OS,

. IP address, Gateway MAC,
banking

Gateway IP, Proxy, VPN etc.

Smart phone | UUID address, IP address, OS,
banking Mobile Model etc.

Tele banking | Telephone number
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Table 3. lllegal money transfer by information hacking type in the 1st half of 2015
Pharming Pharming Voice Voice Phishing + L
Month (PC) . Total
Jan. 17 11 3 20 2 53
Feb. 4 6 4 8 2 24
Mar. 12 7 0 10 3 32
Apr. 7 10 1 7 0 25
May 2 20 2 3 0 27
June 1 11 4 3 0 19
Sum 43 65 14 51 7 180
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Table 4. lllegal money transfer by security tool
in the 1st half of 2015

Tool Security Card OTP
Jan. 36 17
Feb. 15 9
Mar. 21 11
Apr. 20 5
May 25 2
June 12 7
Sum 129 51
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Account password, PKI(In case of
W300K or more), etc.

-{ Account password, PIN, etc. ‘

Fig. 1. Money transfer channels and authentication method by account type
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Input incident [ :
Incident M-pnrt infermation |r!!CId'E'|'!I
| registration

system

~.
c.liqnt's Call wntrr
Send [Clent 1D number, date of incident, illegal account number)

Register [MAC, HDD 5/N,
FD5 YD »

[CHent ID number, date of incident, illegal account number]

Transaction |
analysis division Register [MAC, HDO S/N, ULND)

Fig. 2. Workflow of blacklist based auto FDS
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Table 9. The suspended transactions due to
logon using same illegal device

Month Numb.er ot Is\ItllsI;l:rigeodf

device payment
Jan. 2015 216 239
Feb. 2015 89 106
Mar. 2015 269 431
Apr. 2015 161 184
May 2015 119 155
June 2015 140 855

+ MAC address(PC/Smartphone),
IP address, HDD S/N, etc.

* Gateway MAC, Gateway IP

» lllegal account number

+ Telephone number

Retail
banking
Open
banking

Smart
phone
banking

N

S

lacklist

Real-time information

* User device information

+ E-banking Trx. log

» Loan/deposit Trx. information

+ PKl issuance information3 2!
QI5M da "

Tele
banking

Fig. 3. Workflow using blacklist and FDS
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Fig. 6. Workflow of Typical pattern method
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Table 12. General rule detection

General Related FDS Correct
rule accident detection | detection

detection number number Rate
Case 30 16,404 0.182%
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Table 13. Typical pattern detection £#(8.18%)°] Z7Fstlar, TP2 ¢ o] EAA 3
Typical Related FDS Correct d s TAReE Xé“]f‘f} Al weh e
pattern accident | detection | detection (73.33%)°] A3 F7kdS gald 4 qlsich. 2%
detection number number Rate o7 A WAL} o AxlEgalue] HE-e-
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Table 14. lllegal transaction incidents of K bank
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. Internet Smartphone Tele
Vi e Wit banking banking banking e
Jan. 23 20 10 53
Feb. 8 12 4 24
Mar. 17 13 2 32
2015
Before Apr. 10 14 1 25
implementation May 29 9 27
June 13 0 19
Total 180
(Mon Avg) (30)
July 3 1 1 5
Aug. 4 1 0 5
Sep. 1 1 0 2
2015
Oct. 1 1 1 3
Nov. 1 2 0 3
Dec. 0 1 0 1
After
implementation Jan. 6 0 0 6
Feb. 0 1 0 1
2016 Mar. 2 2 0 4
Apr. 2 3 0 5
May 2 1 0 3
Total 38
(Mon Avg) (3.5)
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