1493

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.26, NO.6, Dec. 2016 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2016.26.6.1493

% AHgRle] A7 AR SR AL ol 83 B4 AL

) B4
by ki

t ¥
g+, 23HM
IoiEty HEESOiER

A Real-Time User Authenticating Method Using Behavior Pattern
Through Web

Jin-gu Jang,* Jong Sub Moon'
Center for Information Security Technologies, Korea University

o o

h=a =
AE S 53 Aol $3le] Soiel wet NAAR A= A &4 o2 MAsta gict, o)Al A AL 75
2 NAAHEE 54310 A ARSAATH ST YAt EE ATsta BA d5s & 5 drh # =RellA e ol
g B ARSARe] TS AAZEe R B0 R X5 f8 A AR Abel E A AMS- HElS WA &
A1 (membership analysis)®} vt2322 A¢l 2el(markov chain model) & 7|HFe2 Z2vjyda] gogxn AA
AHAME sl WS Akl obg] oleldt 2RIl A7kl 54, & A7 7] (time weight) & A4
sle, A7 o & Wl AR ES AMEARS] ZRulelel] ukedgit) o]o) uwle}l A|7kol] ulE AlgAte] kS wb

op

“

o33l A= qig 2 oh;], B oﬂ:TL_E_ Esﬂ /\ﬂ/Hs]- A}.ﬁ.}(].tﬂ x 2 3le)
e gla, ARl AREAtelH Rk RIZRE ARl sk AL WA 5

4 ARgAbel tis) 96%] w2 WH AFES HoFich

7ake g NI E =85 oFoH Q] AR
oh 2 ArE A8 As A

r
mlo

e
2
<

>
32

ABSTRACT

As cyber threats have been increased over the Internet, the invasions of personal information are constantly occurring. A
malicious user can access the Web site as a normal user using leaked personal information and does illegal activities. This paper
proposes an effective method which authenticates a genuine user with real-time. The method use the user’s profile which is a
record of user’s behavior created by Membership Analysis(MA) and Markov Chain Model(MCM). In addition to, user’s profile
is augmented by a Time Weight(TW) which reflects the user’s tendency. This method can detect a malicious user who
camouflage normal user. Even if it is a genuine user, it can be determined as an abnomal user if the user acts beyond the record
profile. The result of experiment showed a high accuracy, 96%, for the correct user.
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Table 1. Log Data Category of Web Server

Category Contents
ProcessTime Log Creation Time
ClientIP User [P Address
requestURL User Access URL
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Table 4. Profile of User A in Step 1
Object Contents
Lvax 3
O 0.1
Buin 0.5
0« =Y« 0.125
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Table 5. Profile of User A in Step 2
Object Contents
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N 5
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Table 6. Profile of User B in Step 1
Object Contents
Lnax 3
Qi 0.1
Prin 0.5
01« = Yyn 0.125
Threshold 0.1= 0, .(threshold) <0.125
Table 7. Profile of User B in Step 2
Object Contents
k 0.5
N 5
Qi 5.67 <1077
Oy =" 2.45%1077
Threshold 1221077 < 6,.(Threshold) < 2.45x10" 7
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Table 8. Profile of User C in Step 1 0507 -
0298 i 0042 Introduce/Vision
Object Contents — Lonin j e i e
I 3 0.102 ﬁ-‘ Information/Notice }—-o ﬂ—{ Introduce/Plan }—..
1" . 0.101
Bmin 05 0123 .
0,0 =" 0.125
Threshold 0.1=< 0, .(threshold) <0.125

Fig. 7. Route of User B

Table 9. Profile of User C in Step 2 Table 11. State Transition Probabilities Tables

Object Contents of User B
k 0 . 5 From/To | Mair | Login | InformationNotice Infermation/Bnployers Informaticn/Empioyees Introduce/Tarrocuce | Tozal
N 5 Main 0.102 | 028 C.06¢ C.308 0101 0123 1
O 7.98%10° 7 :
From/To Introduce/Introduce Introduce/Vision Introduce/Plan Introduce/History | Total
9A nl = VYoni —3
2 72 277 x 10 Introduce/Introduce 0.0%2 0.553 0.078 0.013 1
Threshold 138107 % < 0, (Threshold) < 2.77<10"

oh AHgA 09 ol A2 W 2E

olglgh eutalo] W82 whes] 24k1A el 18]
3 Erom dehlslele o deleel). whe}
3T i) [e]
A AR RS Ao R AgA o]F A= ﬁ
- . . 0.167 - 0.134 oleiteGuide
9 shge] Qrak Absuw obeje] Fig, Tablesh el e |-
— 1= = 0.167 : - 0.692 -
71:2-1:]. ‘\'—:L],L/‘_H Xéii i}.)_/(lz‘,‘l. _\?__"\i__g‘ '?"7]'&}(& 7§i7], -‘ Complaints/Guide ‘». »‘ Complaints/General | @
- 0.375 0.174
%—XH‘G]'—E— 7elL e} Main | } i [-e [ Administrative/General | +@
= 0.083
7h AHA A9 o)% AR 2 BE O e
0.208
e I
0.204 .
0545 Fig. 8. Route of User C
O e
0002 2 romeinroies oo o semmsranasaocs |-e Table 12. State Transition Probabilities Tables
ﬂ 0.013 0.021 Of User C
0052 . From/To | Login | Complaints/Guide | Complaints/General | Complaints/living | Complaints/Report | Toral
0.211 Main 0.032 0.553 0.07% 0.013 0.052 1
S T B
Flg 6 ROUte Of User A From / To Complaints/Guide Complaints/General Administrative/General Total
Complaints/Report 0.134 0.692 0.174 1

Table 10. State Transition Probabilities Tables

of User A oJed ZEstde ko w AMgAE Wi A
From/To | Main | Login | Introduce/Inroduce | Introduce/Plan | Administration/General | Information/Notice | Total i]—% %jll— 71:1—]:]—-
Main 0.082 | 0.553 0.078 0.013 0.052 0.211 1 /\]._%_Z].Hé %Xg 7%‘7"}% %71]]_“] vﬂt_!_—fa"l— 7]%01] tq'a}-
T T o Tl — T A% (precision), 5ol (specificity), H2H=
e Lo | ome - o o X (accuracy), TPR(True Positive Rate),

FPR(False Positive Rate) $2 olgle] 4]
18, 19, 20& ol4a|x A 4 9o, Table
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Table 13. Results of Users (%) TolA vlE2z= Aol s 343 shte] Zeu)
. Result A5 A3t AREALY] o] B4 g A<kl
Obiect True False A, 7t AEAS FET S gloke AR 2
A True 93 7 AtH13). & A7E oled A nskstel %
T T T AhgAPg mEstele Ao w A4 S DU
rue
B False 3 97 = 9len o volrt AHAF ARl o= BEha
G True 97 3 w17EgE dlelelell okolH el HATse A =g @A}
False 1 99 758}
® Q7o) g el A 2 W F shie
T dlefe] Ansoleh @ G ek 5 A )
Table 14. Classification Criteria W A Yolels} 225 4 ]S gshsA W
Oé)jectli / True False 3 4 grk= 74014_ SAE B Aol = AA bl
esults oE) Z77h Wakshe Al i dees 24al
True |True Positive(TP) False 2] Halo] 23 o 5
Negative (FN) | Zote] % A7t s
False True wak oA ARSA g ubollA wes] AAE
False . .
Positive(FP) Negative(TN) / Bl Azp2 aelali= o] ohz}, dlolEl)
ke Axel 24 =2 1°ﬂ e} 7Ur A3} &
2~ o] =2 o 7:]74121:] z U]—O 7:]
Xé‘jE]E TP %100 (18) T MD]' ] = 1, . o ] )E ]
TP+ FP S, A7 BNE A% 6}04 o] Hfﬂ Az Aes
Bolw i — N . yqp (19) & 4 et ol WS AL nHow gt
FP+TN B FeA e 2AE S ol Aol ol
P TPATIN 100 (20) vAe R 4% Fal AAgRAse] A
TP+ EN+FPH TN A Hug 2Ases el o), i e
AR RS olga AALOE A4 AEAE B
Table 15. Result Analysis of Users Sl 27h4el A7) Besh o= SQL Query
Objects | Precision | Specificity | TPR FPR Accuracy AR el FeE ij_t-ﬂO]Fj Jj—leo] i‘,—fsgﬂoﬁo]: g 7
A [93.94%| 94% | 93% | 6% |93.5% ot} A& olelgt e XSk =Wt 4 9lriw
B [96.97%| 97% | 96% | 3% |96.5% g Hie T2 A A7 4 9e Ao Halr)
C 98.98% | 99% 97% 1% 98%
ARgzl 39 dlolE| S EetsE Az HFEHo References
Z 96%9 = 3 AHIEE g 4 glr) . ” .
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42 Ol S5 o
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