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ABSTRACT

In side channel analysis, signal processing techniques can be used as preprocessing to enhance the efficiency and performance
of analysis by reducing the noise or compressing the dimension. As signal processing techiniques using singular value
decomposition can increase the information of main signal and reduce the noise by using the variance and tendency of signal,
it is a great help to improve the performance of analysis. Typical techniques of that are PCA(Principal Component Analysis),
LDA(Linear Discriminant Analysis) and SSA(Singular Spectrum Analysis). PCA and LDA can compress the dimension with
increasing the information of main signal, and SSA reduces the noise by decomposing the signal into main siganl and noise.
When applying each one or combination of these techniques, it is necessary to compare the performance. Therefore, it needs to
suggest methodology of that. In this paper, we compare the performance of the three technique and propose using Sinal-to-Noise
Ratio(SNR) as the methodology. Through the proposed methodology and various experiments, we confirm the performance and
efficiency of each technique. This will provide useful information to many researchers in the field of side channel analysis.
Keywords: Side channel analysis, Principal Component Analysis, Linear Discriminant Analysis, Singular Spectrum Analysis,
Preprocessing, Singular Value Decomposition

Received(10. 18. 2016), Modified(11. 17. 2016), (IITP-2016-R0992-16-1017)

Accepted(11. 23. 2016)
R AT AR 9 AREAVE315AE 9] o
&t [CTATFAESA A9 AFAHARE F3= 905

t F212}, bgmb86@naver.com
¥ 2AIAAE, 80khs @korea.ac.kr(Corresponding author)



1462 A BN AP AT 5

.M B2
g £ (side channel analysis)< 7]7]el
A bstae]ge] A W AAR) oA ¢
= AR WS o] g3l HUARE dohl= B
22 FAo] ou¥ duEFolEtE
4 5 53 oAgA @A FAe] shsskAY
b s WAY 5 ok olzld A #AM9 o
el o= dAibel] 285 A7 HE o] &5}
A17F B4 (timing attack) (1), 14F A 2kAs}
dE4neks olfsk= AH A (power
analysis)(2](8], 7I7]el4 HAs= AApr|s=
ol g3l= Hzlrlzk  FA(electronic magnetic
analysis)(3]o] it} vl whr]oz RAd
Aol gk A A7t FoVeA A FAd
Aol Wigk kAol dz At 7)7]o gt okxlA
Zoll F71 71Ee] HeloH, gz AdAl
= a3 vl =t
g B2 o]fsle Aue| Al uwlel 24
et 4 gl ofel| whet Awe] A
< A 4 9l 8l AXE] (preprocessing)
HAo] FAE MY F& 247 Hoh AAF
T8k dlolEle] ©d Al Xéi% A F=2E 5 9l
= 3 AeatAL) o]
5 eg st EPag AHRE AAs] g8
S 3 A= e
A3 chekst AsAe] 7He AAE R A L3t
He ARE T7M7IE o] 7bsdith A B4
sk A3 A 7Sl F-AI7 (noise
reduction)(16), 3= (compression  of

deoor b A Jz oof r

a&L Hm r—{m

power traces)(4), I3¥AH(alignment of
power traces)(15)%°] lc}.

2 oA AsAe AEHAd Folzt EH
(singular value decomposition)Z ©]43l= 7]
el sl gt Solgt walle AlsAe|el AT
Wof FellA A AMSEH dHE SolHEER T
AE Y Bolghs dAaR Zh= Y Fo= v
ehll= Whelth. Bolgt #alE ol8ske AlsAe
ZIHE F A B4 ol AlgEe dlEAal
71"-2 FA 824 (Principal Component Analysis,
PCA), 487884 (Linear Discriminant Analysis,
} Singular Spectrum Analysis(SSA)7}
AUtk FAEEAT AYPH AL FYgFo2 A}
47Fs3H SSAE ASAAR AHTsdtt

5
&
u

o

5

E o Lo

oX,
[}
m i
iy
e
fr o

S e
ol 1
K
e

1

{

o

(o3
(o3

r

i)
o ol

Aol xd%}o%

o,
o ©
3
N
1l
s
o

-

o O

N
o,
= i
_ﬁ o P
= o o

v}

fo
|3

—

¢

N
N

-

~

(Signal to Noise Ratio, SNR)
S A 7357 Sl
| 22 9= FAA

fj
(6 8

—
_/O
IJ>

e

.
44
>

=

N

—

E
2
P g

o, e He
N

-

Lo
oo fo

—

~ BN ok
i)

2 N
_i

il dlo

Encryption Standard)E
(board)®] A= in|= «4 % °
shdct. 2AE 714
o zhulE AKXk H]JL?S}
e I e —r‘*(Correlatlon Power Analysis,
1 “h‘ﬂ]i’——e‘ Eipsi=d

3k %611% gk A5AE g
Akl s
7t AEA T
el 4l A1) 7
QA% el e 2 sl

dlo]ef 5l oist

WA e Ao

normahzatlon ?SH o]: 6h:]-

CL17aZ7 7am] Q,]_



AHH 53374 (2016. 12) 1463

m

w=—3aol e

i=1
[alfw,%*w,...,am*wpl— He}, tgo® mAd
o] dole] kel HeEted kxmdE X5 FAg
Z, 4= X9 7t o] made dely Fr) =
th o]F, dH B=cov(X)F AKX § 3y Bo|
gk Solgt w3E gl d¥E B Jr]
Ho|Bmg B=UxDxXU 'S uEFsa U9
a2 po zfHE (eigen vector), D A
3k (eigen value)ql dizbafzde] =it}
45 7] HalMe mole e F F24
A e wfelE Addsle] FASE 9
Wk delgd  wallEt. v A4 o
w,(1<i<m)et 3 o prle] iz 74
U'=lujuyu) & chilek dole  Ael F
A"=Ax U7} A0l melA pE F2% A2
dlolelrt "ok, af3he sdsle e s ol
slo] Aedgk dlolele] HAte]BR | Ifgte] FFE
dlo]e]e] EAS A 2T 5 gle el

[e]

=
FAEEAE o]83te] AHHe] g5Esh

e Ax

flo
b
3
X
3
&)
T
)

NG
-

(o3
ot o Y Ao oMz Y o

ot

ARAEEA S FHRRA} FAlR wAE B
AA52F AT NG Aol ge] B F
HERAE dole] AL Hato] Helrh He w
o WElE B W, AFIARAL dole] Zo)
27k Bake AYE @ 4 ole MHE v
AR e 29 e 2k Hasahaa
Fols o] $abe AT 5 gl B e
o1 gt 4 e FHLEAL Holele] A4
wde) HHoz AUELT o, ABAEAL
Holele] HAEF HoE ANFLFT W}
Fig.1.& Eal P42 Agaaaae] Fo) s
sl 4 9lek. Fig. 1ol Wuek(«)3} Sz}
WEek(0) F Zelael 244 HolHE AT 4
QIeh, SEE el ke il Fo] FHEEHL
2 AE 5 olE oA WYl e} B, 9%
el Tl wAAl Fol AYRERAloR e

Fig. 1. The difference between PCA and LDA in
2-dimensions

] dlolg] A Fate] Hujr} & 4 gl
T, AFHEAL dolee] FHa E
HANZ & 5 e HeE Faich webd A
WS Aesly] YA dolele Zes AR

Qi 7

32
e
s
N
o
2 oo
Hr
i
rlo
o
o
An)
o
iy
=
[>
-
M
i3
St ol

L P L S

Loq
o ¢
rlo
2o
oy
i,
M
)
tlo
)
ofp

S BEBIERERS
so]e). ke el mAk o]
Hol dlald, 74 Zelze]  dely 4%
k(1 <i<n)e) A 7 Feae] A4 deldE
Xeha FRSW, XE koxom Aol Hrk A

3
=
lo
uly
[>
it
N
N

S fEde FHs W b 9™
(within-class scatter matrix)3} = 7+ &
AF 334 (between-class scatter matrix)e] &
ek, ZEle W B4 " § = 7 Fela] IR
Ak =R Fow T8k}, =,
Sw:cov(Xl)+COU(X2)+...+COU(XH)9]- o] F
e mxm?e A7)E Zdet Fele 7 A 3E

=

S= AA Feze Hdw A4 Sl Hid Ao
o] ALEE "t gk FH~ 09 HdE
Ixm3E X,(1<i<n)2} s A4 29 o

(o3

il

O

e X= LYK 7 ek ol% Folol Fels 2

i=1

r—

2 Age 5= 3k (X-x) (X~

1 )

i=1
T8 5 itk 5= HAxssla S FHdAsE 5
o Wkl Wele §7lG o Bolgk #alE o4

slel 7@ % 3leh 5, 'S, o wawst old me



1464 A B SRS 98 5

£l AlsAe] 7yl ¥ A7

TR S AAbste] FAEEA v A afE
pIZ T8 AL deled] Falol A9L me
A pE Fadh

2.3 Singular Spectrum Analysis

Singular Spectrum Analysis(SSA)
CHES 201514 38 #4e] 5oz =9
AsAR) MeIeHT). AA, $A, A4t 5
chofah FolellA AHgshs Wlew, dolele] 7]
A3k AR, WERS BAS ol g valE 4
A= 7ok FAd FAelA= SSAE o] £3)e]
AR E o2l e e Falsld F Alssl
A AlsR A A A AAE 71

L
L
)
U

—

= th2A 2d el AHgo] sl Wt &,
g5 e] Fejj~ AR o] T4y AHRok 8 ik

SSA= =ZA #3l(decomposition)e} AAF
(reconstruction) ¥ =HAZ A3 7 HAx
F AR o] FolA] AFHoeRE F U AR 213
gl &3 A= embedding® Eolzk E
(Singular Value Decomposition, SVD)Z
Agw AA3 A= diagonal averaging®}
grouping -2 FA =}

@ embeddingslE dhte] IS AP
(trajectory matrix) 3|2 wslsl= Aoz I}
3o AHE Felslr] A3 A= (window, =9
T7hel Z7] AdAe] Hasith Hel mo Iy
a=[a17a2,,..,am]°ﬂ ste] AAPE A= A(D)FH
Zro] A%t}

al a2 .o aD
a, a; ---a

A=\|"2 F H (1)
] o

o714 We x| Z7]oly, D=m— W+1

& W
@ Folgt al WAL Ao U Folat

AxATd  Wg 3
(1 Wizt s, ael wE af
w,(l1<i< Wzt sz A= N> >

Ay
WEFEE ikt afEE A, 1

T %

Jov o e ale M

A(2)F BEFsH= 4,5 Ak, A= /N up]

o o= S g wEa) olzal, Aol Wl 4

A= A+ Ay+ ..+ Ay, (2)

@ oo Falgt 4.5 v3e] ez oAt

3}7] ¢&l diagonal averaging®™ilE
AHDAR g izt Aite] FUg e P82 4
o] me| oz wWte] rhgElct. Al(2)¢] 4F
& ol9} e ez Wsksle A7} diagonal
averaginge|tt, o W7 Aie] Fdd ¥
=71 $18) 2 o e e Hes 7 o
ABRER A33} =
embedding&A|¢] Hid| vhH o2 w}g)o] e W
gk}
@ A% grouping@AelA= 343 HefE W
g A,5S F Ase) AgAles el vqgk
9] Z7)S AFeR F AES} AL AF HFelo]
5 4] &5 Akt o]zl ] SSA
A5} ol A83le] 343 335 A AL

2
=
)
oX,
M
o
Ol
i

rlety

>

T
N

X 7]
5 Wl 3 2Psiel AR o gy A%
HlmE 913 e Aa

TR AFBEEA SSAE BE ol
BalE olgaA T, olgle] wus EAlR 4
A3 ARPEEAE D) Auske 27147]
AR, o] BA L saskolel Wl SSAE
SAAZL BAole). Age] BAo] T} W wHw
s5e] Relw olelr). FAREEAT AR
& S 918 e E Pl alel FaAE Al



1465

A (2016. 12)

B

H

f

ol

]

1

ARHES

var(signat)
Var(Noise)

Raw

LDA
SNR

PCA

Fig. 2. Experimental procedure (Raw: without

preprocessing)

[e]
o

o o] 4] &

gl s

dste] &

=
=
7] o

fl,

o w2bd Al 1y

o5

=}

RL

o

3
olefat 7 7l

%

7HA

[e)

258 72 Ho) ole) & SSA
Hefo]7] uf
=

L

SECIE
1.
o
wle] opeh 2z Al 7Y

s

Ago] gl W]t

PCA, LDAE °]

= 795 7Hsb7191E A(3)9] gkel 0.9501%

I

=0
& =

Tl

et

o

7Fe-3H

=

=

[}

KR
2L

SEER

A2l g Sashg v,

EEP B

[e)
T

No

x
)

il
w
jruse]

(3)

,where 1 < p<m
Q52 2]

A

L

A,

1

1

hIPY

i

p

m

>

i

ok 2 el A

g

o 25
oA Zol

=

]

&

=2719] wj

7t B
j,],

A

R

L

.

sl

s

el
=l A

=

=
H

=
g

} =
o},

=}

Rl

Zo| 2 3l
3t7] o

CPU7} %3je] sh8 Ael@ o] %59 25o]

BE 71719

%

Q

an

io]

A77E 443 Al

fﬂ_

ofell

9]

]

3

3

w

710l gk 2y ik 27 2%

2o o

x

A

A

H](Signal to Noise Ratio, SNR)

o145

o]

=]
=

=

3

AEEH AT o] g1,

Az o A

13

Q

|

g

[e)
Solgk

IFRES

p

L

15 A 3t

A

A
ol 247 o]

3}
vreh 3

[e)

gafol ol ghol ¢

1
R



1466 A BN AP AT 5

£l AlsAe] 7yl ¥ A7

Var(Si gnal )

SNR= Var(Noise)

e vrehie}.

F Alze] BAke Qb 27 gl el AuaEe
Rl BRE 4 Felag AAEY PALOE
IEEERDEE B

J9lo]E(hamming weight)E2  dyrjxadls
(hamming distance)& o]&3H}.

S-boxEH 1ule|Ee] &t s EE 7 7]
FLoR o] SNRe AAbshes WS o3t #r)

Anz gfe] FYam 93 EFLE 5 gt
C. (0 < k<8)% dudelert kal 93 X5
o oldx o] AHgtele} sta, B (0<k<8)%
sselExE kol S5 Hauiygelzl sia)
= {EO,EI,EZ,E3,E4,E5,E6,E7,E8}E]— s
Var(Signal) = Var(E)} 2} w3l
Y={Y,|Y,= X,— E, for all i € C, where
0<k<8}et 31 Var(Noise)= Var(Y)7}
He}, o] & Edll A (4)9] SNR#E A 4= 9l

FAE BAAeE T8 ARk nlEEiER
AAE 719 Aderla B e® SNRE ol&3h=

B AelA e AA HEg 53 A s
ez Al AAe] 7S B A8t e
= 3tk de7el $le AES-128H|E &
Fol 7dE A FRe HES dez A :
SAKURA-G9} SASEBO-G2R.=9] 79 FPGA
el FaEeIglom, MSP430R.=9] 79
A5 w3l TdHA 3AelA AT WHE
Agate] Asnlas shalorn, Wee] A58
ato] A H S Aot A

A Fig.2.9} 2}

o2
=
o

{2 do e |m

4.1 SAKURA-G

SAKURA-GHEE Ed| 543 42539
$ AES-12801E2] 1070 2= <dibe] dofut
EE o] vehEs sHe pAlsieler, ¢
g 3] Jd= Fig.3. 3% el AR ~zZ=
Lecroy WaveRunner 204Xi-AE o]4-3}3lon],
5000709 =}3e Alssich. sampling rates
10GS/sel™, 285l FPGA®l 5 F95+=
48MHzelt}, webs FEof dgslis A e oF
2080] Heh. SSAC) A4 AES 2)e 259
ol dhv], gk F WARE 2 3E A9 2
o] Aol Frt. SNRE 3437 913 72 7]
£l Tt #E sh=do] wye]r] el 102he=

-box §1F I A mlo]E9h ¢EE A mpo]E
Atele]  sjult]l~®~E ARESERITH table 1.2

=L

>,

= =4 =
. AAee] A% AP $AL Hlw AL
A% SNRe] 744 £9-2¢ nalh

g =
ﬁj
B B
S 2
||§l

%104

Fig. 3. AES-128 power trace(SAKURA-G)

Table 1. SNR & correlation of CPA (SAKURA-G)

preprocessing SNR correlation
Raw 0.0389 0.1006
PCA 0.0779 0.1156
LDA 0.1037 0.1345
SSA 0.0918 0.1309
SSA+PCA 0.0998 0.1309
SSA+LDA 0.0971 0.1327
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Fig. 4. AES-128 power trace(SASEBO-G2)

Table 2. SNR & correlation of CPA (SASEBO-G2)

preprocessing SNR correlation
Raw 0.0088 0.0619
PCA 0.0124 0.0746
LDA 0.0175 0.0829
SSA 0.0149 0.0741
SSA+PCA 0.0144 0.0722
SSA+LDA 0.0165 0.0776

4.3 Scarf MSP430
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Fig. 5. AES-128 power trace(MSP430),1Round

Table 3. SNR & correlation of CPA (MSP430)

preprocessing SNR correlation
Raw 2.88 0.63
PCA 6.99 0.78
LDA 11.80 0.86
SSA 6.81 0.78
SSA+PCA 6.59 0.77
SSA+LDA 8.52 0.81
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