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ABSTRACT

In this paper, we suggest an advanced method searching for differential trails of block cipher with ARX structure. we use
two techniques to optimize the automatic search algorithm of differential trails suggested by A. Biryukov et al, and obtain 2~3
times faster results than Biryukov’s when implemented in block cipher SPECK. This results contribute to find better differential

trails than previous results.
Keywords: ARX structure, Differential trails, Automatic search algorithm, SPECK
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Algorithm 1. (4) Log-time Algorithm
for xdp

Input: 6= (a,f—7)

Output: zdp(6)

L If eqla< 1,8 1,7 < DA ((aBBD) D
(a< 1)) =0, then return 0:

— W, (=eq(a, 3,7~ Y
2. Return 2 /el dn@ -0
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Table 1. Searching time of Algorithm 2(2)
(Intel Core™ E5-2637 CPU 3.50GHz)

SPECK32 SPECK48
! Prob.(log,(p))| time [Prob.(log,(p))| time
1 0 Osec 0 Osec
2 -1 Osec -1 Osec
3 -3 Osec -3 Osec
4 -5 Osec -6 Osec
5 -9 Osec -10 1sec
6 -13 1sec -14 3sec
7 -18 Imin -19 Imin
8 -24 34min
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Table 2. #" bit and corresponding (i—1)" bit,
and probability which will be multiplied

(i—1)" bit i it Prob.
(0,0, 0)
0,1, 1)

(0, 0, 0) 1.0 1 1
(1,1, 0)

0,0, 1)

0, 1,0

E? (1) é; All possible 1/2

(1, 0, 1)

(1.1, 0)
(0, 0, 1)
(0, 1, 0)

1,1, 1) 1.0 0 1
(1,1, 1)
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Table 3. Time comparison of Algorithm 2 and 3
(time: Intel Core™ E5-2637 CPU 3.50GHz
time: Intel Core™ i7-2600 CPU 3.40GHz)

SPECK32 SPECK48

" [Prob. | time | time | Prob. | time | time
1 0 Osec | Osec 0 Osec | Osec
2 -1 Osec Osec -1 Osec | Osec
3 -3 Osec | Osec -3 Osec | Osec
4 -5 Osec | Osec -6 Osec | Osec
5 -9 Osec Osec -10 | Isec | 1sec
6 -13 1sec 1sec -14 | 3sec | 3sec
7 -18 Imin | 26sec | -19 |1min| 33sec
8 -24 | 34min | 11min -

Prob. = log,(p)
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VI.

A

Algorithm 2. (2) Search for the Best Differential Trail in ARX (Application to SPECK)

Input - »: number of rounds

w: word size in bits

r1, 1,° right and left rotation constant

r: current round (n=r=1)

it current bit position (w>i=0)

B=(B, B, ..,B, ;) probabilities of the best trails for rounds 1, 2, ..., (n-1) (global)
B,: underestimate of the best probability for n rounds: B,< B,
T=(T Ty T,—1), T, =0, Bvp;) . py=wdplay, B—>y,), 1=i<r

(e, 8.,7,): input and output differences to the modular addition at round r

pji probability of the partial differential («, [0:4],3.[0:i] —~,[0:4])

Output - B,, 7: the best probability for » rounds and corresponding trail

1. // Initialization @ 7<—1,7 <0, a, <=0, 3, <0,7, <0

2. procedure best_diff_search(r, i, ., 3,,7,) do

3.

4
5
6.
7
8
9

10.
11.

12.
13.

14

15.
16.

17.
18.
19.
20.
21.
22.

23.
24.

25

26.
27.

28.
29.

//Fisrt round
if r=1)A(r=1) then

if i=w then

p,<—xdp (e, B8.—); T.<(,.8,.7.p,); addT. to T
105 a, (3, 1) BB (6, €1y)i v, 05
call best_diff_search(r-+1,4, .., 8,41 Vpsy)

else

for ja’jﬂajA,E{Oal} do
o, [l ju; 8.1l g 21l py—wdp”(a,[0+i], 8,02 i), [0:]);
if (p~,>< B, )= Fn then
cal best_diff_search(r,i+1,a,,(,,7,)

. //Intermediate rounds
if r>1)A(r=1) then

if i=w then
p,<—xdp (., B3.—7,); T.<(,.0,.7.p,); addT,. to T
i—0; (3, >1) B 7D (B, Kry) Y41 0;
call best_diff_search(r+1,4,, 1,841 +1)

else

for j,€{0,1} do
il i pye—adp™(a,[0:4], 8,0 :i]—~,[0:1]);
it (p,xB, )= B, then

call best_diff_search(r,i+1,c,,3,,7,)

. //Last round
if (r=n) then

if ¢=w then
pr(_xdp+(ar7 /67_)71)’ 77!‘(;(&7"67-’77"])7'); addjjr to T
if (p, Xpy..Xp,) = En then
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30. //Update bound and return to upper round
31. ?HH(pl X Py X .. Xp,)
32. else
33. for 7E {0,1} do
34. Y, [i]%jﬂ/; [j,e :I:dp+(0z,,. [0:4], B, [0:i]— Y, [0:4]);
3. if (p.<xB, )= B, then
36. cal best_diff_search(r,i+1, a,, 0, fyr)
37.  return
Vil. #8 B
de|E 3 daEF 25 4% elA ARE wheR FAste] ) A7 Zlelth 74 3 EAE =

Algorithm 3. Advanced Search for the Best Differential Trail in ARX (Application to SPECK)

Input - »: number of rounds

w: word size in bits

ry, 7o right and left rotation constant

r: current round (n=r=1)

i: current bit position (w>i=0)

B=(B, B, ..,B,_,): probabilities of the best trails for rounds 1, 2, ..., (n-1) (global)
B,: underestimate of the best probability for n rounds: B,< B,

T=(T, Ty, T._,), T, =(;, Byinp), 1=Zi<r

(a,,8,.7,): input and output differences to the modular addition at round r

Output - B,, T: the best probability for » rounds and corresponding trail

1. // Tnitialization : 7<—1,i <=0, <0, 3, «0,7, <0, p—1

2. procedure best_diff_search(r, 4, «,, 3,,7,,p) do

3.

4
5.
6.
7
8
9

10.
11.

12.
13.

14.
15.
16.
17.

18.
19.

//Fisrt round
if (r=1)A(r=1) then

if i=w then
p,<—zdp (a,, B,—7,); T. (. 8..7,.p); add T. to T
i 05, (1, 21)5 BB (B, €yl <05
call best_diff_search(r+1,4, 0, 1, B, 1:7 1)
else if i=0
for j,.j,=1{0,1}
alile—j,: B, lile—jz 7, lil—5,D3,

else
temp= (o, li—1]=6li=1]=7~li—1])? Q-1:25
if temp=2

if (pxB,_,) = B, then
for j,,jg 3, S {0,1} do
a,lil <o B.lil<js ~,lil<j; call best_diff search(r,i+1, e, 3,7, p><1/2)
else
for j,. j; €{0.1}
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20. o lil—j,; B, lil—jy 7, lil—j, Dj;Ptemp; call best_diff search(r,i+1,c,,5,,7,.p)

21. //Intermediate rounds
22. if (r>1)A(r=1) then

23. if i=w then

24. p,<—xdp*(a,, B, —,); T.<(a,,B3.,7,p); addT, to T
2. i 0 (3, 1) By 7@ (6, €ry)i 7,405
26. call best_diff_search(r+1,%,, .15 3.4 1: Vps1:P)

21. else if i=0

28, 7,[0] =, [0]B 8. [0]; call best_diff_search(r,i+1,a,3,7,.p)
29. else

30. temp= (o, [i—1]=p.li=1]=7[i—1])? o,y : 2

3. if temp=2

32. if (px1/2xB,_.) = B, then

33. for j€{0,1} do

34. 7, li]=j,; call best_diff saerch(r,i+1,a,.,8,,7,,p>1/2)
35. else

36. 7, il =, [i]B B, li|Btemp; call best_diff_search(r,i+1,c,,8,,7,.p)
37. //Last round

38. if (r=n) then

30. if i=w then

40. p,<—xdp*(a,, B, —,); T.<(a,,B3.,7,p); addT, to T
41. if p= B, then

42, //Update bound and return to upper round

43. B,—p

44, else if 1=0

4. 7,[0] = e, [0]3.[0]; call best_diff_search(r,i+1,a,3,7,.p)
46. else

47. temp= (o, [i—1]=8li=1]=~[i—1])? Qo125

48. if temp=2

49, if (px<1/2xB,_.) = B, then

50. for j,£{0,1} do

51. 7,li]=j; call best_diff saerch(r,i+1,c,,3,,7,.p > 1/2)
52. else

53. v,.lil =, i) B, li]Btemp; call best_diff_search(r,i+1,,,8,,7,.p)

4. return
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