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ABSTRACT

In these days, there are a lot of research results on the Post-Quantum Cryptography according to developing of quantum
computing technologies and the announcement of the NIST’s Post-Quantum Cryptography standard project. The key size of the
existing symmetric key block ciphers are needed to increase and the security of discrete logarithm based public key cryptography
can be broken by Grover’s algorithm and Shor’s algorithm. By this reason, a lot of cryptologist and mathematician research on
safe cryptography against the quantum computer which is called as the Post-Quantum Cryptography. In this paper, we survey on
recent technical trend on the Hash-Based Signature Scheme which is one of the Post-Quantum Cryptography and suggest the
prospect of the Hash-Based Signature Scheme.
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ErE 7L ks Aot PHE E 2= ETSI
(European Telecommunications Standards
Institute)®] "Quantum Safe Cryptography’,
vl= NISTY “Cybersecurity in a Post
Quantum World"e} PQCrypt 35 73 s}ed
A5 At sich oM E2E oA ¢tE F
shel Al (Hash)71vb A% 7192 sllA] g2
A (pre-image), Al 294H(2nd pre-image),
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2.1 sliAl 718 M 718

A 7 Ae 7ol Bk U okiAle ohew)
7o A el EAl AW (One-wayness),
3

(pre-image resistance), #2994}
pre-image resistance)el AL
a9l

7122 RSA, ECDSA 7]8ke] Av 714e] 745
shte] vld7|/Foh7] AR "] Ao thalA
W AR/ ASe] Thsd S 7 A sl &4l 7]
wk 4w 7]Me) 49 19799 Ralph Merkleo] €
Hol#x Ex](Complete Binary Tree)?] ¥4l
< Ef](Merkle tree)E AH&3te] 3] w7]/

TN AR e FA( 2 H /K8 4, H: 9
Z E8](Merkle tree)d =°]) & AW/AEFE ¢
U= TERE AR T (1), olF HE EF
(Merkle tree) & W3S 3t Moy @2 &
Aol High A/ /Ao 7hedt 3ol Wigh At
Z13Y = 9l

2.2 Lamport-Diffie one-time AMH

A 7\E A 78 el e Aol g A
W/HAZS 913, one-time ¥ 7S AL&3IT},
B Aol dA 7 A 7 A AR
one-time A% 7Y % Lamport-Diffie
one-time A%l tefl Lo}l Lamport-Diffie
one-time A1%-& 256bit =719 A T2 AH-
sl | olefle] =Al3} ZFo] nx2n bit string# T
AR A7) X HAZI) Y& AHESHH, o] o, oY
A (Uniformly random) #t-& A1),

X= (Jj'n_l[0]756,7/_1[1],..-,$0[0],$0[1]) (1)
e{0,1}m2)
Y=(y,_, 0Ly, [1],-. 5y 05, [1]) (2)

= {071}(%2")7 Yi b] = f(xl b])v

0<i<n-—1,j=0,1

ol2fqt MW7 X, #HE7] Y& AAshe A ddA
one-way function f¢] 2n3] ZZe] S7Hc}(1).
Lamport-Diffie one-time A% A4 AL
L w A1 7] tlo] A~ E
g(M) =(d,_,.,dy) ¢} AE7] X5 AHE3te] ofe

o= (.’En,l [dnfl]v s @ [d(]]) = {071}(71.,71) (3)
Lamport-Diffie one-time A1 A% A<

A% Y, % B 12 Al ol
AL W A2 Hela

N o

(floy1)sns fog)) = (y, 1 [dy 1] [dy]) - (4)

o]2{gt Lamport-Diffie one-time AJ%<] 7%,
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2.3 Winternitz one-time MH

k4 A3t Lamport-Diffie one-time 41%<]
o] #7)7} wS Avhs S A 8
A& dAst] S8 wAA] cholAl~

o] o H|EE FAe| AW Winternitz
one-time Aol A=} (1), Winternitz
one-time Aol slelA FAldl AWzl =
H|E $F vehli= Winternitz parameter(w)$
2 ol = A9 F A9sEl Winternitz
parameter(w)& 7|WkoZ olgfe] 218 Ea,
t, t,, t5 Ak}

t= [n/w] (5)
ty= [ ([logyt, | +14+w)/w] (6)
t=t,+t, (7)

Winternitz one-time A™<] A7) X} =

7 Y ofele] A& s 44wt

X= (2, _1s -1, 1) €10, 1}t (8)

(?Jn 1 ?pro)e{o 1}(,”) (9)
=2 Yz,),0<i<t—1

A7l X 2 oo %”_‘4(uniformly
random)&t o= AAsH,
t(2"—1)3]9 A W3F 5 5
ZHolo| M¥7)/AA%71E At

Winternitz one-time A% A A4 A
Mol gk A #] clolAAE g(M)=(d,_,,....d,)
9] Zo]7} Winternitz parameter(w)ell <] 1}
ol A RS 05 4] AFE d 7
A AL Fg3iet. A9 AAE AZ HAA o
SJAI~E de= /09 string(d=b,_,| - || b

4 =
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o %
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X
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=2

f—
be{o1,..,20—1}) 22 ek telAl=E o
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A= checksum/(c)< Winternitz
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d AL AA checksum(c) t,70¢ string
(e=by,_y | - [ b2 vzeh, 4 Mell o3t
A2 relAAES AMEsle] AlAR
checksum(c)3 A7) X5 AHg-sto] ofefjo] 54
of wel A= A

=1 W nternltz one-time /H“é 7&%— 4
* (0=(0,_ 1 00))3 bit string
(b=(b,_1, b)) E A3l olefe] 2] =71
&+ TEE=A] sl A S st

T oy T ) (12)

= (yn—lv yo)

A ghol gk Azo] wrh o, = £ (2,) 24
W o] oo Azl zro] Aw ko)

Winternitz one-time A% 73 A ¢lo]
A FHere] A%t BE FEo thalr] alo)

Table 1. Comparison results between Lamport-
Diffie one-time signature and Winternitz one-
time signature(b: security level, w: winternitz
parameter, m: length of message) (6)

Lamport-Diffie Wmtelfnltz
: one-time
Signature :
signature
signing key 2bm ~2bm/log w
size
verification
y 2bm ~2bm/log w
key size
s1gn.ature bm ~2bm/log w
size
key-pair
generation ~2m ~wm/log w
time
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Fostez (29 -1)39 A W I 15 e
oF ghrh(1)

A A E Lamport-Diffie one-time A%}
Winternitz one-time A9 A%/7A%7], A9
7] 2 7] A AR ol e} o] el 5
3t

Winternitz one-time A%<  function
chain® A, dAgsE A3t ofelle] 413
o] FA4E = ik

1— TIMEs
L 2e{0,1}","(z) =2

o]21gk Winternitz one-time A% (WOTS)<]
Wygog- Wworst, worstvh gled, 7E
WOTSe] <A 5 A (Collision
resistance) 99| undetectable dHWFFA 3
ol 7lukete | WOTS®, WOTS* e 7% 27t €
Abd4 4 (pseudorandom function)} #l 2%
2} obAA (2nd pre-image resistance)el <HxA
& 7uksla gleh oleld WoOTS*, WorSsT
function chain< olee] $Aloz mdE 4 9]

ct.

WOTS®: ¢ (z)=h,

J(x

WOTS™: ¢ (x) :hk(ci*1

(1) (15)
(z)®r,) (16)

2.4 Merkle tree Signature Scheme(MSS)

g Eg] M9 71" (Merkle tree Signature
Scheme, MSS)2 o]zl Ee](Complete
Binary tree)% skl #F Eg](Merkle tree)

25 AHSte] Er]] Fo|dl H(HEN, H=2)q
w}a} 277M2) EA el gk Aw/7A%e] hssleh
Z Ef A% 7" (Merkle tree Signature
MSS)lxe 7l #E  EH
(Merkle tree)®] rootell $1x3h, 21712 7Hal7
(MH7])+= leaf == $x|8et. (WA Leaf =
oli= Ztzte] A el it JRATI (A T]) 2 A9
tholAXE ZHg(M) 0<i<2”)E 7HA 2 9}, o
Z Ef](Merkle tree)?] inner k=& zpi19] sl

Scheme,

N
{3 [0 ]'

fal0))  Gol1]) l2) bal4])  (uls1) (o

] [n] (] [s] K] (6] [x] [n]
Xl ] el [x] [x] [x] [x] [x_

ol po) el fe) pu) ) fe) (]

Fig. 1. Merkle tree Signature Scheme(merkle
tree height, H=3)

al3] |

% QE% 214 =9 Concatenation ZAd}e] dj
g aix %%L(Uhm g(vh 1[2JHU}, 1[2J+1D 1<h<
H.0<j<2# "<& 7k} (1

Merkle tree<] ‘1"37]/@%‘7] AR AL F
2f719] Winternitz one-time A1%71/7%7] %
& AAsE, 277139 A g Ele] Z83)
). 53] MF Ef](Merkle tree)¥ rootell ¢4
g I g BEAQ S Sl ol B
H Al(Treehash) dxe]EE AME3ted #d HA

NIOLEF

EY wxut ;qzhﬂ__ix/q Wma] Ao F8A
=9 4 3l
dvelE 1.01]/H El:— nle} 7o) . x2S 9

3], STACK® pop, push <4HE AR&sie,
LEAFCALC(j) <Ak jHlA] leaf =o Wigh <
Ao 2 jHA one-time AE7ENE A ==
Aiksle FAE Srlgch

wZ =2 M9 7] (Merkle tree Signature
Scheme, MSS)e 4™ A4 3L ok A
one-time AHW7)E A&z A8, F4 M

Algorithm 1. Treehash Algorithm(1)

INPUT: Merkle tree Height h
OUTPUT: root of Merkle tree

for 7=0,..,27—1 do

NODE1<LEAFCALC(j)

While NODE1.h==STACK.pop().h do
I. NODE2«-STACK.pop()
II.NODE1<g(NODE2|INODE1)

III. STACK.push(NODE1)

R < STACK.pop(NODE1)

return R
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of gk AmS s, A Mell thgk 4] gh(tlo]
ArE)QL gM) WA AXREE o]F AE]
X, (5€0,...27—1) % AH83l9] one-time A%<l
oorge AT WF A9 (Merkle Signature)
olli= one-time M®¥} ole 3= LI V&
Fghge}, aela Aol did A5 s, AEX
oA AT QExs g9k v.e AF o
(Authentication Path)dl A, ={ay ,ay |}=
Aggel, 9% |~ (Authentication Path) A+l
T he dF AR AelA] Fol7t hal Lca] A
=5 ulste, AAE FAZ ofe} (1

[ 2

1
i

ah—vh“(S/?h)—H I 17
fls/2" ] =1mod2,h=0,.., H—1
=u,[ [(s/2")+11]1, (18)
lf [5/2hJ =0mod2,h=0,.., H—1

olzfe] 23& H=39 Merkle treeZ AH&3F
Merkle tree Signature Schemedl|4 <9~ s
7} 32 A, A A AAE ekl g7 39
735, ol A e mMEF A% (Merkle
Signature) < 71xlt},

U,g:{S’JOTS7 Y;, (ao,...,aH_l)} (19)
= {37 00191 }/37 (aoa ap, a2) }

wZ E2] M9 7% (Merkle tree Signature
Scheme, MSS)2] M™% #HZE 34L& oo} zlo]
A 25HAIZ el AT,

Fig. 2. Merkle tree Signature generation(index
s=3, merkle tree height H=3)
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£l s/2h'J =0mod2,h=0,..., H
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oA kol a4 Av{ R} Rohde, Sebastian,
et al.[2]olMe 8HIE ~wtEFI=C] A3t
MSS(Merkle signature scheme)Z AAJahH,
RSA, ECDSAc° ®]3] 2 Z= Alo]=2 o5&
des Bl

Buchmann, Johannes, et al.(3]JollA&
MSS ae|gel vls] 7HQl7] Ael=, 7] 4 A
A7k, M AA AZHE E< CMSSE HEssich
£ =foli+e Java Cryptographic Service
Providerql FlexiProviders ol&s] TFdslsle
o Microsoft Outlookell] wAIA] Aw& <=

A A&t

De Oliveira method.(4)ol4+= HBS® 4w

Z % MSS, GMSS, XMSS, XMSS-MT &
g Zo4 multi-buffer 7]"8& o]43le] 7] AA,
AR, A HAE aEsEiden], XMSSe -
1288 E Bl 7rxelx SHA2-2564 AH&-3S o,
2,001,479 cycles] AsS RycH(4).

Eisenbarth, Thomas, et al.(5
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gk o34k 14319} AVR-ATxmega AE HEo|
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L
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