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ABSTRACT

We analyze the efficiency of the double-block-length hash functions, Abreast-DM, HIROSE, MDC-2, MJH, MJH-Double
based on AES or LEA. We use optimized open-source code for AES, and our implemented source code for LEA. As a result,
the hash functions based on LEA are generally more efficient than those, based on AES. In terms of speed, the hash function
with LEA are 6%~19% faster than those with AES except for Abreast-DM. In terms of memory, the hash functions with LEA
has 20~30 times more efficient than those with AES.
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Table 1. AES/LEA Speed and Memory
Efficiency Comparison(Key-unrolling Method)
(Spd - cycles/byte, Mem - bytes)

Cycles | Spd | Mem
Enc | 210 | 15.56
AES-128 4476
Key | 117 -
Enc | 289 | 20.63
AES-256 4508
Key 111 B
Enc 151 12.44
LEA-128 80
Key | 114 -
Enc | 201 | 15.81
LEA-256 112
Key | 228 -
_ - | Enc 1.39
AES-128/LEA 195 | 5595
128 rate Key | 1.02
. - | Enc 1.43
AES-256/LEA 130 | 40.95
256 rate Key | 0.48

Table 2. Comparison of the Compression
Functions (Key/ Message length - bits, Block
length - 128bit)

Key # of Key | Message

length | Schedule Length
Abreast-DM 256 2 128
HIROSE 256 1 128
MDC-2 128 2 128
MJH 128 1 128
MdJH-Double 256 1 256
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Table 3. Memory Comparison of a Compression Functions Efficiency

(bytes)

AES-128 AES-256 LEA-128 LEA-256 AES/LEA rate
Abreast-DM - 4267 - 160 26.66
o i i HIROSE - 4273 - 192 22.25
ash function MDC-2 4247 - 136 - 31.22

mode
MJH 4269 - 172 - 24 .81
MJH-Double - 4321 - 240 18.00
Table 4. Speed Comparison of a Compression Functions Efficiency
(cycles/byte)

AES-128 AES-256 LEA-128 LEA-256 AES/LEA rate
Abreast-DM - 59.25 - 63.09 0.93
ol ) HIROSE - 50.91 - 47.44 1.07
ash function MDC-2 48.47 - 41.63 - 1.16

mode

MJH 40.31 - 33.66 - 1.19
MJH-Double - 25.50 - 23.95 1.06

Block cipher 15.56 - 12.44 - 1.25 (128bit)

. CBC mode :
Operation mode - 20.63 - 15.81 1.30 (256bit)
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