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A Regional Certificate Revocation List Distribution Method based on
the Local Vehicle Location Registration for Vehicular Communications

Hwi-Seung Hong", Hyun-Con Kim™**

Abstract

A certificate revocation list(CRL) should be distributed quickly to all the vehicles in the network
to protect them from malicious users and malfunctioning equipments as well as to increase the
overall security and safety of vehicular networks. However, a major challenge is how to distribute
CRLs efficiently. In this paper, we propose a novel Regional CRL distribution method based on the
vehicle location registration locally to manage vehicle mobility. The method makes Regional CRLs
based on the vehicles' location and distributes them, which can reduce CRL size and distribution
time efficiently. According to the simulation results, the proposed method's signaling performance
of vehicle's registration is enhanced from 22% to 37% compared to the existing Regional CRL
distribution method. It's CRL distribution time is also decreased from 37% to 67% compared to the
existing Full CRL distribution method.
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Fig. 1. Concept of Secure Vehicular
Communications
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Fig. 3. CRL Distribution in Vehicular Communications
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Table 2. Comparison of C;, andC’,,

/R| 0. |0 |0 |0 |0 [0 [0 | O |O
001 [0025| 005 [0075| 01 | 025 | 05 | 075 | 1

c 127,] 50, 25, 16,| 12, 5, 2, 1, 1,
LE | 400| 960| 480| 982| 740| 096| 548| 698| 274

c 47,1 18, 9, 6, 4, 1,
LR | 320| 928| 464| 307| 732| 892
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V. Simulation Results
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Table 3. Simulation Environment

4 ol -
o=zl | egAd | BHEH | soies
ns—allinone— | Ubuntu 12.04 | g++-4.6.3 | lena  (LTE
3.16.tar.bz2 | LTS (32bit) gcc—4.6.3 | Module)

Table 4. Simulation Parameters
at2to| e B E=3
Model Random and Mobility
No. of OBU/RSU 16 / 4
Packet Size 1,024 (bytes)
Simulation Time 10~2,100 (s)
Data Rate 256bps, 512bps
256K, 512K, 1,024K, 2,048K,
File Size 4,096K, 8,192K, 16,384K,
32,768K, 65,536K (bytes)

5.2 Performance of Full CRL Distribution
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5.3 Performance of Proposed Regional CRL
Distribution
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5.4 Performance Comparison of Two Methods
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Table 5. Performance Comparison(sec)

[ZF|256512| 1 | 2 | 4 | 8 |16 |32 | 64| 12

K| K |MB|MB|BM|MB |MB |MB | MB |8MB
EHHL 4111|3552 |126/337(835|1,9|3,8(7,84
SAL|.63|.29|.04|.08|.17| 17| 58 | 85 | 94 | 9

F("J%QL- 2|6 |13|31|83|208|496|973|1,9|3,93
Dist. |-82[.30(.00(.54/.93| .90 | .40 |.41| 62| 6
Effici- | 61|56 |37 |61|67|62 | 55|49 50 50
ency | % | % | % | % | % | % | % | % | %| %

VI. Conclusions
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