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Abstract

Sybil attack is a special kind of attack which is difficult to be detected in Wireless Sensor
Network (WSN). So a lightweight detection mechanism based on LEACH-RSSI-ID (LRD) is
proposed in this paper. Due to the characteristic of Low-Energy Adaptive Clustering
Hierarchy (LEACH) protocol, none of nodes can be the cluster head forever.

Meanwhile, in order to consume less energy, both factors which are called the remaining
energy of nodes and relative density of nodes are taken into account. Therefore, Sybil attack
can be found by analyzing the RSSI-ID tables. Different from the previous detection methods,
even though Sybil attack occurs in the initialization phase, the malicious nodes can be detected
by sink node. What’s more, when each malicious node frequently changes identification, it
will be detected in a short time. Through the simulations, it is revealed that the LRD
mechanism can detect the Sybil attack with high detection rate and accuracy.
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1. Introduction

Wireless Sensor Network (WSN), which is comprised of a large number of sensor nodes, is

a self-organized network without any infrastructures. With the rapid development of wireless
communication and sensor technique, WSN has been widely used in various fields, such as
military, commercial and so on. Different from the traditional network, it is a large-scale,
dynamic and integrated network. It is responsible for the sensor nodes in WSN to collect or
monitor the surrounding information and convert it into forms of bytes so as to send to the user.
WSN is usually deployed in adverse circumstances to monitor the temperature, air pressure,
air humidity and other information. Therefore, the safety and stability of the network is very
easily influenced by the surrounding environment. Due to the limitation of energy and the
ability of data storage and data processing, when sensor nodes interact with each other, they
are in a multi-hop fashion. Therefore, it is vulnerable to kinds of external attacks.

The attacks in WSN can be divided into three categories: (1) Attack based on
confidentiality and authentication, such as channel monitoring, wormhole attack, tampering
packet, and so on; (2) Attack aiming at the protocol layer, which is usually called the denial of
service attack; (3) Attack based on the integrity of service where adversaries can mislead the
base station through the injection of a large amount of false data.

Sybil attack [1] is a kind of malicious attack which is difficult to be detected against the
protocol layer. Compared to other attacks, the hardware requirements of the malicious node in
Sybil attack is not high. And Sybil attack does not require the cooperation of multiple nodes,
so the implementation of the attack is easier. In such an attack, a malicious node has multiple
identifications which are forged or impersonated according to the normal nodes. While normal
nodes in the network can’t distinguish the false nodes, therefore the normal nodes will be
misled to communicate with malicious nodes directly. In this way, the malicious node attracts
most of the data flow in the network. As shown in Fig. 1, when node A is captured to become
the malicious node, it forges two legal identifications named Al and A2. They will mislead
source node to send data to the malicious node named A. And node B is ignored by source
node. Therefore, Sybil attack can destroy the network by combining other attacks in this area.
Moreover, once Sybil attack succeeding, adversaries will destroy the storage mechanism, data
fusion mechanism, route mechanism and fair resource allocation mechanism in WSN.
Therefore, under the condition of limited resources, how to detect Sybil attack quickly and
accurately becomes the key issues of research in recent years.
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Fig. 1. Data transmission under different network states in WSN
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Applying cryptographic approaches are the traditional way to detect Sybil attack. Karlof
et al. have claimed that we can defend Sybil attack by using symmetric encryption technology
[2]. Then based on that, a method for detecting Sybil attack by using data encryption and node
identification is proposed [3-5]. However, it requires much memory space to store
identification information for the several methods above. And because of the limited energy
and computing power of nodes, these methods are difficult to achieve in WSN. What’s more,
once capturing the normal nodes, adversaries will obtain the relevant information of shared
encryption keys and then threat the security of entire network.

Therefore, most commonly schemes against Sybil attack is by measuring distance and
using location. Then solutions based on RSSI (Received Signal Strength Indicator) are given.
When collecting RSSI values, we do not need additional hardware devices to support.
Demirbas et al. have proposed a detection mechanism based on RSSI [6]. They determine
whether there are any malicious nodes by comparing the ratio of RSSI. But for this algorithm,
it requires at least four testing nodes to achieve ideal effect and it is not high in detection rate.
M. Li et al. put forward a regional statistics detection scheme against Sybil attack [7]. They
assume that the network is static, that is, the location of each node in WSN keeps constant.
Every node collects RSSI values around its neighbor nodes in its region. Then the RSSI-ID
tables are established. By comparing the tables in several trusting nodes, Sink node will find
the malicious nodes and isolate them from the network. However, for this scheme, it consumes
so much energy that the network will run out in a short time.

A novel approach against Sybil attack is introduced in [8]. It is based on traffic
monitoring and neighbor mechanism. Unlike most techniques, this method does not need
location information of nodes and other special hardware. Malicious nodes can be detected by
analyzing the traffic density around sensor nodes. It can detect Sybil attack with high detection
rate and low misdetection rate. But this approach is a centralized method and costs too much
energy. In [9], it proposes a lightweight Sybil attack detection framework (LSDF). This
approach is based on evidence theory which includes evidence collection and validation. The
LSDF works with information observed by each node. Through computing the relationship of
distance, location and RSSI values of nodes, we can detect Sybil attack easily. The LSDF is
robust for Sybil attack detection, but it will be greatly influenced by deviations when nodes
collect information. Meanwhile, energy is consumed too much. A Security Mechanism called
LEACH-S is proposed to detect Sybil attack in [10]. Once number of cluster heads exceeds the
preset threshold, Sybil attack may happen. Only at this time it will start intrusion detection
mechanism in WSN. Then base station will collect RSSI information of nodes and establish
correlation matrix to find malicious nodes. However, the detection rate and accuracy of
LEACH-S is not high.

In [11], it introduces a detection approach of selfish attack which is one of Sybil attack
types by emulating legal node. In this paper, the authors identify a new selfish attack type in
cognitive ratio ad-hoc networks and propose a detection method called COOPON which can
detect this kind of selfish attack by neighboring nodes' cooperative information exchange.
This technique is easy and efficient with better detection reliabilities, and it can be well useful
in practice.

In this paper, taking advantage of the fact that every sensor node has its own unigue
identity, we put forward a novel method for detecting Sybil attack called LEACH-RSSI-ID
(LRD). Without data encryption, our approach is based on the LEACH protocol and can detect
attack with high efficiency.

The rest of this paper is organized as follows: Details of the LRD mechanism are brought
in Section Il. Section 111 introduces the results of system simulations. Finally, conclusions and
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prospect of this paper is proposed in Section IV.

1. Proposed Method
1.1 Preliminaries

2.1.1. LEACH: Low-Energy Adaptive Clustering Hierarchy

LEACH [12] is a self-organizing and adaptive clustering protocol that uses randomization to
distribute the energy load evenly among the sensor nodes in the network. The operating
process of LEACH protocol is the ongoing reconstruction process of clusters which is
represented by “Round”. Each round includes cluster building phase and data transmission
phase. In the stage of establishing a cluster, cluster heads can be chosen as follows: Each
sensor node randomly chooses a value between 0-1. If the selected value is less than a
threshold value T, then this node becomes a cluster head node.

P . if neG
T=<1- p[rmod(1/p)] Q)

0 , otherwise

Where T is the threshold value, r is the current round number, p is the percentage of the
cluster head nodes in WSN. And G is the set of nodes that never act as a cluster head in recent
1/p round. Using this method, every node will be cluster head within 1/p round. During round
0 (r=0), each node has a probability p of becoming a cluster head. The nodes that are cluster
heads in round 0 cannot be cluster heads for the next 1/p rounds. Thus the probability that the
remaining nodes are cluster heads must be increased, since there are fewer nodes that are
eligible to become cluster heads. And after 1/p rounds, all nodes are once again eligible to
become cluster heads.

2.1.2.RSSI: Received Signal Strength Indicator

In the process of communication, RSSI received by the receiving node changes with the
distance. Usually, the distance from the node to the node is greater, and the value of RSSI is
lower. When the channel model is established, the formula of RSSI and distance can be
obtained, so that the information of RSSI can be transformed into distance information. And
then based on this model, nodes can be positioned in WSN.

1.2 The Modified LEACH protocol

After research, we found that LEACH protocol also had shortcomings. Firstly, the distribution
of cluster head in the network has stochastic nature. Secondly, the density of the nodes in the
actual network is not uniform. As a result, some nodes will run out of energy in advance due to
the heavy burden. Therefore, in order to reduce energy consumption, we proposed the
modified LEACH protocol. In this way, we will consider the relationship of node residual
energy and the network average energy. What’s more, the relative density of node is also an
important parameter. Threshold is defined as follows:
E(n,r)
P —mn ot if neG
T=11-p[rmod(l/p)] E. " ° )

ave

0 , otherwise
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of the whole network. p: is the relative density of node n at the r round. First, the definition of
neighbor nodes has been proposed as below.

Neighbor(n)={m|d,, <R,me N} (3)
The formula above is the set of neighbor nodes of node n. R is the communication radius and N

represents the set of sensor nodes in the entire network. Next, we present a definition of
density of sensor node.

» _ Neighbor _alive]
Pn a/p-1

Where Neighbor alive] is the number of neighbor nodes alive of node n at the r round.
And (1/p)-1 represents the number of neighbor nodes in the standard cluster.

(4)

The selected cluster heads will broadcast in the entire network. Then other normal nodes
decide to join which cluster according to the received signal strength information and notify
the corresponding cluster head to complete the establishment of clusters.

1.3 Establishing RSSI-ID tables

Due to the fact that each node has its unique identity, cluster heads can communicate with
intra-cluster nodes in order to record the RSSI values and then establish the table which

B e

Fig. 2. The normal network without Sybil attack

As shown in Fig. 2, when there is no malicious nodes in WSN, node numbered 1 is a
cluster head, and others are intra-cluster nodes. After communicating with intra-nodes, cluster
head stores information such as identities and RSSI values, then find a RSSI-ID table, as
shown in Table 1.

Table 1. The RSSI-ID table without Sybil attack

RSSI R, R, Rs

ID 2 3 4




KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 9, NO. 9, September 2015 3743

In every round, each cluster head should update its RSSI-ID table, then transmits it to
sink node so as to detect Sybil attack immediately.
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Fig. 3. The network existing Sybil attack

According to Fig. 3, when there is any malicious node deployed in WSN, node 1 is the
normal cluster head while nodes numbered 4, 5, 6 are identities forged by a malicious node.
The RSSI-ID table found by node 1 is shown in Table 2.

Table 2. The RSSI-ID table with a malicious node

RSSI R; R, R; R; Rs

ID 2 3 4 5 6

From Table 2, we can take notice of that the RSSI values of node 4, 5, 6 are the same. So
node 4, 5, 6 can be judged as a plurality of I1Ds of the same node. Then cluster head sends the
corresponding information of node 4, 5, 6 to sink node. Finally sink node will broadcast in the
whole network to make sure that other normal nodes do not send or receive information from
these nodes, so as to isolate them from the network.

1.4 LRD mechanism against Sybil attack

As depicted in Fig.4, the detailed steps of LRD mechanism are given as follows:

Stepl: After the network clustering based on modified LEACH protocol, every cluster
head node exchanges information with intra-cluster nodes. Then cluster head collects RSSI
values and IDs of intra-cluster nodes to establish RSSI-ID table.

Step2: Cluster heads send their own information and RSSI-ID tables to sink node.

Step3: Sink node fixes position on each cluster head through the related information of
cluster head and intra-cluster nodes so as to detect whether cluster head is a malicious node. If
it is a malicious node, switch to Step 4; otherwise, switch to Step 5.

Step4: Sink node communicates with intra-cluster nodes where cluster head is a malicious

node, and establishes the RSSI-ID table. Then switch to Step 5.
Step5: Sink node detects whether there is a Sybil attack by analyzing the information stored in
RSSI-ID tables. If multiple IDs have the same RSSI value, and number of these IDs exceeds
the given threshold, nodes corresponding to these IDs are malicious nodes. Then sink node
broadcasts to normal nodes in the entire network in order to isolate malicious nodes from the
network. Otherwise, switch to Step 1.
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1.5 Analysis of algorithm

In this paper, we assume that the network is static. Once Sybil attack happens, that means, a
normal node has been captured and compromised by adversaries. Moreover, on the basis of
this node, several identities are forged by adversaries. If node captured with normal ID
becomes cluster head, it will falsify data to mislead sink node so as to avoid being detected.
Therefore, we cannot detect Sybil attack in this situation. However, due to the characteristic of
LEACH protocol, it cannot be always the cluster head. When node with forging 1D becomes
cluster head, it can be detected by sink node according to the relationship between RSSI value
and distance.

Due to the fact that the magnitude of RSSI is influenced by temperature, humidity,
topography and other factors, it requires relative ideal environment for this method. Therefore,
in practice, we can set an error value while implementing LRD mechanism. If the difference of
collecting RSSI values is within error, we believe that these RSSI values are the same. But if a
great number of nodes are deployed in a small region, normal nodes may be detected as
malicious nodes.
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Fig. 5. Situation of false detection

As shown in Fig. 5, two normal nodes 2 and 3 are located on the circle with center point
node 1, and a radius of R which represents the RSSI value. If we set the threshold as 2, node 2
and 3 are false detected as malicious nodes. But the probability of such a case in the network is
very small. So the LRD mechanism can effectively detect Sybil attack and safeguard the
security of network.

2. Simulation results

In order to test and evaluate the detection method proposed in this paper, we simulated a
network with 100 normal nodes. And each node only communicates with other nodes which
are within the communication radius. Once energy of node runs out, node will die and exit the
network. Moreover, the lifetime of network comes to an end when all nodes have died. The
simulation operates on MATLAB platform. And the simulation parameters for the network are
illustrated in Table 3.

Fig. 6 shows the initial distribution of nodes in WSN.
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Table 3. Simulation Parameters in WSN

Parameter Value
Distribution of nodes Randomly
Number of nodes 100
Area 100*100
Coordinates of sink node (50,120)
Communication radius 30
Initial energy/J 0.5J
Packet size 4000 bytes
Control packet size 100 bytes

2.1 Detection Rate

As shown in Fig. 7, the detection rate of LRD decreases along with the increase of the ratio of
cluster heads in WSN. But LRD mechanism is much higher than LEACH-S scheme in
detection rate. The RSSI-based scheme has nothing with the ratio of cluster heads.
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Fig. 7. The variation of detection rate with the ratio of CHs

We assume that there is only one Sybil node in WSN. Fig. 8 shows that when the ratio of
cluster heads keeps 5%, the detection rate of LRD is basically unchanged around 95%. The
other two methods decline with the increase of number of forging identities in detection rate.
That means, no matter how many identities forged by adversaries, the LRD can effectively

detect the Sybil attack.
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Next simulation for the variation of detection rate with number of Sybil nodes is carried
out under the premise of setting the ratio of cluster heads as 5%. Every Sybil node, that is each
captured normal node, has two forging identities. From Fig. 9, we find that detection of rate
decreases with the increase of number of Sybil nodes. But LRD is much higher than the other

two methods in detection rate. Therefore we draw a conclusion that the LRD mechanism is
robust.
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Fig. 9. The variation of detection rate with number of Sybil nodes
2.2 The Remaining Energy

As shown in Fig. 10, the remaining energy of LRD is slightly lower than LEACH-S algorithm.
But there are much more remaining energy by using LRD scheme than by using the general
RSSI-based scheme. In our simulation, there is no dead nodes in recent 500 rounds.
Meanwhile, due to the fact that energy is almost consumed the same in each round of LEACH
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clustering, variation in Fig. 9 is linear.
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Fig. 10. The comparison of remaining energy

2.3 Lifetime of network

Fig. 11 shows the variation of lifetime in WSN along with time. We can know that even
though it is a little shorter than LEACH-S scheme, lifetime of WSN based on LRD is much
longer than which based on ordinary RSSI scheme.
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Fig. 11. The variation of the lifetime of network

As depicted above, we draw a conclusion that the LRD mechanism can prolong the
lifetime of network while maintaining a high detection rate comparing with LEACH-S and
RSSI-based schemes,
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3. Summary and Future work

In this paper, a lightweight detection mechanism called LRD is proposed to detect Sybil attack.
Even though Sybil attack exists in the network’s initialization phase or Sybil node changes its
identity, it can be detected by sink node in a short time.

The simulation results prove that the LRD mechanism detects Sybil attack with high
accuracy and consumes less energy. However, Sybil attack often invades WSN accompanied
by other attacks such as sinkhole attack, replication attack and so on. Therefore, how to design
a kind of detection algorithm against a variety of attacks will be the direction of future
research.
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