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A Case Study on Model Checking Online-Game Server
Party System Using SPIN

Goanghun Kim' - Yunja Choi™

ABSTRACT

Model checking method is able to check all possible cases automatically and is applicable to specifications or design before actual
implementation so that some critical systems have adopted this method actively. However, the current practice of software verification is
largely dependant on basic methods such as manual testing because of lack of understanding about this rigorous method and high
verification cost. In this paper we conducted an experimental research for the automated verification using the SPIN model checker on an
online-game server to study the applicability of the technique in this domain. The results show that we could verify major features of the
online-game server party system with 5~7 GB memory and within 10 minutes execution time, and also found a hidden system error that
passed existing testing process. This result shows the possibility of rigorous and effective verification with reasonable cost in comparison
to manual testing.
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Table 1. PROMELA Sample with a LTL Formula

chan g_orderChannel = [1] of { int }; // % 9
int g_stock = 5; / AL FF

proctype ProcClerk() { // A9 Za2Alx
int currentOrder = 0;
do
o g_orderChannel ? currentOrder —>
g_stock = g_stock - currentOrder;
od
}
proctype ProcCustomer() { // 17 Z A2
if
o skip —> g_orderChannel ! 1;
o skip —> g_orderChannel ! 2;
o skip —> g_orderChannel ! 3;
fi
}
init {
run ProcClerk(); // 9 Z2Z A2 4
run ProcCustomer(); // 1731 Z2 A2~ A3
run ProcCustomer(); // 1722 Z2 A2~ A3

}

[/ AD e gL S gn
1tl p0 { O(g_stock >= 0) }
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Table 2. Message Types Sent to a Server

Message Name Meaning

INVITE ThE| @l =)
ACCEPT =0 st
REFUSE =0f HE
CANCEL =of &
PROMOTE HE|E 2
KICK ItE| & =t
LEAVE THE| O &

HAA, Ad, Abea 2 e E 2dd s PROMELA 3
S o Table 33 22w Fig. 63 W$sle 2482
AEAHD, @, @& FEAIFH Tt

Table 3. PROMELA Snippet - Message, Channel, Player & Party

mtype = { INVITE, ACCEPT, REFUSE, CANCEL,
PROMOTE, KICK, LEAVE };
chan g_toServer = [1] of { mtype, byte, byte }; // @

typedef Player {
// W7y @A &3 9HE], g parties®] Q1HE]2~0]m
// NUM_PARTIES®|H 3tE]o] &34 Fas
// FERATE
byte partylD;

/@A H7F Bl Zo.
/) el dlg AFgAb Al 2U1E B e ol
bool invitationsINUM_PLAYERS];

/W7 dA 2l AR Z2d e
/) EA AR g oo 2dle B 4 gl
byte invitationSent;

/) W7F ke 2] g
/) EA AR M ol 2dle v 5 glth
byte invitationReceived;

b

Player g_playersINUM_PLAYERS]; // @

typedef Party {
/) FELY F, 001 BAEA e ghE ol
byte numMembers;
// ol 3El 9] THE
byte leaderID;

5

Party g_partiesINUM_PARTIES]; // @

g_players®] ¢l¥lzo|t},

42 el AR

A AR oFeld ALgAE AR Gl Aol
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Table 4. PROMELA Snippet - Player Process

proctype ProcPlayer(byte playerID) {

do

o g_toServer ! INVITE, playerID, 0;

g _toServer ! INVITE, playerID, 1;

o g_toServer ! INVITE, playerID, 2;

o g_toServer ! INVITE, playerID, 3;

g _toServer | ACCEPT, playerID, 0;
g_toServer | ACCEPT, playerID, 1;

g _toServer | KICK, playerID, 2;

g_toServer ! KICK, playerID, 3;
o g_toServer | LEAVE, playerID, 0;
od
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Table 5. PROMELA snippet - Server Process

proctype ProcServer() {

do

o g_toServer ? INVITE, playerID, targetlD —>
d_step { Onlnvite(playerID, targetID); }

o g_toServer ? ACCEPT, playerlD, targetID —>
d_step { OnAccept(playerID, targetID); }

o g_toServer ? REFUSE, playerlD, targetID —>
d_step { OnRefuse(playerID, targetID); }

o g_toServer ? CANCEL, playerID, targetID —>
d_step { OnCancel(playerlD, targetID); }

g_toServer ? PROMOTE, playerID, targetID —>

d_step { OnPromote(playerID, targetID); }

o g_toServer ? KICK, playerlD, targetID —>
d_step { OnKick(playerID, targetID); }

i g_toServer ? LEAVE, playerlD, targetID —>
d_step { OnLeave(playerID); }

od

olg] Table 62 WAA ;EH F st Onlnvite()E
vERA T

Table 6. PROMELA Snippet - Server Message Handler Onlnvite()

M M0 2ot 45 483

>= MAX_PARTY_MEMBERS))
=> skip; // oln] Huj ztEl

. ((g_players[playerID].partyID < NUM_PARTIES) &&
(g_parties[g_players|[playerID].partyID].leaderID
1= playerID))
-> printf("invalid call\n"); // not a leader

it ((g_players[playerID].partyID < NUM_PARTIES) &&
(g_players|playerID].invitationSent +
g_parties[g_players[playerID].partyID].numMembers
>= MAX_PARTY_MEMBERS))
—> skip; // o7 A e 2UE Bl

i else
-> /) =d A4
g_players[playerID].invitations[targetID] = true;
g_players[playerID].invitationSent++;
g_players[targetID].invitationReceived++;

fi

inline OnInvite(playerID, targetID) {
if
i ((g_parties[0].numMembers > 0) &&
(g_parties[1].numMembers > 0))
-> skip; // F7F B4 7Fed 7L glvh
i (playerID == targetID)
-> printf("invalid call\n”); // W4 #4l& Zdstal 9t
i (g_players[targetID].partyID < NUM_PARTIES)
-> skip; // ti7dol th& mHEle] mHEj ot}
::(g_players[targetID].invitationReceived
>=MAX_INVITATION_RECEIVE)
=> skip; // th7dol oln] Hdf e e Wrh
i (g_players[playerID].invitationSent
>= MAX_INVITATION_SEND)
=> skip; // W7t olv] Hdf A g BEylth
i (g_players[playerID].invitations[targetID])
-> printf("invalid call\n"); // F%%d)
((g_players|[playerID].partyID < NUM_PARTIES) &&
(g_parties[g_players[playerID].partyID].numMembers

Table 69 “ else” ol UeUE FEELS Y WA
29 4ol Fad QHAA AFdE HECE, ol A
A AGMH ] A Axpol L3

AR B A 25 AGSE 273 B o}
Table 73} 2Zov dg 2 U9 ALEA} Z2A|A9)
el Ay ZRA2E A

Table 7. PROMELA Snippet - Initial Process

init {
byte playerIndex;
for (playerIndex : 0 .. (NUM_PLAYERS-1)) {
// partyID7k NUM_PARTIES®]® &17] 3}E]o]
/) EHAA Fas e
g_players[playerIndex].partyID = NUM_PARTIES;
}
for (playerIndex : 0 .. (NUM_PLAYERS-1)) {
run ProcPlayer(playerIndex);
}

run ProcServer();
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Table 8. PROMELA Snippet - LTL Formulae

/) BE dEE Ao JEHd £5 23 F gk
1t] p0 { [1((g_pa rties[0]l.numMembers
<= MAX_PARTY_MEMBERS) &&
(g_parties[1].numMembers
<= MAX_PARTY_MEMBERS)) }

// 191 FElE EASHA Getth
1tl p1 { [1((g_parties[0].numMembers != 1) &&
(g_parties[1].numMembers != 1)) }
/) BE7E A AW 3 mtEglo] 2 olth
/) (ZUE AR+ e Ak
1tl p2 { [1((g_parties[0]l.numMembers == 0)
-> ((g_parties[0].numMembers == 0) W
(g_parties[0l.numMembers == 2))) }

/) TEIGE 3 Sl el Y] stE]Yolofof gt
1tl p3 { [1((g_parties[0] numMembers > 0)
—> ((g_playerslg_parties[0].leaderID].partyID) == 0)) }

// Party.numMembers®} A FE]Y = WFEA] AXA]
1tl p4 { [1((g_parties[1].numMembers == 0)

—> ((g_players[0].partyID != 1) &&
(g_players[1].partyID != 1) &&
(g_players[2].partyID != 1) &&
(g_players[3].partyID = 1))) }

// SHEge] obd mHE e 2dlE B 5 it

1tl p5 { [1(((g_players[0].partyID < NUM_PARTIES) &&
(g_parties[g_players[0].partyID].leaderID != 0))
-> ((g_players[0l.invitationSent == 0) &&
(!g_players[0].invitations[0]) &&

(Ig_players[0].invitations[1]) &
('g_players[0l.invitations[2]) &&
[0 ]

('g_players[0].invitations[3])))}

// BEE 28 we 5 gl
1tl p6 { [1((g_players[O].partyID < NUM_PARTIES)
-> ((g_players[0l.invitationReceived == 0) &&
(!g_players[0].invitations[0]) &
('g_players[1]invitations[0]) &&
(!g_players[2].invitations[0]) &&
]

(!g_players[3].invitations[0])))}

o
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Table 9. Verification Settings & Results for LTL Formulae

# of players : 4

# of parties : 2

# of max party members @ 3

# of max concurrent invitations to send : 2 (per player)

# of max concurrent invitations to receive : 2 (per player)

mm

4750.291
pl 4750.291 302 No
p2 7040.037 682 No
p3 4750.291 291 No
pd 4750.291 295 No
p5 4750.291 296 No
pb 399.424 0.373 Yes
A% A% LTL 4 p6e] AFol g, o) s 4
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Table 10. Results for LTL Formula p0 (by Varying # of Players)

# of Players Memory (MB) Memory (MB) Time (sec)
Total for States

395.224 0.281 0.005
2 395.420 0.467 0.014
3 416.513 21.263 0.977
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