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Abstract

Steganography is to conceal the existence of secrete data itself. The Emulab is a framework to provide real systems
and network topology that can set up at anytime by researchers. In this paper, we show that steganography techniques
can be applied in the Emulab environment. Steganography methods are evaluated on a standalone and sharing
environments using the color bitmap images. The cover image is divided into RGB channels and then embedded the secret
data at each client. The experimental results demonstrate that execution time is better in client/server environment as
cover image size is increasing.
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Model of Information Hiding.

AAE #7)= e gae=gll guidos A7t

O
Iz
o

o 2
-
=2
=
ACh
o
I
N
)
18
o

-, Emulab2 7= EfiStell A 7iatd A
AN AFol R A" di} YEYA E
Z2AZ A4EA AT F de MuaE Aves
HaEw stk o 201239 KISTIONA
Emulabs A Aoz fE3ke] g3t oo

B =g e 2Hbeadd ) g S

F IS THet AFe A
Agol A Emulab HZEMWE 87
Q= 2yt 7)&

Jee Holazl gl
2 =S o 2ol FAE Ak AT A E
We&Es AR, I

[kl

e}

>~

o

-

r

I A

1:’0{1 _HN:

o rir

[¢)

Aleratazl sk 71 AEw

oM Bmulab #e0A ZE7beads) dare)Fol
Agd 2 9= Wl Mueth AokE W] bgh
AJARE NVEolA b7, mpeton Vel 2
2o Bt

 FedAe Agtd Wz
Emulab BH|ZEH= 3733 ~e7be1efo]el oisiA
v gk},

1. AHIZH= 2 o

ARSY7IYE A7 okl 1 29F o] vm = 3l

a3 2. AHJH=Iim 2F
Fig. 2. Hierarchy of Steganography.
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Table 1. KREONET Emulab Service.
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Fig. 5. Flowchart of Data Embedding.
Primary Node 3 Slave Nodes Primary Node
Stego-image R Channel
(24-bit Bitmap {8-bit Bitmap | | Secret Data * The Secret Data
Color Image) Gray Image) extracting - ¢ Secrer Date
G Channel
(8-bit Bitmap [————— | Secret Data
B Channel
(8-bit Bitmap —— W
a8 6. XAE2FE 58&
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#generated by Netbuild 1.03
set ns [new Simulator
source th_compat.tcl

set primary [$ns node]
set nodel [$ns node]
set node2 [$ns node]
set node3 [$ns node]
set node4 [$ns node]
set node5 [$ns node]
set node6 [$ns node]
set node7 [$ns node]
set node8 [$ns node]

th-set-node-os $primary UBUNTUI12-64-JAVA
th-set-node-os $nodel UBUNTUI12-64-JAVA
th-set-node-os $node2 UBUNTUI12-64-JAVA
th-set-node-os $node3 UBUNTUI12-64-JAVA
th-set-node-os $node4 UBUNTUI12-64-JAVA
th-set-node-os $noded UBUNTUI12-64-JAVA
th-set-node-os $node6 UBUNTUI2-64-JAVA
th-set-node-os $node7 UBUNTUI12-64-JAVA
th-set-node-os $node8 UBUNTUI12-64-JAVA

set lan0 [$ns make-lan “$primary $nodel $node2 $node3 $noded $noded
$node6 $node7 $node8 ” 100Mb Oms]

$ns rtproto Static
$ns run

#netbuild-generated ns file ends.

I3 10, 84 48 A3EE
Fig. 10. Configuration Setting Script.

Node |Hours|Startup |SSH|SSH
Node ID|Name |Type Default OSID Status |Idle[1]| Status[2] URL mime|Console|Log
pc5 node5 |dellR710|UBUNTU12-64-JAVA|up 6.14 none %
pcB node2 |dellR710|UBUNTU12-64-JAVA|up 0 none (B | 8
pciit node3 |dellR710|UBUNTU12-64-JAVA|up 44 none 2 2
pc16 node8 |dellR710|UBUNTU12-64-JAVA|up 0 none % g
pci18 nodel1 |dellR710|UBUNTU12-64-JAVA|up 418 none %
pc24 node6 |dellR710|UBUNTU12-64-JAVA|up 14.69 none 2 2
pc25 node4 |dellR710|UBUNTU12-64-JAVA|up 0 none % %
pc31 node7 |dellR710|UBUNTU12-64-JAVA|up 14 69 none %
pcd2 primary |dellR710|UBUNTU12-64-JAVA|up 0 none 2 2

I ., gYE E MEEH
Fig.  11. Result of Allocated Nodes.
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Table 2. Execution Time on Server per File Sizes.

- 271 192KB | 768KB |3,072KB [12,283KB [49,152KB |196,608KB
A &2 3%2ms|  729ms| 1,868ms| 5,792ms|21,512ms| 81,070ms
Aa2Y 204ms| 5l4ms| 1,734ms| 5953ms|20,904ms| 80,595ms

| Lo H[A] _
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Table 3. Execution Time on Client per File Sizes.

=4
- M oks | 7688 [3.072K8 [12:288K8 |19,150K8 [196.608K8
gy 223ms| 347ms| 772ms| 2374ms| 7,580ms| 27,819ms
AdEsel 163 4 1458ms| 5 1631
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Fig. 12. Graph of Client/Server Execution Time.
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