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Dynamic Evaluation Methods for SMS Phishing Blocking
App Based on Detection Setup Function
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Jang Il Kim* - Myung Gwan Kim** - Young Man Kwon*** - Yong Gyu Jung

ABSTRACT

Although the development of mobile devices are made us a free life, they were displayed the subject
of this financial crime and attacking forces in the other side. Among finance-related crime is become a
serious crime that are targeting smartphones by SMS phishing, phishing, pharming, voice phishing etc. In
particular, SMS phishing is increased according to phenomenon using the nature of a text message in the
mobile. SMS phishing is become new crime due to the burden to the smartphone user. Their crime is also
the advanced way from the existing fraud, such as making the malicious apps. Especially it generates loopholes
in the law by a method such as using a foreign server.

For safe from SMS phishing attacks, proactive pre-diagnosis is even more important rather than post
responses. It is necessary to deploy blocking programs for detecting SMS phishing attacks in advance to
do this. In this paper we are investigating the process of block types and block apps that are currently
deployed and presenting the evaluation of the application of the detection block setting app.
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