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Abstract With the diverse services of the current M2M environment being expanded to the organizations, the
corporations, and the daily lives, the possibility of the occurrence of the vulnerabilities of the security of the
related technologies have become an issue. In order to solve such a problem of the vulnerability of the
security, this thesis proposes the technique for applying the cryptography algorithm for the protection of the
device key of the M2M environment. The proposed technique was based on the elliptic curve cryptography
Through the key exchange and the signature exchange in the beginning, the security session was created. And
the white box cipher was applied to the encryption that creates the white box table using the security session
key. Application results cipher algorithm, Elliptic Curve Cryptography provides a lightweight mutual
authentication, a session key for protecting the communication session and a conventional white-box cipher
algorithm and was guaranteed the session key used to encrypt protected in different ways. The proposed
protocol has secure advantages against Data modulation and exposure, MITM(Man-in-the-middle attack), Data
forgery and Manipulation attack.
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Parameter Description
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R Generate Random Number
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(Table 5) Encryption algorithm parameters

Parameter Description
Eq(a, b) elliptic curve with parameters
DPriKey M2M Device's Private Key
DPuKey M2M Device's Public Key
SPriKey Server’s Private Key

SPukey Server’s Public Key

R Random Number
Dsig(r, s) Device's Signature
Ssig(r, s) Server’s Signature
H(m) Message Digest
WCKC White Box Table(AES)
SPriKey Session Key(Encryption)
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