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Abstract In this paper, we present the design and implementation of a realtime DNS Query Analysis System
to detect and to protect from DNS attacks. The proposed system uses mirroring to collect data in DMZ, then
analizes the collected data. As a result of the analysis, if the proposed system finds attack information, the
information is used as a filtering information of firewall. statistic of the collected data is viewed as a realtime
monitoring information on the web. To verify the effictiveness of the proposed system, we have built the
proposed system and conducted some experiments. As the result, Our proposed system can be used effectively
to defend DNS spoofing, DNS flooding attack, DNS amplification attack, can prevent interior network’s
attackers from attacking and provides realtime DNS query statistic information and geographic information for
monitoring DNS query using GeolP API and Google APIL. It can be useful information for ICT convergence
and the future work.
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Zol vl A]2~¥l(Domain Name System, DNS)-&
S2ES] T}l o]FS SAEQ EYA FAE vt
7%‘/}13“144 5 %"FEOFEi SAE o|FHIP F
25 WEBAIATE A PR 4 dlo]w dlo]e o]
s /*]"E“"]‘:} DNS&= =9l vl¢) F3HDomain Name
Space)®} WlJA ¥ (Name Server), 2|2 (Resolver)Z

TAE eEYle] RE =r¢le ROOTE Hﬂ%
]01 olatell JEZ|(Inverted Tree) T2= AS4
g€tk ROOT &=vQl Wk ofefe] dAE J@H I
]O](TLD Top Level Domain)o]™, 267 = <1(SLD,
Second Level Domain)-2 294 w1 o}gfjoll A= bz}
9] ISP(Internet Service Provider)”} +-838} Recursive
DNSA#7E 3-8 3L ltk o]2] gk Recursive DNSATH]
= 9%9 CacherH ¥ th& TLDY SLDO| F4E A}
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TR &4 AEE AR ERdel whet dej/ g
)7} gebeh <Table 1> DNSA B oA AF&-8l=
Yar HIs FFE JERATE 2] DNS¢ 4%
z7] A4 o] Z EAZ HAHA erhd AAS A
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WA E S glon DNS Bot 9o 2% DNS 453
(Spoofing) 24, DDoS(Distribute Denial of Service,
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(Table 1) DNS Type

Type Y];};? Function
A 1 |used to map hostnames to an IP address of the host.
NS 9 Delegates a DNS zone to use the given authoritative
name Sservers.
MX 5 Maps a domain name. to a list of message transfer
agents for that domain.
SOA 6 |Specifies authoritative information about a DNS zone.
PTR 12 |Pointer to a canonical name.
CNAME| 5 |Alias of one name to another.
2.2 DNS AZdl
DNS 2332 A DNS Aujn we] 52 didel
A DNS Respons S B, 57 o] ZEH IP 4
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[Fig. 1] System Architecture
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[Fig. 2] Realtime DNS Query Monitoring System
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