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ABSTRACT

As cloud computing services become popular, the concern on the data security of cloud services increases and the efforts for
the data security become essential. In this paper, we describe the pros and cons of cloud computing including the definition of
cloud. Then, we discuss the regulations about the protection of user data defined in cloud promotion act. Previous studies related
to the privacy protection and the entrustment of personal information in cloud computing are reviewed. We examine how to store
the personal information depending on the cloud service model. As a result, we argue that the entrustment of personal
information should vary according to the cloud service model and we propose how to protect the personal information on IaaS
and SaaS cloud service models.
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Table 1. Cloud Computing Deployment Models

Models Description
The cloud infrastructure is
Private provisioned for exclusive use by a
Cloud single  organization  comprising
multiple consumers
The cloud infrastructure  is
. provisioned for exclusive use by a
Community . .
specific community of consumers
Cloud -
from  organizations that have
shared concerns
. The cloud infrastructure is
Public ..
provisioned for open use by the
Cloud .
general public
The cloud infrastructure is a
composition of two or more
. distinct cloud infrastructures that
Hybrid remain unique entities, but are
Cloud d ’

bound together by standardized or
proprietary technology that enables
data and application portability

Table 2. Cloud Computing Service Models

Models Description

The capability provided to the

consumer is to provision

TaaS processing, storage, networks, and
(Infrastruct other fundamental computing
ure as a resources where the consumer is
Service) able to deploy and run arbitrary

software, which  can  include
operating systems and applications

The capability provided to the
consumer is to deploy onto the

PaaS cloud infrastructure
(Platform consumer-created or acquired
as a applications created using
Service) programming languages, libraries,
services, and tools supported by the
provider
SaaS The capability provided to the
(Software consumer is to use the provider’s
as a applications running on a cloud
Service) infrastructure

%‘l_i_

Eal

ol ] 70 éw 1T AR e e 4
R RS S B

3k

o2 Age Azdol} o EelAolde ik

#7 Bele] BEAL AT 5 glov] B AU
EPE 5 AT F AT ARE DET A
W A T8 TAE AT 2 T A,
A2y 2% B B el et

bl —z—a}%z AT E AHgAfe] B E 1T 2
o] Fehte AW Al ARAL] Hole el
AFHBE Fehgs Aulz Ao A A AR

Aulzrt e o sldke Al A
(availability) °l9ret Z=l$-= Au]x9l Bl
8k oA (security) $817F 2718k 9u}. E3)
SR Au 2 o] gl QIR R Tl
gt 29} 7o} Alo|HEHH R Qg o] 8z} A

B §% 9 A I Hole] £4 o 5E
Hom 5 4 oles)

. SAPEAFE Lol 0|24 HE HS
et

A9l Fehgs AHFEe] A4 Hiel 2
= RGN o8 An wEo} Al T
2 9 usa AmA Aol He] gfef. olela
272 uelsie] 20154 39 ‘Febem AFY B
9 o %x} use] e PR3}, Fss A%E
pa)el FHE Esle] 20154 99 AdEe
d], o] Wl Table 3.0 £kt s} o] Ze}s-
colale] o8 Hu MEE 8 Aol Aelse]
ket

Adz A FehgsaAel ol g7 nel B
A FRHE wgel B Wi $AsAT Al
Qo BN E 712 QAL wES HnE
A o824 4 AuNE S B HE 5 U
Held Aehe ulel EEE FAste] o Hn
0 el wEd i ek gEse) WAE Pl
2 3lek

A26zANE o877} Fehem AR Auls
ABANA o187 Aush AR ke WAL
VAFES LT 5 AT TG FeE of
47 HEE 98 AR NE WAk ek ols)
ve] AREAML AFANA FeeE AFH
Bl o] 4 of e} AAle) Hur} AR Tt
98 dFES 2T 4 918 s ol
A2TEAAE Wede] AZHHel Yol
3ol slahA] ohlakii olgAke] Eo ¢l

L
=

oL

‘n?l

g

U

. &

HkR-3)

—



1248 Elann S LIE

=
ofl
3
=
e
o,
=
x
o

)

12

O 1o

Table 3. Regulations for the protection of user data in cloud promotion act

with other Acts

Article Keyword Description
- Cloud promotion act shall take precedence over other acts in regard to protect
R Relationship user mn Cl(.)ud .
Article 4 + Personal information shall be governed by related acts such as ‘Personal

information protection act’ and ‘Act on promotion of information and
communications network utilization and information protection, etc.’

Request for
information for provider

-request for the State’s name storing user data to cloud computing service

Article 26 . s . . .
protection of -request for the State’s name storing user data to information and
user communications service provider for use of cloud computing service

o - prohibited to use or provide a third person with user data without obtaining
Providing a . . .
. the consent of user or without order to submission of courts or warrant issued
third person by iudees
. u

Article 27 Y Jhce
Return and
destruction of - return or destroy the user data when the business ends
user data
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A3}, AR B Fe9e AR Avlz 434 e
FHEA82E Ae Be AREAAMHIAS o] 4357 SaaS FEHF-Eo ARFAAMN~E 3] A

slo] Bl AlZsls A REAIAR] 2 3doz 7}
w29 Azg Fa A9 dRE BelA
et el B ColAA dugt 7t e=
of HEAHEA A9) AR o84 HlolElE A
o] wl, A9 AR AR A AR
A B e,
ol o, Fehe= A
7H°JX§£9} 134 7H°W£

9
q
A

iy

l>

F9 Az B e A9
Aale] Ao

= =
=

B FEhes 2SR Avls Ak e
01%47} e}, a8z Bk, Ce Brb g
Pt 2= el A9 HAIAR AR el ishA
o 47} gtk o= laaS k=g 7]EAQ)
ApFe® CE BolAl 7MT2zsl s & ol
=Z2}E AlFHNS ¥ Brb 2 d=ZekE ofd Aux
Algsta ofH HlOlEi% AAgsteA] ol W=
tolslz] 947] wlioltl. &, laaS FE$-E AMulx
= b AIE AFGTRE A 9ol dlo]elAlE] ol
*1 FelAel IT AR (Awel ~xex) S Agshe
A MdA ez Fodshy] wielch webd laaS
FoHeE AR Az AR Ce HEAHA A
o] IRl HaixE Aol Dot giA e}

R

]

froee m[m

A 20 HEAFEA DE A REAAN| A A ZA}
B9 AREAAH2E o] g315, ARFAAH] 2

HEAAH S HFAREAE DellAl Algghe},

Fig.2.ol Abel 29 /HAR 2 AR8ak dlolH
A7k whAo] vreht Qlet. WA A REAIAE 2~ AlE

A Bt Fo AREAANAE dsp] et
SaaS FEH-& A5 AR|~ AlFA Fo 3de

2 78k E ARl AR EE FellA @9 4=

=3 Agdct Fe B9 MdARE 2o &
ghes ~EeR|d AAgicl o] wj, B IR
Al e AFY Avls AlFA Frh "
a8]l3 B+ F9 SaaS FEhHg-=2o| AREAA ]~

2 guiste] AEAHEA Dol AREAHAE A
Tkl
HEA87 DE B AREAAE o] 45

flate] Bt Algsle Argalsulze sdew 7}
et @9 A2E F3 ARile] IR EE B
Algdet 223 B ROl 2= 2EeAd
SR DO QIR ES} o8t dolHE AR
kool o, D] el BAlR AR AR EAIA N 2
37 E7} =t

addd, = AHHFE HHV AlgAF Fi= De
Melgner B AR g Al e
AAskaL glan, HEAHAE DQ} AR FAIA | 2 A
A} E7} 2 FEREAu|s RO o] 4AkR FARLY
Al Hﬂli% o] g3la 9lem® Fiu HEA

\::



AR 535 =74 (2015, 10) 1251

D, E: User of Cloud Service F
End User D

(@ ferrrmg
Provide Personal

Provide Personal 1©
Information of £ to F I
|
v
Cloud Service
Provider F

Service Provider £

6 Store Personal

Informationof D0 £ |  |nformation of D

- - *
Store Personal
Information of £

User Data and
Personal
Information of D

Personal
Information of £

Cloud Storage of F

Fig. 2. Storage of personal information and user data in SaaS cloud
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Table 4. Proposal for protection of personal information and user information on cloud service models
(CSP : Cloud Service Provider, ISP : Information and communications service Provider)

Subiect of Personal User Entrustment
Scenario In?oi;c ati(;n Information Information between ISP
Manager Manager and CSP
Cloud service provider(CSP) provides cloud end user CsSp Csp )

service to end user on IaaS/SaaS

Information and communications service
provider(ISP) provides information and end user ISP ISP -
communications service to end user on laaS

Information and communications service
provider(ISP) provides information and end user ISP ISP (0]
communications service to end user on SaaS
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Table 5. Proposal for amendment of cloud promotion act with regard to the protection of personal
information and user information on cloud service models

Proposal for amendment

Description for amendment

- The term

”

‘user of cloud computing services” means “end user”
who uses information and communications resources rendered by

of user data)

information of end user
on cloud service models

Article 2 add definition of "user of “provider of cloud computing services” and “provider of
(Definitions) cloud computing services” information and communications services” who provides information
and communications services to “end user” using cloud computing
services
. . + The term “user data” means the data which are stored in
clarify the definition of . . L " .
. " B . . information and communications resources rendered by “provider of
Article 2.4 user data” by including . s .
” . . cloud computing services” and which are owned and managed by
personal information’ . . . . . o
users of cloud computing services, including “personal information
- "provider of information and communications services” who
provides information and communications services to “end user”
using servers, storages and networks rendered by “provider of
cloud computing services”, is responsible for the protection of
personal information of “end user” as “personal information
Asticle 27 add provisions about the manager”
. protection of personal - “provider of information and communications services” who
(Protection

provides information and communications services to “end user”
using softwares including applications rendered by “provider of
cloud computing services”, is responsible for the protection of
personal information of “end user” as “personal information
manager”. In such case, “provider of cloud computing services” is
responsible for the entrustment of the personal information of “end
user”

AR 4 YES JAH, 71%A nake] A%l
of shul HEALEA, Fehemeld Awlag AT
AR AR L FehE AFY A
2 AIRA e B S BRI FPgeR
W, FeheE A BB o184 A nEehs

Fehee AFY WAE FE Y 7101 4 3
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