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ABSTRACT

Web application security problems are addressed by the web vulnerability analysis which in turn supports companies to
understand those problems and to establish their own solutions. Ministry of Science, ICT and Future Planning (MSIP) has
released its guidelines for analysis and assessment of the web vulnerability. Although it is possible to distinguish vulnerability
items in a manner suggested in the MSIP’s guidelines, MSIP’s factors and criteria proposed in the guidelines are neither
sufficient nor efficient in analyzing specific vulnerability entries’ risks. This study discusses analysis of the domestic and
international Vulnerability Scoring system and proposes an appropriate evaluating method for web vulnerability analysis.
Keywords: Scoring, Web application, Vulnerability
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Score sum, if all vulnerabilities are identified : A
Score sum of identified vulnerability: B

B
X
i 100

(Calculation): 4

Fig. 1. vulnerabilities calculation method 1

Number of asset: N
Score by asset: S1, S2, ..., Sn

o
(Calculation): Y8, + NV
n=1

Fig. 2. vulnerabilities calculation method 2
3.2 [EE
3.2.1 OWASP Risk Rating Methodology

OWASP(Open Web application security
project)x= 9 oHEAlolde] F8& FHoPd HEal
OWASP top 10& &33ta 9lom 2004 #3)
o] & 3uit} qJullo|EE fallsle] ) 33 JAl, F
Al WA 20138 =0 #asta 9lck. OWASPE
top 10 A Al 6HAZ o]F1x 3= OWASP
Risk Rating Methodology.(12)& o]&g}.
OWASP+ Likelihood®} Impact® RISKE A
Aksla glew Likelihood+ Threat Agent
Factor®} Vulnerability factor =Z3l%
Impact+= Technical Impact®} Business
Impact® =&, #HFHS=Z Fig. 3. I ol
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Metric Group Metric Group

Exploitability

Remediation Level

Fig. 3. CVSS Metric Group

Risk& A4k},
322 CVSS

CVSS(Common Vulnerability Scoring
System)-> theFgk 7]%-2] st=sofe} Az EG o]
Al agal wok Fobde] £e4S Hrleha sl
sl il wEel govl @Al MAe 34 s
o AAgAQl 2wAe] Fr FLEHI gl
CVSSv2e| Hr1ehE-2 Fig. 4.9 #2o] A7pA| o
ER ag°=E 74 (13)

Overall Risk Severity

HIGH Medium Critical
MEDIUM Low Medium

Impact
Low Note Low Medium
Low MEDIUM HIGH
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Fig. 4. OWASP Risk Calculation
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Fig. 5. CWSS Metric Group
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Table 2. Web application Vulnerabilities of
MSIP's guidelines

Table 3. Comparison of Vulnerabilities

Name SQL Injection information break

Absence of input

Cause e Lack of proper
value verification . i
security settings
Method Atta.lck.by SQL Infor.mation view by
Injection tool reading source-code
Internal Privacy
Dam: information E-mail information
age
g loss(Residence loss
Numner)

Influence Secon(.i .a t}ack N/A
possibility

Risk H H
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Table 4. Comparison of Sites

Item Deg Item Deg

ree ree

Buffer over flow H Cross Site request H

Forgery

Format string H | Prediction of session | H

LDAP Injection H | Inadequate approval | H
Insufficient i

Running OS command| H nisutficient session H

ends

SQL Injection H Fixed session H

SSI Injection H Automatic attack H

XPath Injection H .Qm1§510n of H

verification process
Directory Listing H File Upload H
Information break H File Download H
M
Malicious content H anager page H
exposure

XSS H Path tracing H

Minor string Strength | H Public position H
L Plain text dat

lack of authentication | H am e?; . At H
transmission

Weak password H | Cookies modulation | H

recovery

Site A Site B Site
Absence of input Absence of input
Cause e e
value verification value verification
Upload or
Method aut}{entlcatlon Uplo?d \‘v1thout
detouring by code filtering
modification
Possibility of oo .
C.)SSI Hy o Possibility of running
running web-shell,
Damage . weg-shell, and
but not right to
. command
running command
Influence N/A Seconq ?t.taCk
possibility
Risk H H
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Table 5. Attack Vector

Value Score Standard
v e
Local(L) 0395 ulnerability attack by
local access
Adjacent Vulnerability attack by
Network 0.646 neighboring network
(AN) access
Network 10 Vulnerability attack by
(N) ’ network access (Remote)

Table 6. Attack Complexity

Value Score Standard
. Many conditions for
High(H X
igh(H) 0.35 attack
Medium(M) 0.61 Skill-need
A P
Low(L) 071 ccess condition-no
reference

Table 7. Authentication

Value Score Standard

Multiple(M) 0.45 Multi-factor

Single(S) 0.56 Single-factor
None(N) 0.704 No factor
Table 8. Confidentiality/Integrity/Availability
Impact
Value Score Standard
complete(C) 0.660 Big Impact
partial(P) 0.275 Common
None(N) 0.0 No Impact

5.3 A AlMA

Impact(Im, ¢3%) Exploitability(EX, <t
)& AAksta o]Fo A (Score) & A4
tt Impact7} 0% A$= f(In)=0 o]z, 2¥A
%e A9+ 1.176 32 7RI,
Impact(Im)=1041x (1(1—C)x (1—D x (1—A4))
Exploitability (EX) = 20X AVX AUX AC

Score = ((0.6 X fn) + (0.4 x EX) —1.5) X f(Fn))

o2 AAFY] SQL Injection #HeFdE 919 Al
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Basis
from outside
No need

Possible attack
Automatic tool

H

<
Possible attack by

N
L
N

Result

Attack
complexity(AC)

Authentication(AU)

Assessment factor
Attack Vector

NO
1

2

Table 9. Vulnerability assessment of site A (SQL

Injection)
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@ Detecting
Web Vulnerabilities

l @ Vulnerability Scoring

@ Industry-specific
vulnerability scoring

| @ Result Analysis ‘

| @1 Im[iusltry [ @2 E[ntrly ‘
l

[ ® Prioritization |

l

l ® fix vulnerabilities ‘

Fig. 6. Advanced Web Vulnerability Scoring and
Fix process
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