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ABSTRACT

Obfuscation tools can be used to protect android applications from reverse-engineering in android environment. However,
obfuscation tools can also be misused to protect malicious applications. In order to evade detection of anti-virus, malware authors
often apply obfuscation techniques to malicious applications. It is difficult to analyze the functionality of obfuscated malicious
applications until it is deobfuscated. Therefore, a study on deobfuscation is certainly required to address the obfuscated malicious
applications. In this paper, we analyze APKs which are obfuscated by commercial obfuscation tools and propose the
deobfuscation method that can statically identify obfuscation options and deobfuscate it. Finally, we implement automatic
identification and deobfuscation tool, then show the results of evaluation.
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LM B Falo] FHAAU, AT 5 Y FL 4R A
27} Asalel meh APlEES o s of

A SE = = =
e ke Aol FE AL ClR ol yzes) g4 Fbeta gl 591 EEelE S

p=
sPlEEE opIEe] Fo 34 dide=Ey

A
Kaspersky Labell4] 233 B 4fd] up2w ot=

A5 (20151 9€ 29), AAMEAHAL (20154 99 20%)
* R AT ST AR 2 AA A A7IA (NRE

-2014M3C4A7030649) 2] 4o 2 $3ssi 5}, RoluE e e I A makd o
t $42}, seyoung0131@korea.ac.kr A A Fe 2 98 .05%2 A8t gltH(1)
¥ 2AAA}E donghlee@korea.ac. kr(Corresponding author) e e A A ’



1202 APKel #-8%

o)A <r=Ro|=s 3
A W] He ol AmEE FUE Al
gdERl=rl w AfEE
APK®] 2|j714& 53 o APKS| A%t wiE
7} gelapr] witolh, AAR tERelEi A4 A
PHEE EYF AR oF 80%% AF(2)3ka 3
wj ol et FEel oJjh s FM g FEuo

24 iﬁi%# av} w3 QkERo|E ofZe]A

b antEE epymes)

)

ml

4= itk Yajin Zhou 59
(3)ellAE= itk °—1“é APK % 86%7} 2|9
KYgg ¥4 °U4, 3t Pulse Securee°l
% 99.9%+= A= 3} (third
aZiElS’d‘ﬂrM]
APK+= ProGuard(5), DexGuard(6],
DexProtector(7) 52 4#zl gt=go]c o] Z¢]
Aol B3 =R dEsiEe] Y FAZ} = gl
oh dEsier o] vleAde fREA dF
she o5 A 37| &l W FERE wWsle 7L
2 (8], 9 APKell w=3l7t 45w ghe ulo]
A2 55 $3% F 7] Wil 1 F&r) oS A
A 5 ook, dEEE APKE duE5s) =] ¢ko
W s AE %‘iﬁ}—* 740] 0133‘4 a8ER o

party) “}ﬁ o] A

o}

3= A7) A .

B _,_4 HM I;H/K]—_Q o]-_io]l:_ 7]1:3} AOP%_ 1‘/_]‘
%53} =79 DexProtectore]t}. DexProtectorel
Ae oAk ¢tz Az o3} 2as ¢F
3o d=3 A4S Alsiy 4 S48 53R oR

Adste] H43A oJ8] FAS FA A4 & &
olth. weta] 72 oA APKE DexProtector®
daslsitele 49 dasl FA9 FHel wetb

thoFgt efe] WE oA APKIY 1Jrl T 3tk o]
218k APKell W-837] flsiAe A-85 53t F4
o] Aol Ass|ofo} 3ln, o]F 7} W53l 4
2 QudEsiat $ ol wekel digk ) vkEA|
2 a3t

2 =tolA+= DexProtectorelr Ag3sh= 7
st 349 54 2 SR WAE getslr] $E)
DexProtector® 3538t APKE #4438 A&
Awgict o]2 7Mke® DexProtector® w53}

Wel 17 % AES 24 BT 7

= APKell #49 F53} 34 A gl W
bz} AW W&l $Ade s JuissE e
e Heke Aok wix|ge g apEstE gyt
=31 =32 Fdsle] DexProtector® W53hs
APKE l8wohes w 435 d53) 348 44
o2 AWty o] dutE3le ez £ 4 9)

DexProtector’} A|g3h= 2+ WF53F 3419
a3t 54 2 2= dg=1E —"Fé} olE
=31 A Aol #8438 4 gl Wk Algk

skl
DexProtector®] 7 @53} #4444 7|5

A wpals Bty olE il 4 9l
ukeks Al ksisir},

olE T3 AEE
DexProtoector® H53td APKZE 9l
W o]E =3l APK I H|=
Ft}, o]E oA APK ““7}01]74] s
o] ohd AlA| uk
=

ol

2

AR B

J
f
4

il
ah o T S o rr

H

£ i
ﬂi
e

ofN

]

o _12,
o,
%,
o
é
L
g
_‘_, -{(U
lr aul
NopX o e
2

-4

|

o

)

M

-

ol

_(|){_1‘

2

~N
-

:

yo E

I

£ 3o

!
4

4
iy
I
Me F
) j>.
o
) o,n:_,
0
4=
o
=
P onl
o
1>
NE,

do 2
o oo
it

-4 )

lo 4
A

o ol
ijlm

O bode de N 2 er 2

iin)

ol Aelx= APK £4 whlel iz w7z A4

3t APKS| out=3} e A5 Azl
2.1 APK 24 st



AHEHE 3 38]=A] (2015. 10) 1203
Assets folder
unzip, apktool | | AXM LPrinter2.jar

R ‘ AndroidManifest.xml

smali/baksmali

:I Human-readable XML

- *.smali

dexdiar .class(.jar) JD-gui Java

APK classes.dex N
Fig. 1. Flow of General Static Analysis
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Table 1. Obfuscation options of Dexprotector
Option Description
String String Encryption converts the constant string value to meaningless data. When using it, the
Encryption data is decrypted dynamically.
Class Class Encryption protects class files. Classes protected by Class Encryption are encrypted and
Encryption moved from classes.dex(common storage of all classes in the APK).
Resource Resource Encryption protects resources in assets directory of APK from duplication and
Encryption modification. The encrypted resource files are not readable.
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const-string v0, "Hello”
invoke-virtual {v2, vO},
Landroid/widget/ TextView;- > setText(Ljava/lang/CharSequence;)V

(A)

const-string v0, "WuBcf2WuldccBWudcdcWu2287Wuse24 °
invoke-static {v0}.

Decryption Class;- >Decryption Method(Ljava/lang/String;)Ljava/lang/String;
maove-result-object vo

invake-virtual {v2, v0},

Landroid/widget/Textview:->setText(Ljava lang/CharSequence;)V

(B)

Fig. 2. (A) before String Encryption, (B) after
String Encryption
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# static fields
field private static transient name_1:[Ljava/lang/Object;

# direct methods

.method private static final method_name_10void

method private static final method_name_2(int, intint

method private static final method_name_3(byte[, int)int

.method static final method_name_4(ljava/lang/String;)Lava/lang/string;

Fig. 3. The code pattern of String Encryption

Original APK Obfuscated APK
assets assets ——————m{| | classes dex
META-INF META-INF Encrypted Original DEX
in assets folder

res
= AndroidManifestxml

|| classes.dex | Original DEX

| resources.arsc

1G]

res
=] AndroidManifestxml

resources.arsc

(B)

Fig. 4. (A) before Class Encryption, (B) after

Class Encryption
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# static fields
field private static transient name_1:[Ljava/lang/Object;
field private static name_2:Z

# direct methods

.method public constructor <init>0v

method private static final method_name_1{void

.method private static final method_name_2(int, int)int

.method private static final method_name_3(bytel, int)int

method static final method_name_4(Lava/lang/String;)Ljava/lang/String;
method private method_name_50V

#virtual method
method protected method_name_6(Landroid/content/Context)V

Fig. 5. The code pattern of Class Encryption

<manifest package="xray.ruocco” ... >
abbreviate
<application ... >
abbreviate

</application> </manifest> before Class Encryption

<manifest package="xray.ruocco” .. >
abbreviate
<application android:name=".Applicaion” ... >
abbreviate

</application> </manifest> after Class Encryption

(case 1)

<manifest package="fr.nghs.android.dictionnaires”... >
abbreviate
<application android:name="frnghs.android.dictionnaires.DApp"... >
abbreviate

</application> </manifest> before Class Encryption

<manifest package="fr.nghs.android.dictionnaires”... >
abbreviate
<application android:name=".ProtectedDApp" ... >
abbreviate

</application> </manifest> after Class Encryption

(case 2)
Fig. 6. (case 1) : Addition of “android:name”
attribute in <(application) element, (case 2)
Change of “androidiname”  attribute in

(application) element
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all.png @
Magic number of PNG

"* 000k:|[85 50 4E 47 0D OA 1A OA]00 00 00 OD 43 48 44 52
01871 0010h: 00 00 00 63 00 00 00 75 08 06 00 00 00 5A B4 5F  ...c...u
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Magic number of encrypted PNG

all.png @
n* > 3000n: [RE B5 81 51 EE 1D 2E A7|F6 37 03 AS 90 17 6C DS | “R.Qi..§
0010h: 93 A4 63 66 CA 3A 77 92 4F 7C 2E 08 F2 90 00 07 “sffE:w’

®)

allpng

Fig. 7. (A) before Resource Encryption, (B)
after Resource Encryption

kr.png @
0000h 32 D8 90 13 A4 58 DA SE
0010h: 2A &0 Y8 52 ED A7 F® 5D 74 OB 43 8A

kr.txt @@ |

DDDDhSG 1A SA E7 39 4% A2 DB
0010n: TR ? ES F2 28 D& AE A9 S3F OD

levelDOl, dat (@ |

QQDD}‘.SQ’ F& 83 3B 77 73 D8 4E
0010n: 2D 727 3D 85 54 29 9D F3 68 7TE

| barn.ogg G |
oooon| A8 B5 81 si|ec B3 ap AE 43 FE 78 F1
0010h: ER OB 10 27 A3 48 D3 BB 42 31 9D 69

Fig. 8. The encrypted resource files have the
same header, but the extension of the files is
different
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-ropen(Lava/lang/string;)Ljava/io/InputStream;

mave-result-object v2

invoke-direct {p0, v2},
Lcom/google/tagmanager/ResourceStoragelmpl;
-»stringFromInputStream(Ljava/io/InputStream;)Ljava/lang/String;

»)

invoke-virtual {v0, p1},
Landroid/content/res/AssetManager;
-rapen(lava/lang/String;)Uava/io/InputStream;
move-result-object v2
invoke-static {v2},
Decryption Class;
->Decryption Method(Ljava/io/InputStream;)Ljava/io/InputStream;
move-result-object v2
invoke-direct {p0, v2},
Lcom/google/tagmanager/ResourceStoragelmpl;

-»stringFromInputStream(Ljava/io/InputStream;)Ljava/lang/String;

(®)

Fig. 9. (A) before Resource Encryption, (B)
after Resource Encryption
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Table 2. Signatures of obfuscation options
Option Signatures

String Encryption

® Decryption routine of String Encryption
®Code pattern of String Encryption

Class Encryption

® Magic number of existent DEX file in assets folder
®Code pattern of Class Encryption
o String value of <application android:name> in AndroidManifest.xml

Resource
Encryption

® Magic number of resources in assets
® Decryption routine of Resource Encryption
o String value of <application android:name> in AndroidManifest.xml
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// KEY generation %r/]— °]°ﬂ HJFE]' "‘Z]'Oﬂ o]':‘?‘—ﬂ’ A4 :]’] y‘iﬂ' "}‘
byte[ ] KEY = new byte[16]; z]1.8- 2] slsled
Key[0] = S_Table_1[ 5_Table_2[ ref key[0] 11 ; 4 skt
Key[1] = S_Table_1[ 5_Table_2[ ref_key[1]11]; F1g1234 (B)Q,], 71:1—:3] _E'_ii}% %;q,oé = ‘].1,].

abbraviate
Key[15] = 5_Table_1[ 5_Table_2[ ref key[15]11]; o] At YF-Fo] PK'E A=t & £ gl

I generation ol ZIP shele] viAdnE vl oluz o
Temp = ( getClassMame( )||getMethodMame( ) ).hashCode( ) ; ;(}_oﬂ < 71P ,L].Oli H:];]— _T’>: __.5-1__% > 7&34. AH
it 1 IV = new int[4l; 22 DEX Fd& FE2T 5 39l o] gtell ¢%
IV[0] = Ternp * ref_iv[0] ; < Hlolo. w\ v = Z 50
IV[1] = Temp * ref_iv[1] ; #hl DEX #ds sadhshes 2e2rt 242

abbreviste ;}o‘lfsi} _/[: 9\1]\ 9‘1 1;]_
IV[3] = Temp * ref_iv[3] ; . N Z } 8
#53} Feae APKS 924 4 2=

Fig. 10. The pseudocode represents the I W] 7] =z i (ref key)S E3l 715 AA

generating process of the KEY and the IV in 33 assets =9 W9 ot3sd 1B DEX mjde

=
SE

Encrypted String

Decryption

Class
String
Deobfuscation

Class name and Method name
of encrypted string

Decrypted String

Flow of String Decryption processing

Fig. 11.
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%33} DEX shale] £4e] WA Saslolof e,

%53} DEX & shiel ejans 7p
gem o] FElae Fig.12.9 (A)e} 2ol ¥4k
sEspt Agslel Q7] Wl £ S5 8

const-string w30, "Wul982WufeT8Wu 7251 Wub94dWul
WudfbSWus429WuSe2fWube 1 0% ubGAf Wu 4e S0WLSE30WU
Wueb32Wwudafowu 1404 uff9aWwudde 2Wuad25%Wu35ac i
WUEEDeWUETdbWubbeeWub2ZafWudd 33Wua 7 7e Wu3862W)

Ll 1 A S Ll DA Sl W e L e ST S 2 A CILLL E IR TN s

@A)

const-string v30,'PKH | BRR ads £ BEZGPW] 57

4 classes.dexg=E HITEH=SE S 57E5Ed.d
el 5= Magic Number of ZIP fife

IBPZIESEUE I ZG TS E AN ES=SE S8 58D

20 o5 2 5 Py 2 o 2 5705 7
(B)

Fig. 12. (A) before String Decryption, (B) after
String Decryption
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el B33} dye|ES AL}
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A7) wlitel H33) Fejal] FEToRE oy
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Decryption
DEX

String
Deobfuscation

DEX | Decryption
Class

Signature of APK KEY |«
Encrypted DEX Class —{ Decrypted DEX
neryp Deobfuscation P

Fig. 13. Flow of Class Decryption processing
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Init Class |—

. Decryption
string D P ref key value
Deobfuscation Class

Encrypted KEY
resource -

Encrypted Resource | Decrypted
resource "1 Deobfuscation " resource
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Fig. 14. Flow of Resource Decryption processing

g #4E A F3ssi)
i L2 b3t AubEst AAE &4
3}al ao]p} g a2~ ds3 34 AL A XML
s} (application) £4-¢] “android:name” 44
ol 7hejyle FHl2ot St - wAg (el 27|
Ad) Fezet A, o] FYde #AME ds
317} A4=e] 9lem, APKe Ad A] o] 27] A
3 FH2E 7P WA Asgitt. uleba FEs o
3} A9 FAd AAHoR FAtdS H35)s}o]
A28 DEX s}alg %3500, o] DEX stale
o3}t Felov EAES FlE

B33} Fds 248 E3) DexProtectore ¢t
3t 2anE %15}6}71 98l AES B33} 78
+ MMl Bos) Alel AM-EE 719 IVE Fig.
15.9} e walog A4t 4 hastE i
22 B33} Al 2ane] A 4ulo|Eg} Bost F

// KEY generation
long Long_1 = ref_key_value_1 ;
long Long_2 = ref_key_value_2 ;

byte[ 1 ref_key = new byte[16] ;

for(int i=0; i<16; i++ ){
ref_key[i]=(<=7?Llong_1:Llong_2)>> ((7-(1%8))*8);

}

int[ 1 KEY = new int[4];

KEY[O] = ref_key[3] || ref_key[2] || ref_key[1] || ref_key[0] ;

KEY[1] = ref_key[7] || ref_key[6] || ref_key[5] || ref_key[4] ;

abbreviate
KEY[4] = ref_key[15] || ref_key[14] || ref_key[13] || ref_key[12] ;

A/ IV generation
if ( Check( res_byte[0], res_byte[1]. ....
int[ ] IV = new int[4];
IV[0] = res_byte[0] || res_byte[1] || res_byte[2] || res_byte[3] ;
IV[1] = res_byte[4] || res_byte[S] || res_byte[6] || res_byte[7] ;
abbreviate

IV[3] = res_byte[12] || res_byte[13] || res_byte[14] || res_byte[15] ;

res_byte[3] } )

Fig. 15. The pseudocode represents the generating
process of the KEY and the IV in Resource
Decryption class

# static fields
field public static final str_l:ljava/lang/String; = "Hello”
field private static final str_2:Ljava/lang/String; = "Hello_2"

#virtual methods
method protected onCreate(Landroid/os/Bundle)v
locals 2
.param p1l, “savedInstanceState” # Landroid/os/Bundle;
const/d w0, 0x0
Jocal vO, “i": 1
const/d v, Ox1
Jocal vO, “j": 1
abbrevizte
end method

Q]

# static fields
field public static final str_l:java/lang/String;
field private static final str_2:Ljava/lang/String;

#direct methods
method static constructor <clinit= (W
Jocals 1
const-string v, "Hello"
sput-object v,
Leom/example/hello/TEST;- =str_L:Ljava/lang/String;
const-string v, "Hello_2"
sput-object v0,
Leom/example/hello/TEST;- »=str_2:Ljava/lang/String;
return-void
end method

#virtual methods
method protected onCreate(Landroid/os/Bundle)v
locals 2
const/d w0, 0x0
const/d v, Ox1
abbrevizte
end method

(B)

Fig. 16. (A) before pre-processing, (B) after pre-
processing
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g o] A x = 3 7+

DexProtector®] A wAle|x= Fig.16.3} % P e -

o] Zellx e W4 g wA = olx} e AR (7)Y
= Az 5)& AASEAL, static final String®]
Fel~ 2713 sl E(clinit) oA 2713}
A3t °]9¥ o] Az wAel|x] s
41“’]71‘/} °ﬂ‘4£§}6‘ g

M

A o A8 Ao £
fom o] HeH)

ol AoM= 3 B4 AFE vz
DexProtectori G315 APKoll disix 8-

‘/]-Eil— _Q‘/q
T5 7% LZ&‘:}.
AL S A Y odmsl me AR

Fig.17.3} #2r Fig.18.3 #o] 3?‘/}«] B s
Zagiozd FEFE itk o] ETE 7]
(initial phase), A¥ 2  dJdE3s oA

(identification and deobfuscation phase),
# % 7 (final phase)& FA=¢] Ql}.

Z7] dAME 4HE APKZEYE
< FEI A 9 AdEs Al
3t FAS At dssiehet. aea #HE
ol A= A= "E—?i} A7 Od=siE APKIL &
HEol, B =7 APK IS AHzog Julxs)
sz molr] diel BA w4 B B - 43
3l APKdl HelM = di=3ts #3 7lssithe
Ale] ot

SER
-
=

7

[CORIEU
2t e

Qutput : |Ct\DeDmuscat\on\Test'l_deomuscated.apk

START

<Process=

Save File

Initial Phase

Class Encryption checking...
Class Encryption is identified...
— Class Encryption deofuscating

Resource Encryption checking..
Resource Encryption is notidentified...

String Encryption checking
String Encryption is identified
—- String Encryption decfuscating...

LastPhase

=Result=

String Encryption is identified
Class Encryption is identified
Resource Encryption is not identified

Fig. 18. Automatic Obfuscation Identification and
Deobfuscation Tool
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! 1 1
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' Class Resource ! String ! Phase Deobfuscated APK
1| Deobfuscation Deobfuscation [, | Deobfuscation |,
W Sl )

Class Resource String
Module Module Module

Fig. 17. Flow of Automatic Obfuscation

Identification and Deobfuscation Tool
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classes.dex @ | Magic number of encrypted DEX

0000h: |4E A8 SE 92 FA 12 4F 7802 Al 29 3B 47 75 F4 B3 N""r4.0x.
poion: C1 2E 68 6E E8 SE 73 71 8D 13 AD 91 AF 8D DC OE  A.hnéisq,

A

classes,dex .
* Magic number of DEX

0000h: IG‘I 65 78 OA 30 33 35 00'4.1 C4 F2 AA 61 8B B9 E2 | |dex.035.h
0010h: 41 43 C1 2C B9 87 3D 61 5E €9 32 25 92 A5 D& DD ACH, *#=a"

®

Fig. 19. (A before Class Deobfuscation, (B) after Class
Deobfuscation
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const-string v7, "Wu287dWubc78¥rul24ewusccwufadcuffacuaec2iwuf149”
invoke-static {v7},

Decryption Class;->Decryption Method(Ljava/lang/String;)Ljava/lang/String;
move-result-object v7

abbreviate

const-string v8, “¥Wub003¥u21abWu2697¥uSaaeub7 3bwugsf2
invoke-static {va},

Decryption Class;- > Decryption Method(Ljava/lang/String;)Ljava/lang/String;
move-result-object v&

abbreviate
(A)
const-string v7, "password”
abbreviate
const-string v8, "server”
abbreviate

(B)

Fig. 20. (A) before String Deobfuscation, (B) after
String Deobfuscation
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APK
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Fig. 21. The flow of verification processing
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Table 3. The result of verification (S: String Encryption, C: Class Encryption, R: Resource Encryption,

#: The number of obfuscated APK, %: Result)

S C R S/C S/R C/R S/C/R Total
Identification # 100 100 100 100 100 100 100 700
% 100 100 100 100 100 100 100 100 %
De-Obfuscation # 100 100 100 100 100 100 100 700
% 100 100 100 100 100 100 100 100 %
o EA kEs £4 ¥ NS APKeIH BE  a9led neld)
FADE FEso] FAWA wla Fig.22.9F 2] 2 213} odsshs APKel
o ZUs dEsh f4 NS APKA XML A $3% Zelat shishl dAsAe g ol
s LE FosE 2Ede FAWA MR = 34004 ARARE] A AN Wi
o Pl dEsh §4 NS APKA XML gut 559 4 gle Aol Gussid 2e
Ut assets ) WO BE elasg 25 7b gl Auel] mhRelth ae 9wt Sas
se] EAA B3 f APKS| 71543} 355 23 (S s

Table 3. A% AAZHN £ =wdld 74
E7E 228 APKe A4 353 348
FHog A 7 ouiE3lslgict. DexProtector
ol 4] Algete W53t FAe okasl sule]r] wjE
o B33} A5 dlefsly 7] - I[VE 2ul2A] A
g ) BostE dlolE (EAkd/FE /Rl 4
22)7} AA[3HA =}

Z, A 2 od=mst =7 AF Ades B e
TollA Fa BAe] 7z wh=st Al st A
e e el %as BAeld AHETE
AE(F] -1V =z 3k AFF "HeolE, APK IS4,
Sl - wAE W S)ENE J] - IVE A3 A4

o, rSL'

public class InstructionsActivity extends Activity [
public static final StringlE)(TRAﬁDONLSHCM‘ = "idonteverwannaseeyouagain”;

private Switch dontShow;

protected void onCreatd(Bundle savedInstanceState)| {
super.onCreate(savedinstanceState);

overridePendingTransition(2138968577, 2138968578);

getWindow().requestFeature(1);

)

public class InstructionsActivity extends Activity {
public static final String EXTRA_DONT_SHOW;
private Switch dontShow;

static {
EXTRA_DONT_SHOW

protected void onCreatd(Bundle bundle)| {
super.onCreate(bundTe]s
overridePendingTransition (2130968577,

getWindow().requestFeature(l);
®)

= "idonteverwannaseeyouagain”;

2130968578) ;

Fig. 22. (A) original source code, (B) deobfuscated

source code

o A% ez W
R E R
et

vi. 8 B

2 Erellde

pi

g QEgelE W

U

4531 =
DexProtector® 15315 APKE #43
JE3 238 AHHo Ay duEdEle B
T4 2 Aok FAE = A3 Sl
Z 700709 24 2 v FACE WEstE APKE
“o“é slolon g3t B = AL st FA9 A

ofe r

Wy} o]9] QubE3lE AFHoR i)
el B =7 A AndE F4siy
DexProtector® w53 <o 2 &8 -wWzxs

APKS| 9% g8 oisss )
APKell ti3 34 A7e 291 5 Qe Ao /)
q

Hoh, w3 253 B4 5= AAHoE APKe| A
43 =3l Ao Ay AudEsE sl

4 A S 53 - @R APKel dsiAx
At=3lr} 7
References

KASPERSKEY LAB, "MOBILE CYBER
THREATS,"http://media.kaspersky.co
m/pdf/Kaspersky-Lab-KSN-Report-mo
bile-cyberthreats-web.pdf, Oct, 2014,

IDC, "Worldwide Quarterly Mobile Phone

(1]

(2]



1214

APKell #4553} 7]y o

B}o

o

A7 U AES B4 T 7

Tracker,'http://www.idc.com/getdoc.js
p?containerld=prUs25860315, Aug, 201
5.

(3) Y. Zhou and X. Jiang. Dissecting android
malware: Characterization and evolu-
tion,” Security and Privacy(SP) 2012
IEEE Symposium on, pp. 95- 109, May,
2012

(4) Pulse Secure, MOBILE THREAT REPORT
2015, 2015, https://www.pulsesecure.n
et/lp/mobile-threat-report-2014/

(5) ProGuard, http://proguard.sourceforge.
net/

(6) DexGuard, https://www.guardsquare.c
om/dexguard

(7] DexProtector, https://dexprotector.com/

(8] C. Collberg, C. Thomborson and D. Low,
"A  taxonomy of obfuscating trans-
formations,” Department of Computer
Science, The University of Auckland,
New Zealand, 1997.

(9) SBA Research Technical report, “Android
application obfuscation,” Jun, 2013.

(10) APKtool, http://ibotpeaches.github.io/
Apktool/

(11) Smali/Baksmali, https://github.com/Je
susFreke/smali

(12) dex2jar. https://github.com/pxb1988/d
ex2Zjar

(13) JD-GUI, http://jd.benow.ca/

(14) Jadx, https://github.com/skylot/jadx

(15)

M. Chandramohan, H. B. K. Tan,
“Detection of mobile malware in the wild,"
Computer, vol. 45, no. 9, pp. 65-71, Sep.
2012.

T. Vidas and N. Christin, "Evading an-
droid runtime analysis via sandbox de-
tection,” Proceedings of the 9th ACM sym-~
posium on Information, computer and
communications security, pp. 447-458,
Jun. 2014.

Dong woo Kim, Jin Kwak and Jae cheol
Ryou, ‘DWroidDump: Executable Code
Extraction from Android Applications for
Analysis,”
Journal of Distributed Sensor Networks,
vol. 20, no. 8, pp. 1-9, Feb. 2015.

H. Schulz, D. Titze, J. Schutte, T. Kittel
and C. Eckert, “Automated
De-Obfuscation of Android Bytecode,”
Department of Computer Science, The
University of Munchen, Germany, Jul.
2014.

Y. Piao, Jin hyuk Jung and Jeong hyun
Yi, “Server based

Malware International

code obfuscation
scheme for APK tamper detection,’
Security and Communication Networks,

Mar. 2014.



AR 535 =74 (2015, 10) 1215

(M X274

o] Al 9 (Se Young Lee) 3]

20149 29 AeAgHd st ¢33 &4

20149 3¥~dA: zdgn Ry et il
(FAIEol) muld o 24 AZEY] FES

1t 21 & (Jin Hyung Park) 439

2010 24 Axdsha el &9

20124 2¥: wE sty AR R FUIY A} £

201249 39 ~3A): st HYunsostd upaiaA

(FAFol) JExReD AvtEE Bl kE tyelZ do|Evloly

kb & 3 (Moon Chan Park) 434

0134 2¥: MEAgNst 83 &4

20159 249 gty AR B soshd Al £
20154 3¥~3A): wedgn R soishd Wl

(Aol X ES O] £4, RxES 0] 55}

A A & (Jae Hyuk Suk) A3

20124 294 AgAN gy ARA 7 AFEH T Y
20149 294 wedista AW R sk Al 4
2014 3%~ aedEgy HuR sy vkl

Aol X ES O] 4, RxES 0] 55}

o] £ % (Dong Hoon Lee) F413]%

19834 84 mH g FATgA} E4

19879 1294: Oklahoma University A4Fsta A} &
19929 59: Oklahoma University Z4Fstal uha} 24

19934 3¥~19974 294 medgtn AAMstel Fwug

19974 39 ~20014 24: we st At}

20014 34 ~&A): wdsta ARR I wS

(FAlHopy s ZREF 950l USNo|Z 7] w3t w4 3 PET 7|¢

2



