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ABSTRACT

As the market share of smartphone exponentially increases in mobile market, a number of manufacturers have developed their
own operating system. Firefox OS is an open source operating system for the smartphone and tablet which is being developed
by the Mozilla Foundation. This OS is designed using JavaScript and operated based on HTMLS. Even though the number of
manufacturers which release the Firefox OS smartphone is consistently increasing, However it is difficult to analyze artifacts in
a smartphone in terms of investigation since existing researches on Firefox OS focused on imaging velocity according to abstract
forensic process and block size.

In this paper, we propose how to collect data in Firefox OS while minimizing data loss and forensic analysis framework
based on analysis results on system and user data leaving in a smartphone.
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Table 1. Compare data Partition MD5 Hash
Value after Rom Flashing

Count Hash(MD5)
1 47b19d21798a8850199ed317d25f3a5d
2 47b19d21798a8850199ed317d25f3a5d
3 47b19d21798a8850199ed317d25f3a5d
4 47b19d21798a8850199ed317d25f3a5d
5 47b19d21798a8850199ed317d25f3a5d

Table 2. Ext4 Byte Comparision

Equal Difference
Exent Blocks 266,240 -
Volume Bitmap 32,764 4
Journal Area 16,229,041 548.175
Inode Bitmap 32,765 3
Group 20,472 8
Descriptors
Inode Table 16,775,373 1,843
Block 20,468 12
Descriptors
Allocated 94,356,938 418,413
Cluster
Unallocated 978,172,037 1,684,471
Clusters
Total 1,105,906,998 2,652,929
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Table 3. System Log List

Name Path Mo.uAn !
Partition
[logs/kernel/log_kernel.tx
t
S}iztgem [logs/logcat/logcat_ps.txt
/logs/resetlog/smem_log cache
_power_events.txt
Recovery
log [recovery/log
/misc/bluetoothd/[Mac
Address]/name
Bluetooth
uetoo /misc/bluetoothd/[Mac data
Address]/lastseen
Wifi /misc/wifi/wpa_supplica
nt.conf

Table 4. Application Data List

App DB Path
Name
Manifest [local/webapps/[appID]
Firefox /b2g/Mozilla/[Random
cookie Character].default/cookies.sqlite
i + +++
History 8 OT8

Number]brreosw.sqlite

[/local/indexedDB/[AppID]+f+app+++em
E-mail ail.gaiamobile.org/[Random
Number]bl2iga-me.sqlite

[local/indexedDB/chrome/[Random

Contacts Number]csotncta.sqlite
[local/indexedDB/[AppID]+app+++calen
Calendar dar.gaiamobile.org/[Random

Number]br2agd-nceal.sqlite

[local/indexedDB/[AppID]+app+++note.
Notes gaiamobile.org/[Random
Number]EsVeMtEo_N.sqlite

[local/indexedDB/chrome/[Random

M
SMS Number]ssm.sqlite
Call [/local/indexedDB/[AppID]+f+app+++co
History mmunications.gaiamobile.org/[Random

Number]dsitanleecreR.sqlite
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mety A~E 2IE %4 Al recovery logell
dloJe] glo]s] 7]Ze] 9] g tnjo]2g] dlo]

Starting recovery on Sun Jan 6 ©8:85:39 1938
framebuffer: fd 4 (320 x 488)
recovery Tilesystem table

/tmp ramdisk (null) (null) @
/boot mtd boot {null) @

famss mtd amss (null) @

/appsbl mtd appsbl (null) @&
fmibib mtd mibib (null) @

fqcsbl mtd gesbl (null) @
foemsbll mtd oemsbll (null) @
foemsbl2 mtd oemsbl2 (null) @
fsplash mtd splash (null) @
fcache yaffs2 cache (null) @

18 /data yaffs2 userdata (null) @
11 /misc mtd misc (null) @

12 /recovery mtd recovery (null) @
13 /sdcard vfat /dev/block/mmcblk@pl /dev/block/mmcblke @
14 /system yaffs2 system (null) @

(=1 RO Y B SRR R ]

I:Got arguments from /cache/recovery/command
mtd: successfully wrote block at @

I:5et boot command "boot—recoveryﬂ

Command: "/sbin/recovery” "--wipe data"

Fig. 1. Recovery log data
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Table 5. Obtainable System Artifacts

M
o.u.n ! Artifacts Data
Partition
Kernel Kernel Action Time,
Log Kernel Action
Process PID, UID, Thread
oce Name, CPU Ultilization
Log
Rate
Cache P
ower
Event Power Event Time
Log
Recovery Recovery Time, Wiping
Log Time, Partition Table
Device Name, MAC
Bluetooth Address, Lately Access
Data Time
. Device Name,
Wifi Password
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53 database

= file

(1 index_data

£ object_data

=1 object_store

(=1 object_store_index
1 unique_index_data

Fig. 3. IndexedDB Table Structure
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Fig. 4. Compressed Calendar DB Data
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Fig. 5. Decompressed Calendar DB Data

Table 6. Obtainable App Artifacts

A
PP Artifacts Compression
Name
App
App Install  Inf
Manifest pp st o Non
i Compressed
Flref(?x URL p
cookie
Fl}refox URL
History
. Mail 1D,
E-mail Password
Contact, Name,
Contacts
Group
Calendar Schedule, Work Compressed
Notes Memo, Memo Time
SMS SMS Cor.ltent, SMS
Time
Call Phone Numl?er,
Histor Sender, Receiver,
ory Call Time
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