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ABSTRACT

With the acceleration of information digitization caused by fast growth of Information Technology, the application of
digital forensics has increased but it is underestimated because digital evidence is easy to forge. Especially, the evaluation of
the reliability of digital forensics organization is judged only by judges domestically because there is no objective
verification system or evaluation method of the capability of digital forensics organization. Therefore, the evaluation model
and indices of the capability of digital forensics concentrated on the digital forensics organization, personnel, technology,
facilities and the procedure in domestic justice system was presented in this research after reviewing the domestic and
foreign evaluation method and the standard of the capability of digital forensics and information security. The standard for
judicial evaluation of digital evidence and composition, management, evaluation of digital forensics organization would be
presented based on this research.

Keywords: Digital Forensics, Digital Forensic Capability Evaluation, Capability Evaluation Indices
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Table 1. Digital Forensic Prerequisite Environments Evaluation Indices

Evaluation Areas

Evaluation Indices

Organization Management

Digital forensics organization

Establishing business scope

Management strategy

Digital forensics policy

Authority and responsibility

Supervision

Security management

Human Resource
Management
Digital Forensic

Recruitment

Personnel management system

Qualification management

Separation of duties

Education and training

Prerequisite Target definition
Environments —
Classification of tools
Application of tools
Technical Capability Verification of tools
Performance management
Introduction and improvement of technology
Response to anti-forensics
Construction of necessary facilities
Management of facilities
Facilities Operations Protective equipment
Access control
Assessment and improvement of facilities
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Table 2. Digital Forensic Procedures Evaluation Indices

Evaluation Areas

Evaluation Indices

Specification of business type and personnel

Determination of adequacy

Acquisition of authority

Preparation

Planning

Participants selection

Education of manual

Readiness of tools and equipment

Field control

Evidence Preservation and

Target identification

Collection

Determination of collection methods

Records of the collection process

Evidence sealing

.. . Evidence Transportation
Digital Forensic P

Maintenance of evidence list

d St
Procedure an orage

Conveyance of evidence

Secure storage of evidence

Policy on Examination and analysis

Division of task

Analysis laboratory control

Examination and Analysis

Records of the analysis process

Preventing damage of the original evidence

Verification of results

Documentation of results

Standardization of report

Verification of report

Report Creation and
Utilization

Submission and utilization

Evidence processing

Improvement and development
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