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ABSTRACT

In recent years, the use of game bots by illegal programs has been expanded from individual to group scale; this brings about
serious problems in online game industry. The gold farmers group creates an in-game social community so-called “guild” to
obtain a large amount of game money and manage game bots efficiently. Although game developers detect game bots by
detection algorithms, the algorithms can detect only part of the gold farmers group.

In this paper, we propose a detection method for the gold farmers group on a basis of normal and bot guilds characteristic
analysis. In order to differentiate normal and bots guild, we analyze transaction patterns for individuals, auction house and
chatting. With the analyzed results, we can detect game bot guilds. We demonstrate the feasibility of the proposed methods with
real datasets from one of the popular online games named AION in Korea.

Keywords: Online game security, game bot, MMORPG, guild, social network

M E £ 2okl AL el ALIIE FAstel ol A
AAS A Wi Beloleh AlY RE o4
=2kl A Aklel ®ab ol AA g ARk dAgEe A W A dEE e
slem Mok olgpe] 7P E AlRE AN FE o glo], ol 2ekal Al Aol 2 e mAh
3 ARl dedE | o oo dei
A5 (20154 69 19%), $42(20154 84 24%), Y dle e wEdsa STl oale] 49

AMEAHL (20159 84 249) =g
R ATE 20149 % AF(HAzIE) o Ao t 342}, rang0708@korea.ac.kr
el ko] x)0E whol % s ARIY (3} % WAAAL cenda@korea.ac.kr (Corresponding author)

A3 :2014R1A1A1006228)



(Completely Automated

CAPTCHA

7]4\k

3o AESE By TR Agstel 4}

]

o
o

A
2 glol A

1116

Public Test to tell Computers and Humans

a3
=

o]

oju
R

2aEo g A

ul

Aol

54

o

=)

X

=

[e]
=

o o5

L
j s

ol

= A9

=

=

olatz] wtel AldHY

4
o}

J

go] o]

37
A&

9

AHg

L

p

3L

17-50] W

jus

ek

.

Apre
6“_}- o:
s}e]
o] veh}

o

L
X
N

71el Hush A

HOP 7]4F 5k
bow

]
A
=2 7
©

L

o] mo o] B%s
Aet A,

1

=
Ri

HEL= 7]
=
Q X0

s

aa

CAPTCHA 714t &7
Pl

Edg 7k g

she= Wl o] (7,8),
Holrh(11,12).
a4

o1yl AHgA

H,
2| 2ol

&

z‘ﬂ_
FelollA] Abgta} o] 2 o}

(5.6].
°]
(9,10].
°]

=y
-

o o]
3 A9

=
=2

3

gAY
9

A717] dfell 22kel A A

=

J o)

o A,
W mel

o) AAE At 3

3

3

& p7pdel 53k 4] 9]
A4

L
R

7
oF AHg

2kel Alsle] AA

o gate] Agry]

HEol ut

=)

A]

=3

As

oJth(13-15).

et
=

H

o

olo

=N
=

A=)
=

& g e,

EHAE 2 VEYZ 74kl 2

£

A

47 e

A ke,

3 Aol

oW

detection

Description
Difference of patterns between
human and bot [1,2,3,4]
Route difference between human
and bot [5,6]

Network traffic analysis [7,8]
Keyboard and mouse input
patterns analysis [9,10]

Using problems which are easy
for human, difficult for bot [11,12]

Taxonomy of game bot

1.
Category
User
behavior
Moving
path
Traffic
HOP

Table
method
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Fig. 1. Bot guild detection model
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Table 2. Features list

Category

Features

Trade

Trade ratio in guild
- Number of in-trade
- Number of out-trade

Auction

- Amount of registered items
Price of registered items
Amount of buying items
Price of buying items
Price of selling items

Chatting

Frequency of guild chatting
Total length of guild chatting
Length of guild chatting per
frequency

Guild chatting user ratio

- Frequency of normal chatting
Total length of normal chatting
Length of normal chatting per
frequency

- Normal chatting user ratio
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Fig. 4. Cumulative distribution function of trade
ratio in guild
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Table 3. Evaluation results

Classifier Precision Recall F-Measure Time(s) Nor@al Bot guild Predicted
guild Actual
400 1 Normal guild
Random 0.938 0.938 0.938 0.06 £
forest 1 15 Bot guild
i 400 1 Normal guild
Naive 0.938 0.938 0.938 0 £
bayesian 1 15 Bot guild
isti 401 0 N 1 guild
Logistic 1 0.938 0.968 0.03 orma’ eul
regression 1 15 Bot guild
400 1 Normal guild
SVM 0.938 0.938 0.938 0.01 -
1 15 Bot guild
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