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ABSTRACT

OTP(One time password) is widely used as an authentication method for financial and other security-sensitive transactions.
OTP provides strong security since each password is used only one time while normal password-based authentications use
passwords as long term secrets. However, OTP-based authentications relatively lack usability since they require users to hold an
OTP card or generator. To overcome such a problem, smartphones start replacing OTP cards and such a method is called smart
OTP. However, smart OTP inherits security vulnerabilities that smartphones have.

In this paper, we propose a smart OTP authentication based on an extremely light authentication protocol called HB+. HB+
protocol is developed for low-cost devices and has small communication and computation costs. We present our solution and
discuss its security, efficiency and practicality. Our contribution is providing a method to securely use smart OTP without losing
its efficiency and usability.

Keywords: OTP, Smartphones, Security, Authentication
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Fig. 1. NFC-based Mobile Payments
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A few of centimeters

Fig. 2. A few centimeters distance between
mobile phones and reader
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Fig. 3. The basic principle of HB/HB+ protocols
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Fig. 4. HB protocol
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Fig. 5. HB+ protocol
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Fig. 6. Parallel composition of HB+
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Fig. 7. HB+based OTP Authentication
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Table 1. The security of HB+-based OTP
authentication

By the security of HB+

Security protocol,  HB+-based = OTP
against authentication is secure against
passive eavesdroppers who  collected
adversaries samples from execution
transcripts.

. By the security of HB+
Security

. protocol, HB+-based OTP
against s s :
active authentication is secure against

. active attackers impersonating

adversaries

either tag or reader.
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