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Security Evaluation Against Collision-based Power Analysis
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ABSTRACT

The user’s secret key can be retrieved by various side channel leakage informations occurred during the execution of
cryptographic RSA exponentiation algorithm which is embedded on a security device. The collision-based power analysis attack
known as a serious side channel threat can be accomplished by finding some collision pairs on a RSA power consumption trace.
Recently, an RSA exponentiation algorithm was proposed as a countermeasure which is based on the window method adopted
combination of message blinding and exponent splitting. In this paper, we show that this countermeasure provides approximately
2°3 attack complexity, much lower than 2°° insisted in the original article, when the window size is two.
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Table 1.
combined

(w=2, Qf)/k,l:l)

values  for
algorithm

Pre-computation
exponentiation

r, d el d;’i ) Pre-computation
0 0 0 3 R
0 0 1 4 R
0 0 2 5 R
0 0 3 6 RS
0 1 0 3 MR?
0 1 1 4 MR*
0 1 2 5 MR?
0 1 3 6 MR®
1 0 0 3 MR?
1 0 1 4 MR!
3 3 3 6 MRS
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Input : M, d, ¢(N), N

Output : §=M* mod N

1. If M=1 then return 1

2. If M=—1 then return 1—2d,
3. Generate random numbers

RE{1,2,---,N—1} | r(t—bits)
4. Compute d=d—r
5. Pre-computation

51 for(i=0: i< W i++)

5.1.1 5=r"""" mod v
5.2 for(i=0: i< 2W?—W): i+=W)
5.2.1 for(j=0: j< W j++)
5.2.2.1 St jem = Si4y>xX M mod N
6. for(i=k—1; i>1; i—)
6.1 5=5"mod N

62 S=.8% S(V["’(",l-*—{’[,t)-*—gb/r’l)

w.
7' Return(s x S( W'y + ‘]ﬁ/oH’ ¢ k1)

mod NV
mod V)

Fig. 1. The combined exponentiation algorithm
message blinding and exponent splitting based
on window method(7)
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Fig. 2. The number of occurrence for addition
of two exponents
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Table 2. Simulation on additional result for two
Group

exponents(t=1024, w
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