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A Study on Secure Routing Technique using Trust Value and Key in MANET

Yang Hwanseok

{Abstract)

MANET is composed of only the mobile nodes have a limited transmission range. The
dynamic topology by the frequent movement of nodes makes routing difficult and is also
cause exposed to security vulnerabilities. In this paper, we propose the security routing
technique consisted of mechanism of two steps in order to respond effectively to attack by
the modification of the routing information and transmit secure data. The hierarchical
structure is used and the authentication node that issues the key of the nodes within each
cluster is elected in this proposed method. The authentication node manages key issues and
issued information for encrypting the routing information from the source node. The
reliability value for each node is managed to routing trust table in order to secure data
transmission. In the first step, the route discovery is performed using this after the routing
information is encrypted using the key issued by the authentication node. In the second step,
the average reliability value of the node in the found path is calculated. And the safety of
the data transmission is improved after the average reliability value selects the highest path.
The improved performance of the proposed method in this paper was confirmed through
comparative experiments with CBSR and SEER. It was confirmed a better performance in the
transmission delay, the amount of the control packet, and the packet transmission success
ratio.

Key Words : Secure Routing, Hash Chain, Trust Value, MANET

[. A& dshs 54& 7 1] o#R o= FAl
AW BE o] k=5 WAL peer-to-peer

ol =EE2Y 7% MANET(Mobile Ad Hoc  WHo2 FAleH Ht) &, BE ol =52 O
Network) 7|#= Hi= APS & $F #el7k & off S A% 2k 923} dojy dFe| 34
AetAl om, Mz 7ke] B4 SIS o &dte] A E QTS Fsjopiit). i =50 ojg o <
g S BEEZEA i 4= A4l oHa g

QREMATLRY =27 69



T
Mo

o] A Hoid

=
¢

!

Al
23]
‘_ﬁo
N
a5

~
jze)
wjr
o)
ﬁo
)
g
e
o

fo.

9]

TAl ZQ

c-al

H

]

Gt

‘mmO
o

=

X g8 Au

2k
=

B
ol

Mo

Mo

o

T 9 passive

oF7| &k

=
=

A e 53

],

faeh Az e9d el SRR ARE A9, W] EE

9|

= 0|83

tod Al 729 S22

9]

9
oy, FHAHYY T wEE ME

=
=

#= 32

=9y Ao Uz

948 22 wEdA

o

fsl

CH4-5]. ol

ok

A
i

21

o]

Mo

“ .
+— avtive

3

A

s

7

3}

g =29 MAC F4E o|&

il
T

ol
e
Ho
o
"
2]

LA E

o] Sith

=
o

4, jellyfish attack

il

Mo
ol

Mo
_12

G
i

24 g

o] destA drt. o]

3.3}

ANE o

_
Ho

A
o
ﬁo
gl

i

i

Het

ol =ES9 AEE ghs o

o

s

A Bk 283 ol A 9

o=
T

et

2 wEE 22 wEd] 25 w49 Au 3

Ho

498 A7 27k A

-
i

o] Q1S ol A]

9|

olth

_

NERAE ¥

o

Mo

}o] CBSR, SEER 717} H] 1

e 943

-
O

7149l 7

)

£ 477

7 el oy

Ho

Ao
w
~
pj ol
MR
,,.Aro
T &o
Mo
o
Py
F=R =Y
=T
T
= B
™R
X oF
o o
O
wo
)
T
o
ZO
[q\]
2
1]
=
ojn
[y
ol
UNO
ll
o)
alg)
HJ
oy
o5 T
%

o dlol¥]

ke
o

s

=27} AREA

}

MANET| 4 ¢] 2}

Fo] Abu H a1 373 A

9]

=l o

J

KO

o

npA o 2 5l A AR PETh

70 H113 H32



Aot 715 o83 ek ehod THe] 8 AT
2.2 He 2H 71 & 9V PR aa wWelzzEeldd Al ok
St HlolHE @%\—3} 7] $lske] 7} ESL AAle]
CBSR(Curve Based Secure Routing)e 7|9 #Helshe FUg @d siA] AQle o] &3/ €t
CBGR (Curve Based Greedy Routing) 7|l Hle|&  [10].
23k A83 VM oEM seA o] g AA
2 Ao o] Fof9]. WA olF =ESE o% =
17l Ae] ARRE T35 715 ol&stel & M1, #|etsl Hol 298 7]
T3 5 A 2efaL wo] g ol A 4
=R A A1) At Ba gt ARE 7] Al F o & oA MANETO A 2h¢-8 AHE 9 s}
5 ol&sto] ghasfsto] HEIT lﬂf’— drd = e e4e Adsta, 29" AF HlES
AL Slel =2 VIR YE|E dEstet] WE o83 wiNA AF Bl 7% Al 71l diske]
gtk ojd g A4S AA 98 ARE oA ¥ 7]=sksioh
= ojuf AAE Fre= vsstet dn 54 ==
M= o] FreA 2 HAES AFdel WdS 3.1 A|2E F2
Hlaste] MAE Zlo] JeAE ddstA dd
SEAD(Secure Efficient distance vector routing in MANETOl| A 2}9-8 TREZS HA YES] 9]
mobile wireless AD hoc networks) 7|He  AeS AT wE v§ F83 93S wa gtk
DSDV(Destination Sequcenced Distance Vector) 22 53] 14% A&7} glo] ol wtZit FA 5o
EZd B9E 72 Przﬂg ga7] Yate] HelE § U FE MANETAAE 2h8 Z2EFo| B 75s
Ho|E g4 A s I o 7IHS  Alws Folopt gtk 18]l of| YEST $H4
98 WEE FAlste S $AAE ATse Mk ulg T3 o] AlFola, YEYA A2
WA oRA ARE adke =uvt S Al @ oA 7P T83 A S8l Tl & 9l
A ol 29" HolE A AR SA] fE Xt AFE 7Y gt B o o B
FAA AEerh o] wEed oig QAT Hiae=  AE AAT F Atk 718 B2 Bl VHERE
TELSA, TIK 55 AHES = glor, /IgA] A3t HAd A, @8 sjx] dags o] 4859
QR F=7F WAk o] T ST AR ol d VIUERE o]F =ESAM
SEER(Sercure Energy-Efficient Routing) 7' 4 ] 212 $A|E 9de] 24 o glot. =3 4= A
Bol Q52 fsto] Wi A A0S ol gatle A Ee YEOIEA v o ARY SAxE dE
o, o] wmEs} wlo]axH ol Alold] FRE HE  E RAete A AT e WS AlEetA
715 ol&ste] 7|EAE FIAZ o] 7| Ho] gtk w2 =Wl AT sequence numbertt
22Holde FER s EdE Sk, W% routing metrics skl #E o9 ARE A
AL AE 271813 5 o]F mESO] A9 o Atz ¥4S Alddtal =EEY NEE g o
=25 S5 oMIES BXstd Apile] e b sto] wAIA] AE Bt 7sE AlEet] A e
=EE Fol o]zl oA dHelHzt dEdE 7S AlRbeRGinh Ak RS ste] A HE
OREMATEYY =R 71



<ag 1> AR YEYA 7%

3.2 7] 7|4k 298¢ AA

oY xzEzel 4% 999 AR S
=3 BEH0R Bed 4 Ut PHe AFs
£ A8 WS Fashh S A2 QuolEA 1
& Folh B4 U= 242 Ausn B weah
B H20 gelolE MAARRE BAE P o
B892 AHgsh: 342 Adske Ae 94 @k
oleld 298 AnE Auzsis A BIH
2 g 37] st} 9% wmES o] g3 s <)
Z PHe 48390, 9% wee Age vED
Bol Hggel B w=g Auagion, 4 (1)
ofal A,

"~ Fntrance timi

_ Count X Packet size

e (sec)

<¥ 1> KRRT Hlo|& +%

Authentication Request

Node ID Node ID Time Key Value
C K 14:10:28 83DJK31P11ALHO2
A K 14:11:52 F200394TW9332)D
F Z 15:12:30 TEPOB831109AYYT4

A2 REJAE F 2R
3t A s dEslsio]
ek 7]Ee] TiE 3§

o]

o

A g 7

RREQZ <3}/
I 2 A=

TRt el ZRAo] AIEE SA] kel FEA FAL

S4st A ki,

g4 AALE A €t o] ek 72
o T EEER S =

g & Al 715 o] &ake] E|Al
ddshe 44s A

gro gy ofoAQl rmEFf ot
A AN g A Enk 1
T olF kEEo] FU|HoE
olE& ksl o] % wkEE

72 H113 H32



Al A fhs et gote k. 53] oldek F <X 2> 299 A3 ol
71491 Auo]ER ¢ gt¢E oW =E e NodeID ClusterID TrustValue UPoate  Entrance
%c‘)_:] _/I; 2}]\9.1]1, ?l% }J:EOH 9]?:); 7] 1‘:'/]7]_ 01_3,_01 G c1 8 14:08:48 13:58:21
79,2_&’)‘1 - /\JQE_%— UH—?— l\__']:_-OE] —}F— 9}\% ;g_;g% ;l’ A c2 124 13:35:52 13:30:02
7” %E} K (o 9.3 15:30:50 15:04:54
SourceNoe | | Aubenicaion | | Itemediate | | Degtretion
g A2 kEOA AR AAE 93 RREQ HA S &
ey Gonerate it ViAG Akl B4 wEstAe] 42E 97 9 7 42
of EASHE wESd UF A% 7S UF et
243 o3 olal BHAAY o Ao
B vg Wit NHE g AN Bk o] Az gl
Ve e ARZ Aeste] goleg A4sh fk
<8 2> 71 A4 8 AREA W U GO
ol

a4
<I¥ 2> flolA AHdt oS kEE o] 83t 7] AE9] o E B 9ok

WY R AR 9 S BelFa 9

SH = wAA ]t Hetdo] BAAEE A ofy \o//" \G
L A = o e A R === = B R 2 e
° 3 101 .
O]Ei‘o’] E—?_]—}\éve_ o}:}g}‘]ﬂﬂ ¢ OHA = o J—E—ﬂ' Type Cluster ID Trust Value
A et AEY w2 4R g9l Folut Path 1 5B - C(10)-D 85
Qo & 5 ok wEbd 2 =welMes 22 Path2 | - F(6)-C(10)- E(3)- D 83
LHQ] EI_E_ }_E%oﬂ EH?J_ }‘\JQE %)\—% cd% 11_157]' Path 3 S-F6-C(10)- D 8
Helehe B8 AE HolBo| A 2 fAETt Padvd | 8BGO0 BHED 63
- 2 Ag Ag AEl vgbd
SE AF go|Bo: wrEo] YE I Fo <1y 3> AE 4z He
g A7kt Zhzte] SR RE Aplo] dlolE Ay
of Folg A3g F7|H R A6t 7 mEE <78 4= Yo AwE Hol #hoE 7w
gk AE e e deetA drh <& 2> @99 pseudo codeS BTl SiTh

qENeEEaY £27 73



A TS} 715 o &8 Het gh4-d R Hat dF
init (2) ; P71 AF HES A B7F 7o R AAegith
izurce_l(ey = Request_to Fey (2N); <78 Bl A wrsh BA vt abo)e] A4
R R —— AANZE 24 A3E BolFa itk o] Aol M
i Bu & g43 9 & $40) 248 ot 124 ¢
los Bloiais (oorh DoaRbRRLIEY: o we] A% AANHE HEEAT. TN B
_}whiJ}.e{Path_Establish}; o] #Ao] ZAEHA &< wfje} Ao &A= AS-
o= sl AtelE BITh SEER 7| A= 44
< fdl T == Fdl wloja2H ol A tlo]
V. A& HE ddatet e sjA] s ol &gt A
ok Al ko] fradds s 947] w2 A
4.1 A8 374 o Ay 2h9-8] ARl oa XAzl LA Y
Bl om, CBSR 7| &2 =27} 22l 93] A
B oERoA Hot #9H TREF] 45 Wyt HE dHojaxgo|de dAfsTH 22 7|8 o]
3l7] glsko] NS2 AlEeolEE ol &aith. HEY &3 g5ste AFysly] ujio] T4 el £ A
A 37] 1500 x 150001 °]F == 100705 HAAZ & Bk ASe BdME B9E AR Wz
on, o] LEEL HESAE AfFa/ olsstd Ay b AR FolA AL o] =& HRE
A 9AE Yo WSIl= random waypoint  ©]&5t7] wWigel =EES o]Folu AR ¢
mobility ZH-& o] &apgith B hpH ZREZY @ Aes Hlth 59 9 Z 349 @A} oY
A5 Hrkalr] glate] A AtEe B & 34 Bd & 3G A 7Y BF Aol 4] @ A
I 9 E A4S 247103 AR <E > A S AT F ATk
ol AMEE 37 M4 E Koo ) 298 T2EFY Hes YEE 8% A%
Zoll st A= Aol F Ao} AR Fo] ¥
<3 3> Ag AHE A7 W S5 A HES A dso] "olA= S o
Parameter Value st ZF oA £AEE Alo] BF Y] s =4
Transmission range 200m O ZM dHE ZREZI S Btelith <ad
e | ©oIH melEel CBSR A1 A st vl
Simlation Tame 00 sec ~2HolA 912 AR AE, B2 w=ohe] AR
W TEa FE AAS 98 g5k ol WwE
witoll 54 A} =A YeERdow, SEER 7|HE
4.2 A H7} Hlo]AxHol s FER s Egl A4 nEy)
TAE gk Aol AR o] tha =A SHEHNU
2 =wolAe CBSR, SEER 7|W+t Wl A3s vk 283 A 7R Al AR wdha) Al e
S A Wt BheE ZREZ] TS WUt g 23E I8 thh e AHE B Fo, Al
aom, T AE AL AR eHElE,  VIHE TAME M 58 A4S BATh

74 H113 H32



AL} 71 o] &3 1

Transmission Delay Time (sec) Transmission Delay Time (sec)

Transmission Delay Time (sec)

T T
Proposed method
SEER H

—=—CBSR

>

=

N

=]

o
o

o
=

2
s

=]
o

o
o

o

W;
]
>
)
15

Speed (m/s)

(a) 22| Y A

@

T
Proposed method|

S

(%]

=1

o
o

o
®

o
IS

o
)

o
o

=

.
& 4
[
2
EA

06 ¥

04

0.2+

00

—=— SEER
1 |=—CBSR

T T T
Proposed method

o
pos
~
@
o
=

Speed (m/s)

8000

T 1 T
== Proposed method
7500 A|—— SEER
—a—CBSR P
2] M
® 7000 /;
&
- ”“"/‘/“’/‘
B '/u// /1/
=
§ s000 sl [
5 ‘A‘ y  ——*
5 5500 P '//I
a I/l
g e
Z 5000 —
g .
" 4500
4000 /
0 30 60 30 120 150 180 210 240 270 300

Simulation Time (sec)

<8 6> Aol 79 ok =4 Az}

Bed ZTRESY R 4 9IS SR

A s vl 93 ARE AEsta QY
=EEY ool HA AF HEo]
SEER 7|HoAE REE9 o]FoR g H= H1
)7t o219l Asol "ok AlQkek 7Pl X =
T ol ofg AlF % gk A7t & ool AlEErt
L AR A AR e | < E R

100

—_
&
2 60
®
13
c
=}
@
A 40
£
“
= e -
& i
= ] i |
20 Proposed method| |
|—+— CBSR
|| -A—SEER
0 : T : T : T : T ; T : T : T : T : T : T
1} 30 60 g0 120 150 180 210 240 270 300

Simulation Time (sec)

<ad 7> A7 AF A e

OREMATLYS =2 75



NEEd 7)5 o83 1

e

AL A

He,
122

At BelE slael 9
Auel SMzE Aus

=

i

FAL
> 0
rlr ol

%—m

EACalL A

1A= 7]
o] RREQ #71& A&}

L L

=1
e gus

F S HoiT g dlolE A

wEE A% g 7k

o

“4
% 2 4o ox o o > ofN |

o 4o
okt
Q

A
o
o,

sto] CBSR, SEED 7142

A HiE, Ao RS vl

o of

=3

s
A

[1] P. Papadimitratos and Z. ]. Haas, “Secure

Message Transmission in Mobile Ad Hoc

Networks,” Elsevier Ad Hoc Networks J.,
Elsevier, vol. 1, no. 1, 2003, pp. 193-209.

Y. C. Hu, A. Perrig, and D. B. Johnson, “Packet
Leashes: A Defense against Wormhole Attacks
in Wireless Ad Hoc Networks,” Proc. 22nd Ann.
Joint Conf. IEEE
Communications Societies (INFOCOM  2003),
IEEE Press, 2003, pp. 1976-1986.

S. Marti, T. ]J. Giuli, K Lai and M. Baker,
“Mitigating Routing Misbehavior in Mobile Ad
Hoc Networks,” Proc. 6th Annual ACM/ IEEE
Int'l. Conf. Mobile Computing and Networking,
2000, pp. 255-265.

A. A. Pirzada, C. Mcdonald, and A. Datta,
trust-based

Computer  and

“Performance  Comparison  of
Reactive Routing Protocols,” IEEE Trans. Mobile
Computing, vol. 5, Issue 6, June 2006, pp.
695-710.

P. Papadimitratos and Z. ]. Haas, “Secure
Routing: Secure Data Transmission in Mobile
Ad Hoc Networks,” Proc. ACM Wksp. Wireless
Security 2003, Sept. 2003, pp. 41-50.

F3H, GAE, “MANETIN E&H AF4&
At A=yl B3 A uAEAgH Rt
3] =24, A7, A4z, 2011, pp. 31-37.

P. A. R Kumar, S. Selvakumar, “Distribute
Denail-of-Service (DDoS) Threat in Collaborative
Environment - A survey of DDoS Attack Tools
and Traceback Mechanism” IEEE International
Advance Computing Conference (IACC 2009),
March 2009, pp. 1275-1280.

M. N. Igbal, J. A. Khan, F. Umer, N. Javaid, L
Hag, M. Shakir, “Security Enhancement of
in Mobile Ad-hoc

Pro-active  Protocols

76 113 M32



NEEd 7)5 o83 1

[10]

Networks,” 2013.
S. A. Mahdi, M. Othman, H. Ibrahim, ]. M. Desa
and J. Sulaiman” Protocols For Secure Routing
And Transmission In Mobile Ad Hoc Network:
A Review” Journal of Computer Science, vol. 9,
no. 5, 2013, pp. 607-619.

F4, AFS, G2 ENDL 35S 9
491 2hed dadls,” gAEAdgE et

51
A, A8, A1z, 2012, pp. 171-179.

Job b

n A AT .

20114 99~3A)

FHog JHE s 205
200641 29~20114 29

SRt Al

g
20054 29 zATeta AAHEA 8k (o] 8k}
19984 29 ZAMuista AAHEA (o] A
% &4 BARoE : ANNE AYEAN A, MANET
Yang Hwanseok E-mail  yanghs@joongbu.ac.kr
EEAFY 20159 84 189
4 A 920159 89 289
AREARL: 20159 99 49

OREMETE

ot
2

9 &

=]
hs

=N 77



