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The Study of Improvement of Personal Information Leakage Prevention
in Mobile Environment
Choi Heesik * Cho Yanghyun

{Abstract)

Recently, number of tablet or Smartphone users increased significantly in domestic and
around the world. But violation of personal information such as leakage, misuse and abuse
are constantly occurring by using mobile devices which is very useful in our society.

Therefore, in this paper it will talk about the problems in the network environment of the
mobile environment such as tablet and Smartphone, Mobile Malware, hacking of the public
key certificate, which could be potential threat to mobile environment. This thesis will
research for people to use their mobile devices more reliable and safer in mobile
environment from invasion and leakage of personal information.

In order to use Smartphone safely, users have to use Wi-Fi and Bluetooth carefully in the
public area. This paper will research how to use App safely and characteristic of risk of
worm and Malware spreading. Because of security vulnerabilities of the public key certificate,
it will suggest new type of security certification.

In order to prevent from the information leakage and infect from Malware in mobile
environment without knowing, this thesis will analyze the improved way to manage and use
the mobile device.

Key Words : Private Information, Smartphone, Mobile Device, Haking
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