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Abstract

Mosts user of internet and smart phone has certificate, and uses it when money transfer, stock
trading, on-line shopping, etc. Mosts user stores certificate in a hard disk drive of PC, or the
external storage medium. In particular, the certification agencies are encouraged for user to store
certificate in external storage media such as USB memory rather than a hard disk drive. User
think that the external storage medium is safe, but when it is connect to a PC, certificate may
be copied easily, and can be exposed to hackers through malware or pharming site. Moreover,
if a hacker knows the user’s password, he can use user’s certificate without restrictions. In this
paper, we suggest secure management scheme of the private key file using a password of the
encrypted private key file, and a USB Memory's hardware information. The private key file is
protected safely even if the encrypted private key file is copied or exposed by a hacker. Also,
if the password of the private key file is exposed, USB Memory’'s container ID, additional
authentication factor keeps the private key file safe. Therefore, suggested scheme can improve
the security of the external storage media for certificate.
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