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ABSTRACT

ICT-based on-board oriented train control system has been proposed to improve operation efficiency in
low-density railway line. It is also needed to develop a new ICT-based local control center which relates to
existing centralized traffic control lines. In order to meet the qualitative target of these developing system,
RAMS activities are required. In this paper, through preliminary hazard analysis, hazards and their contributing

factors are addressed, then countermeasures are established to control the risk to an acceptable level.
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Fig. 2. Preliminary hazard analysis (PHA) process
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Table 1. Hazard severity classification

Severity level | Class Results to the people or the environment Results to system

Catastrophic I Fatalitie.s and/or multiple severe injuries and/or major damage to Whole system loss
the environment

Critical I Single f.atality and/or severe injury and/or significant damage to Loss of a major system
the environment

Marginal I | Minor injury and/or significant threat to the environment Severe subsystem damage

Insignificant IV | Possible minor injury Minor subsystem damage
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Table 2. Levels of probability of hazard occurrence
Frequency L Frequency of occurrence
Class Definition . .
level per operating time
Frequent A It is likely to occur frequently and will be continually experienced. f > 107
Probable B It will occur several times and can be expected to occur often. 10° < f < 10-°
It is likel 1 ti
Occasional c t is ikely to occur several times and can be expected to occur 107 < f < 109
several times.
Remote D It is likely to occur at some time in the system life cycle and can 10° < £ < 107
reasonably be expected to occur.
fmprobable B It is unlike:ly to occur but is possible and can be assumed that it 10° < £ < 10°
may exceptionally occur.
Incredible F itcci);tremely unlikely to occur and can be assumed that it may not £ < 10°
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Table 3. Risk level
Category Level Definition

Unacceptable | R4 | Risk shall be eliminated.
Risk shall only be accepted when

Undesirable R3 | risk reduction is impracticable
and with agreement.

Tolerable R2 Risk is acceptable with adequate
control and agreement.

Negligible R1 | Acceptable without any agreement.

s ey
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Table 4. Risk matrix

Severity|| Negligible |Marginal| Critical | Catastrophic
Frequenc v I I I
Frequent | A R3
Probable B R2 R3
Occasional | C R2 R3 R3
Remote D R1 R2 R3 R3
Improbable| E R1 R1 R2 R2
Incredible | F R1 R1 R1 R1
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Table 5. Hazards of ICT system

Hazard ID Description

Hazard A | Risk of a collision with other trains

Hazard B A _train enter.ing to unsafe section of
switch machine

Hazard C | A train exceeding safe speed limit

Hazard D | A train moving to the wrong direction

Hazard E W}}en s.witch mach_ine operates before the
train exits the section

Hazard F Collision when people or vehicles are
crossing

Hazard G | Collision with workers on the track

Hazard H | Unconfirmed train on the track

Hazard 1 Damages of on-board drive and brake
system
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Table 6. Hazard contributing factors

PH ID Description

01 Malfunction of a switch machine

02 | Malfunction of a level crossing gate

Train movements without authority for route
request

03

04 Unintended failure of train connection

05 Unintended movement of a train

06 Unconfirmed train on the track

07 | Failure of emergency stop devices

08 Hindrance for train movements

09 | Drive mode change to unsafe condition
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Table 7. Preliminary hazard analysis of ICT system

PH | Hazard Related Locati Consequence Risk before | Description of countermeasures | Risk after
D D subsystem/ Cause of hazard £ hazard
item on ol hazar F| S| R H F| S| R
Wayside wireless device should
Switch Bad be able to communicate with a
machine / communication train anywhere in the ICT
On-board Field |status between a| Collision / section / In case of a failure
A computer / equip train and a Derailment /| D | I | R3| of a single wireless network F| I|RI
Wap side ment [switch machine /| Staff injury component, train operation
01 my ter Failure of a should not be disturbed by
compu switch machine dualizing the coverage and
power of the ICT section.
” ” ” ” D I | R3 ” F I | RI1
Malfunction of a s
” ” switch machine Derailment D| I|R3 ” F| I|RI
Level crossing
e | Failure of a | Collision /
02 F computer | ” level crossing | Derailment /| D | I | R3 ” F| I|RI
Wayside gate Casualties
computer
On-board Entry of an In case a train enters the ICT
computer | unscheduled train /| Collision / section without route approval,
A Wap side ” Train entry by | Derailment /| D | I | R3] the train should avoid collision| F | I | Rl
03 comy‘ tor operator’s Staff injury by applying the emergency
pu mistake brake.
B ” ” ” ” D I |R3 ” F I|R1
C ” ” ” ” D 1 R3 ” F 1 R1
By recognizing the separated
Wayside Train separation | Collision / train, the emergency brake
04 A comy ter 7 |caused by failure| Derailment /| D | I | R3|should be applied in order that| F | I | Rl
P of a coupler Staff injury the train cannot be passed the
occupied location.
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Table 8. Preliminary hazard analysis of ICT system (cont’d)

PH | Hazard suszlzttee?n , Locati Cause of hazard Consequence Risk before | Description of countermeasures | Risk after
D D it}e,:m on of hazard F|l s| R H F|l s| R
In case communication with
on-board device is impossible
Transponder Measurement Collision / condslel:iutt(i)véhfhrf:ei:hge sOfthe
05 A tsg ” failure of Derailment /| D | T | R3 emergency brake shc%ui 4 be F| I|RIL
location/speed | Staff injury applied. / In case of a failture
of a tag, train operation is not
affected.
B ” ” ” ” D I |R3 ” F I|RI1
Wayside wireless device should
be able to communicate with a
train anywhere in the ICT
Collision / section / In case of a failure
A Tranfgonder ” Iajln?rbalifl tl(z) cifitgrclt Derailment /| D | I | R3| of a single wireless network | F| I [ Rl
06 8 Staff injury component, train operation
should not be disturbed by
dualizing the coverage and
power of the ICT section.
B ” ” ” ” I |R3 ” F I|RI1
Emergency Failure of a Collision /
07 stop button ! button Derailment | P | ! R3 F| TRl
Wayside wireless device should
be able to communicate with a
train anywhere in the ICT
Collision / section / In case of a failure
A Trani};onder ” Iin?rzlii tl(; Cifitg;t Derailment /| D | I | R3| of a single wireless network | F| I [ Rl
09 & Staff injury component, train operation
should not be disturbed by
dualizing the coverage and
power of the ICT section.
B ” ” ” ” D I |R3 ” F I|R1
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