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Abstract Recently, with the activation of the industry related to the big data, the global security companies
have expanded their scopes from structured to unstructured data for the intelligent security threat monitoring
and prevention, and they show the trend to utilize the technique of user's tendency analysis for security
prevention. This is because the information scope that can be deducted from the existing structured
data(Quantify existing available data) analysis is limited. This study is to utilize the analysis of security
tendency(Items classified purpose distinction, positive, negative judgment, key analysis of keyword relevance)
applying the machine learning algorithm(Naive Bayes, Decision Tree, K-nearest neighbor, Apriori) in the big
data environment. Upon the capability analysis, it was confirmed that the security items and specific indexes
for the decision of security tendency could be extracted from structured and unstructured data.
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(Table 1) Machine learning algorithms
(Classification)

Machine learning algorithms

Categorical : (Classification)

Naive-Bayes, K-Nearest Neighbors

Logistic Regression, Support Vector Machine, Trees
Supervised |Continuous : (Regression)

Decision tree, Random Forests

Boosting Trees, Neural Networks

Support Vector Regression

Continuous
Categorical

Clustering : K-means
Gaussian Mixture Model

Unsupervised
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[Fig. 1] Machine Learning Process

ZIAISs 42 5 € dlolel(Raw Data)& ]85}

o] &73h= Training W71} £7% dlolelE &<lsh=

Test YA ok dolH e ?%6‘}% 54 AR
g}k

A ZIAIRNE daEEo R olE i‘%
4o A7 w2t w7 o

243 3} <Table 2>& &+ @@ﬁgi
1AISkE <are])E(11,12,1314,1516,17,
ERdiTh

N

(Table 2) Machine learning algorithms(Types)

Algorithm Types
. Ordinary Least Squares, Logistic Regression,
Regression | . . .
Stepwise Regression
Connectivity—-based Clustering,
Clustering |K-means, Centroid-based Clustering,

Gaussian
Classification and Regression Tree (CART),
Iterative Dichotomiser 3(ID3)

Decision Tree

Assﬁz“o“ Apriori Algorithm, FP-Growth Algorithm
Nenural Perceptron, Restricted

Networks | Boltzmann Machine(RBM)

Bayesian  |Naive Bayes, Bayesian Belief Network (BBN)

Ridge Regression, Least Absolute Shrinkage and
Selection Operator (LASSO)
Dimensionality | Principal Component

Resuction | Analysis(PCA)
Boosting, Bootstrapped Aggregation (Bagging),
Ada Boost, Random Fores

Regularization
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(Table 3) Data Collection Source

Source Entry

dailysecu.com(780), boannews.com(2320),
ahnlab.com(648), securityworldmag.cokr(375),
ddaily.co.kr(920), etnews.com(1110),
www.cctvnews.co.kr(380), itdaily kr(540)

Title, Registration
Date, Original text

Total [ 073
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[Fig. 2] Decision Tree Process
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