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ABSTRACT

Vehicle cloud technology is a fusion technology of vehicle communication technology and cloud computing used in
wired and wireless Internet, and has attracted attention as a new IT paradigm. It is expected that it would contribute to
resolve the road traffic problem with effective communication by providing computer, sensor, communication, device,
and resource. but security is necessary to apply vehicle cloud environment and it have to resolve security threats and
various attacks occurred in wired and wireless vehicle environment. Therefore, in this paper, we designed security
framework to provide secure communication between vehicle and vehicle, and vehicle and the Road side in the vehicle
cloud environment. Safety and security of the vehicle environment was satisfied with the security requirements of the
vehicle and cloud-based environment, and increased efficiency than the conventional vehicle network communication
protocols.
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Table. 1 Vehicular Environment of Security Requirement

Division Described
Vehicle of the vehicle environment, must
Vehicle and be unique, which also elements that reveal
¢ l;CSfJan the identity and Shi must say their identity.
certification In the 1nter—gr.0up vehicle communication
environment, it is necessary to prove the
members of his current group.
Message Message sent to each other should not be
Integrity above modulation.
Messages that are sent and received in the
Confidentiality | vehicle-to-vehicle communication environ-
ment must safety there by an attacker.
The owner of the vehicle, information from
Privacy other vehicles must be safe, you need to
Protection prepare protection measures from the travel
and safety information
L Vehicle that sent the message should not be
Repudiation .
able to deny the corresponding message.
Each node and cars should always send a
Availability message, it should be routed in a quick
time.
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Table. 2 Proposed Protocol of Abbreviation

Description
Vehicle Identification Number and
VehicleVIN Vehicle Number of Xor Operation Value
(Operation to fit a front seat)
VehicleNonce Vehicle of Generation Nonce
VehicleSig Vehicle of Signature Value
BSCert Base Station of Authentication of Value
Ex(M) x of Public Key M Encryption
EX-Y(M) ])E(nzlrijpﬁt(i ;)If Value using bilinear pairing
Session Session Key
GP GPS ofGP (Talker ID)
GGA GP of GGA (Sentence ID)
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Hash(ﬁf é‘)%h/:/@mms‘
Vehicle Signature Response
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) Check Vehicleny
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Analysis Vehiclesy
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Vehicle, Base Station
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