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ABSTRACT

Recently, as the service scale of cloud service is expanded, an anxiety due to concerns on new vulnerabilities and
security related incidents and accidents are also increasing. This paper proposes a certification scheme for multiple
session management of security sessions which are generated after the user authentication. The proposed session
multiplexing scheme enables the independent management of security sessions in the level of virtualization
(hypervisor) within the service provider. As a result of performance analysis, providing a strong safety due to session
multiplexing and mutual authentication, and the superiority of performance was proven by comparing it with the
existing mutual authentication encryption algorithms.

FI9E : Zees Aux, A A%, ) Aul s, 7PS) stolwfuto] A, AE¢1%
Key word : Cloud Service, Web Authentication, Web Service, Virtualization, Hypervisor, Mutual authentication

Received 27 July 2015, Revised 25 August 2015, Accepted 07 September 2015
* Corresponding Author Jung-oh Park(E-mail:jopark13@dongyang.ac.kr, Tel:+82-2-2610-5169)
Information & Communication Engineering, Dongyang Mirae University, Seoul 152-714, Korea

http://dx.doi.org/10.6109/jkiice.2015.19.9.2056 print ISSN: 2234-4772 online ISSN: 2288-4165

@This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(http://creativecommons.org/li-censes/
by-nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
Copyright © The Korea Institute of Information and Communication Engineering.



SAHPE AH|A 21240 kXt OIS} MO IS SIst CHEA

.M E

Q= AH| oA AFEA}Q1ZS(User Authentica-
tion)2 AREALE] QEAZE AJH| 0] AMR-S- Q13T T
Ql Bt 7|5 5 sholtk 2009 o]u|o](eBay)ot =
o]Z(Paypal), 2011 -2 ¥ Y(Gmail), 20144 o}a}
& 71=(Kindle) 5 Tlol¥ F5, A, 3 EH 5 A
S5 08 AL BRI QOB Fees 3
ZdollA= 71E Au s 2 = g 2R ARAL
% 9 A o 7)ol 2FEH6, 7, 17].

Fepor An|so] tEAl Bl el PKI, of
o] (i-PIN), SSL(Secure Socket Layer) 5 2157|&S
gAY 224 F=71Q15 714 ¢l OTP(One-Time
Password)U Captcha, =3} ¢1= 7]<4 SSO(Single Sign
On)& #835t= 59 7|& H3|as 283 ohgst
HA7F 28 Fofl A, 5, 8-11].

20118 9 7N ER T H QAT 20126 8 Het
AW G5 RS AAe 2 SERE AH|AE AlE
Sh= 7]& PCE 7INHe] 571 E 7]EE ¢ AlH| A
ASAES i HRAHE 59 Fol Aot
[12, 18]. Zejuf 2T =etd S AH| A7 §4
SHA| S7FsHA HhA] 718 Fod S0l olgraEal
Atk 2014'd EF 5 E(Blue Coat)ol] 2J5td A4 71
gHgslE]o] 9l SSL 7|wo] 245 Aol EL s
shel Ed o] gt Ex] % Afho] of 29 A5
A& FAAPT)ol A st7] ofFar, &t MITIM
(Man-in-the-middle), Poodle, FREAK, HeartBleed 5
Flofd o] Al P B of A 7F B AL QI 19-22].

WY SESE AH|IAS A USHA] O AfH]
AlSAH] 79 it PC-E YE kS Alsst7] of
ol Tt HAAE 7Rk Q1S F HoF o] W
B5-7F tiF-Eolth AREAF Hol S fl8l RS
2 HE HH|AE AESH= SSO 7159 49 HekAlA
sf7dell thsto] g AREAF A Y] of 2] An]2of it
AR =, Q15 93], U3t =8 5 vhekst oy
o] ZAFIH13]. 53] F¢-E 7[Rt 7MY SEAZE
o= 7HIMAIRQL sto]mutol#] floA AHE= 5
A g zof] oM=L Blo| g A7t 4 A g4 = ik
= FoFR o] EARTH2]. wEhA] & =olA = 71E
HF ZREEF(SSL, SSO) of¢fof] 5o r QIFS

ST e T8 2T EJ o] 250] obd TR

R
re
0l
N
Iz

29| mol ZRES 383} Bl A et Fery
e $I5k A A e ]9 ARk

B =gol Ty thedt g 24 B
o A TEAIA QA% 71, 43 A, 53

AEOR 9k

o
re
x
W
ol

II.

i

2 A7

21, E2}RE My|A

Sohe.E AuIAR Y1) 9 Aol
o 2xEFo] 5o FHH AN WAt vIet Uel
231(On-demand) ©]o] )3t AMg R FS A|F5H= H
2}(Pay-as-you-go)2& &Jv|HeH{14]. Hojsh= AHele]
5o] u}2} SaaS, PaaS, IaaS A H| A2 FLE=CH

SaaS AJul20) 4% AR A ZRIYS AR
Qo] YA H SELTE OIS AL Fe|S
ulglel, AU 2B A2 SaaS EHE-S SaaS o} E2)
oM T} AFEAL 715 AL A8 dlole] Re] 7]
5 SaaS of ZE|Alo1d S| B A, HUE T B A
&% 34 715 22 Bt Vs T HER Vs Al
5 5 Utk A AAA oz S22 AA(F-2, ofukE
S)E0l FrEskal Jlom =2 WA AL gt
719 =&

=

%) B-go] AR 7ol Fhel i Zeke = A
2 AkQlo] SAERE 918) AReh wzk Ao He e

OPH FeHes Mu a9 chopd Bl E B8
A} A AR 3 Y o) Bt BAolc Mg
AN 55, A ST 2 Aol e
QA3 AR &, dlold &4 5ol 9Bl 24
S o

2.2, ofZalA0K FHAfstet Hot|%

Zehes Aulit Au| FPYSHCPU, Hlwe), Bt
HAS ) 714 BT ARGAE 8ok A6l
of whet 7hal Al e AZRCH1S] o]t Bg-tok
of whet 7hgE S chEA) 2§ shsshek @A 7t
A g ol 1 AME o R HFslo] gt 7MY &7
.8 3ol suto] ol 16)].

7hg A e} SHE o] Afolo] F4a} dlo]olS v
sfo] thake ALE LGAA B2 ofZel Aol 4 e A

2057



SR B ELISHS|=2X|(J, Korea Inst, Inf, Commun, Eng.) Vol, 19, No, 9 : 2056~2063 Sep, 2015

AL = lek o &8 Aol A 7HdSh= AMEAR} o &
Aol Aol "agt He AYS Ar|E AleA S
A 2 5E Algib=th 53] 27] v 85 Eat ookt

chttof] gk Al A 2 o] golgt o] et
ZI5Ao gz Hu|A ZEX) ABEs AZEY
ofit AREE 4= Utk T o] Stk HeHAl S
S R o

A A2 BFA7 ABSHE Bet B3
EASte, A AT} BOLY B3

gofoF sk A}
Sfa F7HH9 71 S AP 5 U A B2 AT

Al 2} o] Al & 4=fofl gltt

olefat stolsutold ete] Herdel o
2 U elolq oHIE o Hut ARt 3ok
7| Zeld Hek AlATle R S7) ofgieh ol
th o] & sfdsty] e o RE VM W A s
of 23 HLdl= VM T A|(Introspection)} = VM
of A== FEj7t obd SHE Hek A8 7P Al
AolHE 7MY} Hel o]&ato]d(Agentless Virtual

P

Security Appliance)5-©| 1tH4]. 7}A4F 2ot o] Z o]
A HRAlS AEAE do]E o]a]|Q] o]8]E, o] HEL]
34 7Vs4 & BAZE EA[15]18] 2L HAE =
o] 3131 Q7] W] B o] Aol ZREZL §F
Holo 2 VM 7HA] HRAlS 7jHto 7 T2 eEE-S Aof
shaL &-g-5kgick
I, Mgtst= CHEAMIM QIS 7|

2 =2 22 EE A8 HY= 71E dTE0] AHE
A7L Shtol| Q125 QIFA e} FAlE Y5t FE

Sh= ThE Aol do] itk 17 13} o] Febg= A
22 AR el S1X)3t sholwuol Ale] Wb A7}
%) g,

Cloud Service Provider(CSP)
Vritualization areas

End User

M1 i 2 VM N

XN
=) G |

T ir
wiahte | (|
) an e wnic
e
Y2 4 } } }
£83 Typerfeors o |
o [xen o ] [Coperv | [omen ]

. i
PhyNIC, CPU, !
| A

Public Network

O 1. AAH” X
Fig. 1 System Architecture

7} o) A a R A AN Useno Auls A1E
ZHCSP)] Q1A H(AS), 7HiISE 9ol 9] Sto]wjuto] 4
AZHV) o2 LRI e Iy 27] 7uE
9 7] ask A, Bkl e 5t A elE v,
stolmutol A AZo] A Al THES} T = Lt

3.1, %] 7|mat |
29 24 27] 7|28 BA S Yehr,

User AS HV(Hypervisor)

Join and Key Exchange

(DUser Join Request

AS : Generate SPuk

. . Generate SPrk
(@User Join Response SPuk

User : Generate UPuk
Generate UPrk
@ UrPuk sPuk : AS Public Key
SPrk . AS Private Key
UPuk : User Public Key
UPrk : User Private Key

@) Authentication
Request

a3 2. 7| 7|wet BHA
Fig. 2 Initial key exchange Step

2717] BFE 919 AFA ol 7HE ol ZejAo] 4
AT} 55 wofof g,
D 27] 749 24 olF FH7] w15 @ Al
2 A3 B4 A,
@ AFgAe] B Mg Sk
A7, o171 S A s

ar
[¢)
@ 7|38k o] AT A& I BT DA
A

o HAelA 2

EE SHE AR B, AR AL ol
A

18-S Astel Agtet ol

(e}
CD%*Z}*M%O*‘%T%H AZIAN71Z of
NS
T

" @ el e 45 UE e 2 B
shal 4B91% THgo] Buka ARgAteh Alul2 A3t
Zroll BLok A S Mgtk

@ 7M ol B A A g AHgRe] 2o
wheh AL tHEe} B et

2058



S2HE |2 20| kRt oIE

User AS HV (Hypervisor)

Mutual Augntication

AS Generate
Clphertext Signature

(AS's INFO)U'PuU

(AS's INFO)SPrk

User Generate
Ciphertext, Slgnature

(User's lNFO)

(User’s INFO)UPrk

(DVerifigation

(@Authentication
Response

o

Secure Session Establishe

(@Virtual Applicationl~N
Request

a8 3. 43015 A
Fig. 3 Mutual Authentication Step

3.3, MM CiS3t A
a9 4, 5= A4 get 9AE HERdnh

User AS HV(Hypervisor)

Session Mlultiplex

(@Virtual Applicationl~N
Response

Hv Generated Random
Key Chain 1~N
Hv : Generate HVPuk
Generate HVPrk

@Key Exchange

HV Generate
Ciphertext, Signature

(Hv ID)VPuk

(Hv ID)SPrk

1D : Identification

AS Generate
Ciphertext, Signature

(AS ID)ASPuk

(AS ID)ASPrk

(3 Verification

a3 4. MM OHESH ©A -1
Fig. 4 Session Multiplex Step - 1

@ INN7H 9] 71 o &0l 842 ASHHE
o] AEshaL stoujuto| A= ;o &2 A o)Al

J%HE A5t o] oA stolmutolA = 2}

ol 8o gt djel 7AIle ATt
o] % 7t Aol gtk oF & 7] 2 ARSI

@ NS 1H19‘r Stojiulol & Atojof 7|48/ Bl 7]aL

5 012o 23},

® mol Aﬂ*ﬂ% AL, 7 7P el BeA el &
A

N9 £‘=
mlu
rlo )

o]l WA B2 ele] 7|1 ol g3t
beAko] e AL graskeict
2} 7149 shebl g W sholsuto] Aot Q1A
B Zboll AlAS T 4 Gl A shebule R ALg
7] wo], thEeA A AT Beh AL 2]
A RO ATHE S A 0w A4,

pal

b 2Ot BEIE 215t CEEAIE 215 719
User AS HV(Hypervisor)

Session Mlultiplex
Secure Session

(DVirtual Application Accessl| Generate Sessionl = ((Sess{on)H)HVPrk
= (Ciphertext, Sessjon1)R!

(2Verification

(3Success

Generate SessionN = ((Sessjon)H)HVPrk

[®Virtual Application AccessN = (Ciphertext, SessipnN)RN

[5Verification and Success(Salne process)

R1 : Random Keychain 1
RN : Random Keychain N

a3 5. MM oiEs B -
Fig. 5 Session Multiplex Step - 2

A TSR mHA ek Bl A ARl Q1E A H
Zbol] 27] 445915 o] 5 QYA E Wb AL T} 2
o] o]_Q.ﬁh:}
@ 7H ol Z el Aol 8RS Abatt AFA e}
g o}OMHMZi 740) A501%-S 5k 5, 2
I

®
=
-z
%
o
b J
rr
_o|L
2 E
ﬁd
Y
1o
2
ol
2
T
()
é
1~

@ A 2E A ol

e

==y — |
IV, 4524

AesEA TS Intel(R) Core(TM)2 Quad CPU
Q9400 2.66GHz, 6.00GB Memory, Windows7 64bit,
Eclipse - Java Security Cryptography API 7|Hto 2 9F
2E - GAIAl= Ubuntu
12.04, Ti_’-E}-%E ;j ZO DevStack(Openstack), Hyper
visor(KVM)2 A&t Bl AE 32 ISP 7]4k 3]¢d
23 G215 #-8-ste] FoAlof gt ¢ ol &
Aol 5= S8 (us) sk

M mEY QB TelE YA B 13 2ok B o
el

ol SSL/TLS,



s B EASHS| =2 X|(J. Korea Inst, Inf, Commun, Eng.) Vol, 19, No, 9 : 2056~2063 Sep, 2015

PKI, WPA2, ECDSAE #-85}o] v|utjAto 2 AA35}H

.

1. ds=24 125

Table. 1 Performance Analysis of Algorithms
Protocol Description Specs
SSL/TLS Secure Sockets Layer RSA1024, 3DES

PKI public key infrastructure | RSA2048, SHA256
WPA2 Extensible Authentication EAP-TLS,
Protocol, 802.1x AES-CCMP
. ECC256

ECDSA Elliptic Curve, secp256rl SHA1

2 E3t 4 ha}n ow 2
52 ECDSA, SSL/TLS, WPA2,

PKI 402 Upeideh. 7] Q4F A% % F8 ol ©
AL SR O3H B2 ek U
2EZ 8 rRsote] 39 WA ol 2 IS F
A) g9k

Q1419 49 3 719) Ao 154 g A A
4 ol 719, 7173410 B Skt oA TR b
£ ul s} ot AAte] St 1 Ak el F0
ol 9 AL FRORE M2E /140l 4
5ol Y& AL AL LAHI,

[e]
o) 749 54l

wl

&

H 2. MsEA HI(YE) - 1

== =4

Table. 2 Performance Analysis(Original) - 1

Protocol SSL/TLS PKI WPA2 ECDSA

Encryption | 0.001978300 | 0.001728462 | 0.001907062 | 0.001383524

Decryption | 0.014166845 | 0.013720294 | 0.003996590 | 0.001885504

Key Pair

. 1338940249 | 2.549147799
Generation

1770333840 | 0.085066332

Certificates

Generation 0.151424417

0.186428914 | 0.185458446 -

1506509811 | 2.751025469 | 1.961695938 | 0.088335360

3 A 279 53 103] 1044 uh2 2t
duE]E ¥ Asus)9 4|, 24, HIES UeRAT

L 1 [e]
ol g W

EREZ B R AFA WHE 18) o]F A1
3, Qr R B8l AL B HHAT,

E 2 AR AnlA 7HE Aol Wolxs
PKIS A5t Bt 57t /b we dmelse
WPA2 2 UElEo n, ECDSA7} 0.088~0.018(sec) SSL
/TLS7} 1.506~0.809(sec) = 3£ 29} H|wsto] H&E
7} ol Z7Kk A0 2 hehth. ole] el 4% oA
20} HUY ATYE A 02 ek,

H 3. Ms2M ZIH10 session) - 2
Table. 3 Performance Analysis(10 Session) -

SSL/TLS PKI
1.270817287 | 3.933352966
0.464467786 | 0.446087575
0.809167274 | 1.97997078

Protocol WPA2
0.542405257
0.050212401

0.165808477

ECDSA
0.114170500
0.006719400
0.018230800

Maximum

Minimum

Total(Avg)

A= 10414 diste] =1
S vERdTh A= I101] 7
ol A3 OJOHE AAREBH] el Q1S
83 it Srer) AlefE Ayt

4% ofu] o]
=

H 4. 4524 ZI(10M14, Mzl 1002]) -
Table. 4 Performance Analysis(10 Session,

100) - 3

Re-Login

SSL/TLS PKI
0.927937376 | 7.701347900
0.031786763 | 0.145386800
0.428533770 | 1.661304340

Protocol WPA2
0.605446000
0.032667000

0.156059050

ECDSA
0.117785000
0.003203000
0.001369500

Maximum

Minimum

Total(Avg)

= 20] HA| A
A 0.01~2.7(sec) 2 % o) 7}
o 1% A 45 e g
L o}71E]2L ECDSA(0.01
. 7}% Aol Holut A

J

L

ofr
1o
oE
do
N
N
N
N
o
&% |o

(e}
0.1 -7.7(se0) Lmb} 7t e 370 Asoluh B4 4
ejol] W} F1A ARe Wl Whe Ao ek, u]
7] Ai5o] oAl AL 2l B 4= 9o SSLITLS
o] 7 0.428(sec), WPA22} H
Aoz eprt,

15ke] 0.156(sec) @ A

2060



ECDSA2| 7% 7%} fgo] & Ao HAY
A EA] 31A o) 2 %

AT

42, QFEA A

2 =70 el AR ¢are]5?l SSL/TLS,
PKI, WPA2, ECDSAL: B % OJ:HJ@ A5 A Hst=
7] 719k F Q1S dare]Eoelh QbHA EAoflA
= oA A 7Pg wE At £=E Alweta,
& AREAE FE ke R4 ol AR Al
© 2 I ECDSAE 7| dsshz qhdAdel dis)
EA8k3T

7] agh gl EolE kg

%27] 7|13k A A== F717] S’PUK, U'PUK 9}
S’PRK, U’PRKE §-F3}7] ¢34 = ECDSAS] E}
A=A o] A 4=E-A|(The Elliptic Curve Discreate
Logarithm Problem)E- 3} A 3|} 3t}

A ECDSAS] 4 44 291 /1% A4 4
7he1719F J—7H7]§ AHH‘Q_ ols RO AE}3] 52T} 4=
o0, BT ot
11]% & X—iﬁi A]«Q—EIL 9l RSA 13 AJAHIC]
2Q15He] BA Rt o] ge Ao g geA Qrk w3
zstel dlolEo] Aw 1o olalti Aot 5

3 520 A S Al g

y o

£ ©
)
O, ofy
ok
ih)

L

ol #uto] o] 7t ekl njrt 7} k2 g
N Q1715 AR Te] AR 23 ALS-
o] AlAE HESI] WA o] AA7I7E dE ek
FAA A okl ou]7h g17] wjEol A% T4
of ksl

O

o
)
—|—‘

2 Ay

UH
n il

217

2} 2ol A ALgAjet
Ao} U Bel g stol
el chsjed 2 541 72

s} wjEo] F1H4 3

—‘OIN—E‘

#o] QHAtteY.

7)ol ereldl $7H A
SRIAYIL EREo] P48 o5kt Wo]
o] A|gh & =R A o] st &

_\_
ro
>
rsL
oﬁ
HI
0
_>E
I._>.
rl-J
ruTm
4o
o
n
ol
>
=
re
oM
N
Iz

®
ol
_|_4

ojmufo]A] oA E Hut ZA

ot 710l AEHA ok &, vk Al
stojuulol & 912 theFet 7Hg AbedEol of
Aubd 7HsAdo] 2AgtTE o] & WAIsh] 9
= ’6}°lu1H}OIX1 Ao HebrlsS AEstAY
stojsulo]&] eJiLoflA] o] HES W HA|5h= Al

& Hel7|&o] 2-gFofof Fith

2 =wollAe stolHute| A ol 7RSS B
oF A AREARS] HobA Y SR Ao s weEghe
24 T Al o] F3 2 Qg dlolE e
Aat EAE s 2 sk

S A

v.g B

LA} Q1EAH O] AEIFE 7)E SeheE A
H] 204 Sl 714 7120l Hek EREZolt),
B =50] Aok 7| e Fehes Au|Ag ALg e A}
A1) Q1B TS I3 AHlA A BAe AF
Aot ol $13]3Hs sholwuto] ete] A elES
Z7ksha A4S TSt st

AR Ao B8 Ho] Qi dE LR
MR AN 0 LS ol
B4 A3 450] 288 E S A

e A 39 4 31718 ol sk P 713
FQIIZA 7]k Q1F-S HobEsL E Ak 2 Fel
A% AL &% 314, BelA Arele] SAslel uhet
4§ M9t Fobd AOR cabEIch olo] wet g
Aot 047140 7uo] Bt Feh9E Aulset 1
A okt o s Ze e Al oe Ayt
A= ofof 3 o],

|

X

l



SR B ELISHS|=2X|(J, Korea Inst, Inf, Commun, Eng.) Vol, 19, No, 9 : 2056~2063 Sep, 2015

REFERENCES

[ 1] AD Meniya, HB Jethva, "Single-Sign-On (SSO) across open
cloud computing federation", International Journal of
Engineering Research and Applications, No. 2, pp. 891- 895,
2012.

Choi-Dohyeon, et al, “A Design of Security Structure in

—_
(3]
—

Bare Metal Hypervisor for Virtualized Internal Enviroment
of Cloud Service”, The Journal of Korean Institute of
Communications and Information Sciences, Vol. 38, No. 7,
pp. 526-534, 2013.

Son-Seungwoo, “Legal Issues on Cloud Computing Service
& SaaS”, Korea Association For Informedia Law, Vol. 14,
No. 2, 2010.

[ 4] Jung-Sunglae , Bae-YuMi , “Trend analysis of Threats and

—
w
—

Technologies for Cloud Security”, Journal of Security
Engineering Vol.10, No2, 2013.
AD Meniya, HB Jethva, “Single-Sign-On (SSO) across open

cloud computing federation”, International Journal of

—
W
—

Engineering Research and Applications 2, pp. 891-895,
2012.

[ 6] Internet Crime Complaint Center (IC3), “2013 Internet
Crime Report”, 2013.

[ 7] KISA, “Cyber Security Issue 09 Trend”, Korea Internet &
Security Agency, 2014.

[ 8] KISA, “Web standards-based certification services Intro-
duction and implementation of technical Guide”, Korea
Internet & Security Agency, 2014.

[9] KISA, “I-PIN 2.0 introducing Guide”, Korea Internet &
Security Agency, 2010.

[10] GCMA, “Security Server Deployment Guide (ver 5.1)”,
Korea Goverment Cerification Management Authority,
2012.

[11] FSI, “Electronic banking authentication technology
Research Reports”, Financial Security Institute, 2011.

[12] MOPAS, “Personal information protection statutes and
guidelines notice Explanation”, Ministry of Government
Administration and Home Affairs, 2011.

%|=8{(Do-Hyeon Choi)

SASrhet HBEIATES0] BEAL
SISt ZTEf3t} AA}

- SACfehn ZFE{st} il
A= EHIIESH JAKSL PKI

[13] KISA, “Website vulnerability diagnosis and removal guide
for information systems development and administrator”,
Korea Internet & Security Agency, 2013.

[14] KISIA, “Changes in the IT ecosystem, according to a
spreading cloud services and Countermeasure”, Korea IT
Service Industry Association, 2012.

[15] Sin-Youngsang, “Hypervisor-based virtualization security
technology trends in cloud environments”, Korea Internet &
Security Agency, 2014.

[16] Jung-Hyeonjun, “Trends and major issues of the
virtualization technology”, Korea Information Society
Development Institute, 2013.

[17] Gina Stevens. (2015, June). Data Security Breach
Notification Laws. University of Maryland Francis King
Carey School of Laws[Online]. Available: http:/www.
ncsl.org/research/telecommunications-and-information-tech
nology/security-breach-notification-laws.aspx

[18] Korea Ministry of Goverment Legislation. (2012, August).
Promotion of Information and Communications Network
Utilization and Information Protection Act[Online].
Auvailable: http://www.law.go.kr/IsInfoP.do?1siSeq=123210
&efYd=20120818#0000.

[19] KISA. (2015, March). OpenSSL a multi Vulnerabilities
Security Update Advisory[Online]. Available: https://www.
kreert.or kr/kor/data/secNoticeView.jsp?p_bulletin_writing
_sequence=22627

[20] Bodo Moller, Thai Duong, Krzysztof Kotowicz. (2013,
September). This POODLE Bites: Exploiting The SSL 3.0
Fallback[Online]. Available: https://www.openssl.org/~
bodo/ssl-poodle.pdf

[21] National Vulnerability Database (2015, January). Vulnera-

bility Summary for CVE-2015-0204[Online]. Available:

https://web.nvd.nist.gov/view/vuln/detail ?vulnld=CVE-201

5-0204.

National Vulnerability Database. (2014, April). Vulnera-

bility Summary for CVE-2014-0160[Online]. Available:

https://web.nvd.nist.gov/view/vuln/detail ?vulnld=CVE-201

4-0160.

[22

—

2062



SEIRE MuIA 24| OFHIS 1B BRI RIS FI8t CHEAI 215 71

8+ @ (Jung-Oh Park)
MZCyetn ZFEfElD} 2
SN mEE RN
SO 2{FE{Zat AA}
SAICYSIT RIS Al

Solojeicieta Zas

B0k : PKI, Network security, Cryptography

2063




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


