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ABSTRACT

Financial information systems play such a pivotal role in the financial institution services that are provided for a
large customers on the basis of various information including the personal information. As for the personal information
collected during the transactions in the financial information systems, huge efforts and investment have been made to
protect previously them from being inappropriately misused or illegally used if they could be released. Unfortunately,
the frequent accidents on the leakage of sensitive personal information have occurred recently not only by external
service users but even by internal system users. Therefore, the aim of this study is to suggest a model of advanced
two-channel authentication for internal users in order to increase the stability of financial information systems with
enhanced security.
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Table. 1 User authentication process
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Table. 2 Authentication technology type

Type Description

Feature Examples

Use a user’s knowledge or
information as a means for
self-authentication

Knowledge-based
(What you know)

- no special device needed, easy exposure
- easy use and change, dependent upon
personal memory

ID/password, virtual
keyboard, Q&A, pattern,
image

Use a user-possessed token
information as a means for
self- authentication

Possession-based

What h
(What you have) cost

- high security, risk of theft and lost
- inconvenient to carry, excessive build-up

IC card, accredited
certificate, OTP
(One Time Password)

Use a user’s own biometric
characteristics as a means for
self-authentication

Biometrics-based
(What you are)

- high security, serious problem if
information is disclosed
- excessive build-up and maintenance cost

Biometrics, signature, voice,
face, fingerprint, vein, iris,
behavioral feature
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Table. 3 Authentication technology-specific attack/defense function

Function ID/ password Security Card OTP Accredited Certificate
Denial prevention n/a n/a n/a Yes
Re-attack Low Middle High(high defense level) High
MITM attack Low Low Middle High
User PC attack Low(low defense level) Low Low Middle
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Table. 4 Use of dual-element authentication technology
in financial transactions of key states

State/place Double-element authentication technology
ROK

US OTP, biometrics, location-based

OTP, accredited certificate

Singapore OTP, accredited certificate
Hong Kong OTP, accredited certificate
China accredited certificate, electronic signature
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Table. 5 Key compliance related to financial information system user authentication

Type Description
F1.nz;n01?rlumtirket - principle 17(operation risk): risk of service reduction or suspension due to flaw, etc. in information system,
infrastructure . . . . .
related internal process and HR — regular inspection of operation management system build-up, defense system
principle(PEMIs) build-up and operation policy, process and control means, etc. to reduce operation risk by definition

Information

- management process: consisted of system building, realization and operation, monitoring and review,

regulation, etc.

protection management and improvement, etc.
management - control list: control area, control purpose and control matter
system(ISMS) - control area : management/physical/ technological control
Standard - control area-specific control matter: personnel security. physical/environmental security: entrance/exit
(ISO/TEC27001) control . access control: system and user control
Information - control area: management/physical/ technological control
protection - control area-specific control matter: outside visitor and personnel security. physical security . access
management control: policy building and access control management
system(K-ISMS) | _ monitoring and audit: information asset monitoring and security audit
Electronic user terminal protection - validity check such as user authentication, etc.
financial dual check of responsible staft in key work - assign minimum necessary authority to work to external user
supervision individual user account assignment and management, authorization check

information system access- account user right- authentication for access record control management
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Table. 6 Internal user authentication model requirements related to compliance

Type Description Compliance model components

Financial . .
. . system used to provide financial . .
information . . - information system
service to financial customers
system

. Financial customers who want to receive . .
Service user . . - financial service user
financial service

. . . . account management
-operation administrator of information s ’

User system electronic financial supervision regulation, tracking audit,
. 5¥8 . administrative organization information system |password management,
account -granted to individuals according to : . . .
access authority management regulation information system,

information system access purposes .
Y purp internal user

-designate terminal of use as key
terminal, operation
-allowed to use only for terminal

electronic financial supervision regulation,

Terminal of use administrative organization

PC

PC . information system access authorit;
(PC) -user ex ante authentication and Y . Y
. management regulation
authenticated users
assword, security token, smart card Financial computerization area comprehensive
User P » seeurity ¥ i ... ’ compu* wrea comp . 1D/ password, OTP
L HSM, OTP, biometrics recognition, IC | plan, administrative organization information .
authentication . . server security system
card system access authority management regulation
-access control means(physical, PFMIs, ISO/IEC 27001, K-ISMS
. technological, management ) electronic financial supervision regulation,
Access authority . . . L .
-control consideration financial computerization area comprehensive -
-self-identification and access authority | plan administrative organization information
means consideration system access authority management regulation
Main process Authorize administrator of important . . .. . .
P P electronic financial supervision tracking audit, OTP,
performance process regulation server security system
authorization affecting information system S ¥ sy

electronic financial supervision regulation,
financial computerization area comprehensive
plan, administrative organization information

tracking audit
information

System access | -record and manage information system
and activity user’s access and performance activities

record -use for post-tracking audit, etc. system access authority management regulation server security system
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Table. 7 General cases (5-phased access, 2 rounds of authentication system application)

authentication system i
Components user terminal(PC) - . ﬁngnmal
firewall server security information system
Access phase (route) 1 2 3 4 5
B 8. 7R HA| ARISZ(10E0 B2, QISAIAY 63 XK)

Table. 8 ex ante registration proposed by researcher (10-ph

ased access, 6 rounds of authentication system application)

authentication system .
terminal Network financial
Component | user (PC) (IP management| e | dcCOUNt rln?mfageme.nt tracking | pass | oo | server information
system) wall (personne 1n.ormat10n audit | word security system
connection)
A h
eSS PRAse |y 2 3 4 5 6 7 ] 8 9 10
(route)
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Table. 9 Simple process proposed by researcher (8-phased access, 4 rounds of authentication system application)
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Table. 10 key process proposed by researcher (18-phased access, 10 rounds of authentication system application)

authentication system _ Key
terminal network - - financial mmand
Component | user | (IP management| g | (racking audit (account pass server | information | !
(PC) system) wall management-personnel word OTP securit system mput./
information connection) y execution
Access
phase 1 2 3 4 5/13/15 9 6/14 | 7/10/16 | 8/11/17 12/18
(route)
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Table. 11 Main functions of internal user authentication framework components

component Main function
internal user who accesses the financial information system to perform work and provide financial service
User to financial customers and operates and manages the system
+ terminal - - — -
terminal (PC) used by the user in order to access the financial information system
Personnel . e . S . .
information system that integrates every individual organization members’personnel information, company staff
svstem numbers, division of work, job descriptions, etc. to operate and manage
Y
Network L . .
(IP management system that controls and tracks the network access to financial information system by allocating a fixed IP
& based on the user terminal (PC) MAC address allowed for pre-access
system)
system that registers a user’s terminal (PC) and the information (PC and system IP, etc.) of financial
Firewall information system at an advance request in order for a user to check validity based on system access start
information
Account system that manages (application, approval, change, deletion, etc.) and mutually connects the account on
manasement the side of system which is granted to a user of the information system before using it with related systems
s iem (personnel information, server security, tracking audit, password management, financial information
Y system)
system that authorizes valid user based on the data on a user’s accessible information system list shared
Tracking with the account management system upon user access to information system between user terminal and
a audit financial information system; conducts the monitoring, activity record saving, etc. of the user’s work
g system performance activities after information system access in mutual connection with other relevant systems
E’i (account management, server security, OTP, financial information system)
&
g' system as a means to reinforce authentication, which checks user authority validity additionally upon the
& OTP execution of main system commands affecting the system at the point of user information system access and
& system after the access such as Shutdown, Reboot,, andHalt and newfs in mutual connection with other relevant
8 systems (tracking audit, server security, financial information system)
Password system that connects main account passwords of system administrator authority, etc., with other relevant
management systems (account management, financial information system) in real time and uses them for regular
s ftem automatic password change management and approval to use a key process of the information system
4 during a specific time
Server system that controls the mutual connection of user service authority regarding system access, program and
security command execution, data access, etc. with other relevant systems (account management, tracking audit,
system password management system)
DB securi . . . .
systemty system that controls the access and authority of a user accessing the information system database
Financial system that a user accesses to provide financial information service to financial customers. The system
information connects with other relevant authentication systems (account management, server security, tracking audit,
system password, DB security system) for operational management.
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