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ABSTRACT

This paper describes an efficient hardware implementation of lightweight encryption algorithm LEA-128/192/256
which supports for three master key lengths of 128/192/256-bit. To achieve area-efficient and low-power
implementation of LEA crypto- processor, the key scheduler block is optimized to share hardware resources for
encryption/decryption key scheduling of three master key lengths. In addition, a parallel register structure and novel
operating scheme for key scheduler is devised to reduce clock cycles required for key scheduling, which results in an
increase of encryption/decryption speed by 20~30%. The designed LEA crypto-processor has been verified by FPGA
implementation. The estimated performances according to master key lengths of 128/192/256-bit are 181/162/109
Mbps, respectively, at 113 MHz clock frequency.
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a3 1. LEA 255 d1als
Fig. 1 LEA block cipher algorithm
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Ad5st G B33 A2 AR GEoR o]
FolAu, ¢Fo 3t Aol Ao HER THRE H5 5t
FAA RER Ao 2 LD, 43| EE vt
o2 ool Xt 45 st AL vy K=
e Ne7fe] 1928|E sl 2T 7] RASC
(F,0<i<Nr—1)5 AWM= 58 7] 2A1E ¢
=+ KeySchedule{" 9} 825 7] RK" 9} 22-E S
Round™ & ©]&-5}o] 1280|E & PE 1280 E o4&
= C& A= 453t = Bherypt & H/3€Th 9F
o3} gk frle I E= 9 2(a)) Eh B35} 7Hy
2o ujdy| KERE M9 1928 E B33} a}2E 7]
RE* (W0 <i< Nr—1)2 QA= 7] 24% 3
%= keySchedule(°S} 8195 7] REK™ 9} eh&-E 3
Round & o]g3le] 128H|E ¢tTE O 128H]|E
P& PR HISH= B33} $ Decrypt 2 A3 5ICH
5535 3] e == 9 2(b)ot Zrk

Encryption function : C—Encrypt(P, REF™, REF™, -, REZC ;)

Input : 128-bit plaintext P, 192-bit round key RE™ RKf™.--, RKS,
Output : 128-bit ciphertext ¢

11 xepP

2: for i = 0 to /-1 do

3: X< Round*(x, REZ™)

4: end for

5. C—Xy

(@)

Decryption function : P < Decrypt(C, REF, REF,---, REZ )
Input : 128-bit ciphertext €, 192-bit round key REZ™ RE,--
Output - 128-bit plaintext P

11 xe—cC

2: for i = 0 to -1 do

3: X, Round*( X, RK*)

4: end for

51 P—Xy

SREGE,

(b)

O3 2. LEA ¢5sl/ES5t0 £ TFE (a) Y53 (b) 25
Fig. 2 Pseudo code for encryption/decryption of LEA (a)
Encryption (b) Decryption

dost Bl i (0 < i< Nr—1) WA 2=
AR 17 3(a)9t #o] FAHTE 128HE AEiHs
X, =(x;[0], x;[1], X; 2], X;[3]) @} 1920 E <t 53} 2}

L= 7] RKM=

7HAL, 32H]E modulo 7ML, HIE

(RK;B"C[OLRK;:”C[H, ""RKT"CB])
&3O F(ROL,

9le] satol 5 Faf Al
_/l:)(j+1 :( i+1[0}7 ,j+1[1]7 [2] X [ })7]' }\g
ok Bas) 3pgo] i (V0 < i< Ne—1) WA 2t
AARS 1Y 3(b)e} 2o A HTE 12801 A
X, = (x[0], X;[1], X;[2], X;[3]) &} 1920] E 2}
7] RE" = (RK{0], RK/1], -, RK{“[5]) 2]
7FAE 328]E modulo 7ML HIE £30|5(ROR,,
ROL,, ROLy), 324 £ §9]9] %:3o] 52 3] Al
TX = (/Y7',+1[0] z+1m 7“[2} 7:+1[3D7]' 2373
Hh LEAY 7] 2AIE™ -2 AR(Addition-Rotation) &1
AME 324 E modulo A4l AHE-E= A& k=
AR TR

ROR;, ROR;), 32H|E

ekl
A=
A
T

rE [“10 ox

It

[x01]  [xm] [x2] [xm]
RE"[5] —D)
C'+ =n
RK™ 316D pgot 4] [RORS]
? £
RK"“[1] _’69 REZ2] @E
Vi . (|
[ -]
RK?[0][ ROL,
[t [xa)]  [Ha2]  [xa1]
(a)
[ x01 | [ x| [ xi2 | x[3] |

RK[1]—(

RK[3] —4

[X131]

Xalol]  [Xar] a2

(b)

1% 3. LEA 2UsSsl/E535} 2lRE &4 (a) Y53t (b) 253}
Fig. 3 Round functions for LEA encryption/decryption
(a) Encryption (b) Decryption
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o} /=5 325]E modulo 7HIRH 5, HIE 8ol es
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Key schedule function for encryption of LEA-128 : (RK™.---, RK3;?)— KeySchedule {3( %)

Input : 128-bit secret key X
Output : 192-bit encryption round key RE™(0< i< 23)

11 T—K

20 for i = 0 to 23 do

3 710)« ROL, ( T10)H ROL, (5[i mod 4]))

1 T11]«~ROL,(T(1] ROL ;.1 (6li mod 4]))
5: Ti2] < ROL,( T2] ROL, ;,(6li mod 4)))
6 T18] <~ ROLy, (TIB]H ROL, 14 (5l mod 41))
7 RE:™—(Tl0), T(1], 7l2], Th], 7{3]. 711])
8

¢ end for

(a)

Key schedule function for encryption of LEA-192 : (RA;™,---,

RE) — KeyScheduleis (%)

Input : 192-bit secret key X

Output : 192-bit encryption round key RA™(0< i< 27)
1 T—K

2: for i = 0 to 27 do

3 70}~ ROL, (7{0]HB ROL, (51i mod 6]))

4 T{1]«ROL,(T{1]lH ROL, , (6li mod 6]))
5: T12]— ROLy (712 ROL, 1, (5li mod 6]))
6 ]
7 ]
8

9

T3]« ROL;, (T{3]H ROL, , (i mod 6]))

T{4]« ROL,,( T4 ROL, . , (6l mod 6]))

715« ROL, ( T5]H ROL, ;¢ (5li mod 6]))

RE—(1l0), 1], 7l2], 713), 714], 715))
10: end for

(b)

Key schedule function for encryption of LEA-256 @ (RK}™,---, REKY)« KeyScheduless (k)

Input : 256-bit secret key &
Output : 192-bit encryption round key RA™(0< i< 31)

T K

for i = 0 to 31 do
7{6i mod 8]« ROL, (716i mod 8]E ROL, (6li mod 8]))
T16i+1 mod 8]« ROL, (Tl6i +1 mod 8]l ROL, ., (5li mod 8]))
T16i+2 mod 8]« ROL, ( TI6i +2 mod 8]l ROL, ., (6i mod 8]))
T16i+3 mod 8] ROLy, (716 +3 mod 8] F ROL, . (5l mod 81))
T16i+4 mod 8]« ROL; ( T16i +4 mod 8] ROL, 14 (§[i mod 81))
7161 +5 mod 8]« ROLy; ( T16i +5 mod 8] ROL, 1 5 (5[i mod 81))
RE;™ <« (T6i mod 8], 716i +1 mod 8], 716i+2mod 8], 716i +3 mod 8]

716i+4 mod 8], 716i +5 mod 8])

© @ N o e W N e

10: end for

(c
J8 4. LEA S35t 7| AHAZE &
(b) LEA-192 (c) LEA-256
Fig. 4 Pseudo code for LEA encryption key schedule
(a) LEA-128 (b) LEA-192 (c) LEA-256
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O| & I E (a) LEA-128

fl5t A2 S5US LEA-128/192/2562| a5l st=9o] 78

I, LEA &S/25 3|2 AA

H =RoAE 128H| EQ] HE/ASE B 128/
192/256H| E 9] npAE 7|2 53/ E53}ste] 1284]
EQ| o5 B/ RS MAFH= LEA ¢I3/ET T2 AA
£ ATk A LEA To]9] %) P2k 1 5
o, BteE 55, 7] MAIEY £5 A0 £52
2 FAHEL gt B2 npAgy| Zo] 128/192/
2560 Eof whe} 24/28/321H 9] B}-E WSS S3f 4%
/RS AALS s, 7] 27 BEe 7 ohes
A xtof| ALRE= 1928 E Q] 22-E 7]E on-the-fly W
Aoz Yyt Ay FES 98 ehes BEL 3
HE g2z dAIsken, e W(data_in)& 573t
of mpEl7]9} W/ T Ro| AR WA R Y]
E2 SIr}. B, vhAE ]9 Zolo] uhE 37hK] me
o graeEEsl date] SHEglo] Aol FRHES
A

data_in

f

clk —3 Key
Scheduler 35
kb 32,
rstn 32, Round text_out
1 7 Function
mode —
2 Constants T
k_mode 34> Generation
Control Unit out_en
T T
text_in_en Key_in_en

38l 5. LEA ¢5/25 T2 MM
Fig. 5 LEA encryption/decryption processor

A
T
|2 2 E(X0 ~ A3), XOR J_Wl 32H1E modulo 7}
A7), ¥ E £3k0| % ROL, ROR) S50 & A=t}

Text in ZEES £3) Y= 1280 EQ] FE/UT
2 320 E TR 425 7)o AA s gA]
2 XD, X1, X2, X30] A 4gc)
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H43EES Sl9lT). SheE AALE nlaE Yol o]
128/192/256W| E 9| wie} z+z} 3/3/4 25 F717) A8
o], 2FeE olAbo] 24/28/328] HhEE %, jAjat o}
S= Qitto] B QB R/ B 5 o] SeHr,

7h et mE 51

7] 2A1EE EFolA AdE 2R 7] tkoe} A
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*= 7|7k AHE Tk kst 7H4 ©] XOR—Addition—
Rotation®] AAF &A= 235 3} 314 o A]= Rotation—
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1Sk A A 22o|4E 2 2%0R oulE &
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Fig. 7 Key scheduling block diagram
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Fig. 8 Constant § generation block diagram
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Encryption
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a% 9. 7] AAEY A 2kRE Heto] S E0|Y (a) 23
[12]9] LEA-128 29| 7| AAEE (b) LEA-128 RE9|
HIot=l 7] AAIER (c) 28 [12]9] LEA-256 2E9| 7| A
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Flg 9 Operation timing of key scheduling and round
transformation (a) key scheduling of LEA-128 mode in
[12] (b) proposed key scheduling of LEA-128 mode (c)
key scheduling of LEA-256 mode in [12] (d) proposed
key scheduling of LEA-256 mode
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L m | Tewek
Throughput Throughput
cydes/round @ 100 MHz (Mbps)  ycles/round @ 100 MHz (Mbyps)
LEA core LEA core  Induding /O
Enc 4 133 3 170 160
LEA-128
Dec 4 133 3 177 166
Enc 3 152 3 152 143
LEA-192
Dec 3 152 3 152 143
Enc 6 66 4 100 97
LEA-256
Dec 6 66 4 €2 %
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