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Abstract

This paper proposes an optical cryptography application to 2-D page-oriented data based on CFB(Cipher
Feedback) mode algorithm. The proposed method uses a free-space optical interconnected dual-encoding technique
which performs XOR logic operations in order to implement 2-D page-oriented data encryption. The proposed
method provides more enhanced cryptosystem with greater security strength than the conventional CFB block
mode with 1-D encryption key due to the huge encryption key with 2-D arrayed page type. To verify the
proposed method, encryption and decryption of 2-D page data and error analysis are carried out by computer
simulations. The results show that the proposed CFB optical encryption system makes it possible to implement
stronger cryptosystem with massive data processing and long encryption key compared to 1-D block method.
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