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ABSTRACT

Internet banking is widely used in our life with the development of the internet. At the same time, phishing attacks to internet
banking have been increased by using malicious object to make unfair profit. People using internet banking service in Korea is
required to install security modules such as anti-virus and keyboard protection. However phishing attack technique has been
progressed and the advanced technique such as memory hacking defeats the security module of internet banking service. In this
paper, we describe internet banking security modules provided by Korean internet banks and analyze how keyboard encryption
module works. And we propose an attack to manipulate account transfer information using javascript. Although keyboard
protection module provides two functions that protect leakage and manipulation of account transfer information submitted by
users against the malicious program of hackers. Our proposed technique can manipulate the account transfer information and
result html pages.
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Table 1. Status of phishing attack of Korean banks(2)
Financial 2012 2013 2014 Total
Company Cases Money Cases Money Cases Money Cases(Money)
Nonghyup 2,709 13,902 4,969 24,841 6,833 40,105 14,511(78,840)
Kookmin 5,700 26,713 3,755 18,257 4,105 22,802 13,560(67,772)
Shinhan 2,654 12,403 3,755 15,792 5,038 29,885 11,447(58,080)
Woori 2,600 11,528 2,582 10,068 4,344 19,438 9,526(41,034)
Hana 1,087 5,452 1,446 8,507 1,806 10,043 4,339(24,002)
Kiup 891 5,331 1,063 6,272 1,710 9,425 3,664(21,028)
KEB 430 2,088 487 2,206 1,228 6,992 2,145(11,286)
SC 406 1,891 378 2,176 1,003 6,129 1,787(10,196)
Citi 212 1,118 139 707 261 1,360 612(9,423)
Daegu 418 2,201 269 1,699 578 3,872 1,265(7,772)
Busan 387 2,342 186 1,257 349 2,572 922(6,171)
Kyongnam 120 575 71 317 220 1,907 411(2,799)
KwangJu 76 475 93 463 202 1,269 371(2,207)
Chonbuk 52 275 44 255 147 966 243(1,496)
Jeju 29 304 2 28 30 158 61(490)
Suhyup 30 140 62 623 90 959 182(1,722)
KDB 12 51 56 299 153 1,057 221(1,407)
Total 17,813 86,789 19,357 93,768 28,097 158,938 65,267(339,495)
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User Computer Bank

1. Try Transfer

2. Transfer Input html

3. Transfer info

4. Cipher value of Transfer

5. Transfer Info Check html

6. Confirm transfer info

7. OTP/Cert Auth Request

8. Authentication

9. OTP/Cert

10. Transfer Result html

Fig. 1. Flow of account transfer of internet
banking
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Fig. 2. Flow of internet banking manipulation

EAA AFA} ) )l FAAFUEE HelF
o el A Pt AL

2.1 O|MEE 253}

o] AN FdlE J|HE M REo| AFse
71eolth. 718E Mol mES F8 e AR}
JH3gl ko] kst U 7]27 ehxlelct. Table. 2.
= e 23] J)HE Bk RES A

Lol 3A 37/ FAF AEFS A3 olr,]_ _E l‘_"—
FollAe 37 A AE F & A A AES
o] BAsel).

AHEAE 1 EE A S vEH e} glEA
#FUS 5 oA ARE +53} 3= A Fig. 3.
9 49l 45 F3l A=Y DataSubmit(frm)
e 5E23H, 7|HE 33t BE glolHeEE
o]43l= 2plAaYHE #2418l EncryptionKey.js
F)7F 53 APgel. frme o)A ol
WAl a9 e Ak ol

EncryptionKey.jsellAl  GetEncDataFun()
7t AA k53 el By E 553 ARAL

;91?1 SFAF S vdwse} IFAFUSE

Table 2. Keyboard security product of Korean
major banks(5-7)

Bank Name Product Develop
Company
KB Secure KeyStoke
Kookmin 4.0 SoftCamp
Woori TouchEnKey Raon Secure
Nonghyup Secure i(gyStroke SoftCamp
AOS(AhnLab
Standard | ) e Security) AhnLab
Charted .
Anti-Keylogger
Hana .
(Open TouchEnKey with Raon Secure
E2E f 2bi
Banking) or 32bit
Hana Secure KeyStroke SoftCamp
Shinhan | Secure Keystroke SoftCamp

4.0
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Fig. 3. Detailed flow of account transfer
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Fig. 4. Example of hid_enc_data
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Fig. 5. Example of encryption value of account
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var totalEnc = hid_enc_data.value.substring(161);
var n = new Array(10);
var cutlength = 32;
var trnsNum = frm.elements[36].value;
var num = new Array(trnsNum.length);
for (var a = 0; a < trnsNum.length; a++){
for (var b = 0; b < 10; b++){
if (trnsNum([a] == b){

n[b] = totalEnc.cut(cutlength);

totalEnc = totalEnc.substring(cutlength);}}}
var changedEnc;
changedEnc =
n[1]+n[2]+n[3]+n[4]+n[5]+n[6]+n[7]+n[8]+n[9]+n[0]+n[1]+n[2] +
n[3]+"%TK%";
var manipulatedEnc = hid_enc_data.value.cut(161);
manipulatedEnc += changedEnc;
hid_enc_data.value = manipulatedEnc;

Fig. 6. Javascript code for manipulation of
encryption value
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Fig. 7. Screen of account number typed by a
user and manipulated account number
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Fig. 8. Javascript for manipulation of html
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Table 3. Table information in transfer
confirmation html

Table No. Value

69 Withdrawal Account No.

70 Deposit Bank

76 Deposit Account No.

71 Receiver

72 Transfer Amount(Won)

77 Fee(Won)

73 Recipient’s Bankbook Indication Details

78 Displayed Information on My Account




946 AuhaaRE Mg ol 43 T Y WA ANE GBI BE 93] 34

=3 glrkar olr] el Fig. 8. 9 Amp~z
HEZ o83t} Fig. 9. 9 At T4k 23]
HzE o|AAHE] o] AA R html #Heo]x]e]x,
sk Fig. 8. & AAZ] F¢ html HE 34
olt}, Ztz® HEol qlFAFHE} W=yt ny
=3 EAZTAUE 377 Haego

2.24°] JEAANE g3 H5 9 dag W
Z 343 html W$ Mz 34E& o]83te] ALEA}
7} qlEgt AR ) obd FAAL Wxd AR
AA gl Flr}h, AlARE Belo] gl d fAIAF
He2 A Ayt gadve wAAE BA

oltoE
4a@

olFAE

4@

ol
7

20150614

ENCE]
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transfer

Table 4. Table information in OTP/certificate
insert html and transfer result html

Table No. Value
2 Withdrawal Account No.
1 Deposit Bank
6 Deposit Account No.
2 Receiver
3 Transfer Amount(Won)
7 Fee(Won)
4 Recipient’s Bankbook Indication Details
8 Displayed Information on My Account

Table 5. result html value information

Value Information
o] user name
ek original recipient name
e attacker recipient name

Fdkk ek kR XTTD user account number

Fdokk_kkk_x%*336 | original recipient account number

Fokkk_kkk_k%%662 | attacker recipient account number
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S} Qe gk wak Wxd 5 gl vize e
= il ) BHekeAe] ZEA e &
|22l 5 ZAAste] dabe ko] vlme] F4 9
AE ZE 4 ek 2 F, :L% WA o) Wz
=} Fig. 11.
& Serh e ve ‘Hf:! %7-% Z2EElg|o
Aef Yl w7 o] A Aol AREAPE 9l Ek o]A HEE
Zrolfle] Wiz 7heghs BofFErh AP g
Zral 012345678971 AA= wime]e] F4 WAS
zholjlo] 987654321002 wWx3le]r}.

Al ) 2ol A FA] Hgshe Bal
Myl Table 6. 3 2tk 2350 Al¥she
ok An]zs FellA OHWE WRE APl whx| g
A Aulas AFAAAAL Aol A3
Au] o)}, Al 7411}%124 Au] 28] A g-oll= AL
A7F AR A7 AFZRE glFe] 7FsstEE Al
3z ARzt Qv sAIRE ARSAPE AfR| 2o 7}
§l5hs A2 AErEle] 7] it AR} sl A
H| 2ol 71918l7] Aol B =ellA Algkl o] A4
B oWz 3R Ued 4 glrh. ala Aol AA
kI L B ARSi éﬂﬁﬂ&}ﬂ} FAldl, 9 5
&
z\,_

0130 LA

H %ﬁ‘ﬂl ﬂi%&

-
r—1n
z
=y
p:
T
Hl

o} Baske B3 12 3001:“4 oy
o A Aol ARk Aol @A} olek. o] A
% AR)ZARAA An| 2} vl R Aeals)
ole}. g Aol olAgn WE 3A ol¥-F el
¥ 4 sle 483 A A9 24 AL

ARk olul BrAabel Slald ol Aot W
A7} i Fol7] WEol AHgAE T;dezs. sal

Fig. 11. memory hacking prototype



948 AuhaaRE Mg ol 43 T Y WA ANE GBI BE 93] 34

B s A T8 239 Qe W] 1
Aol hafjA] ol T Fo AT oA Al 7
s dtels 7| E Bl mEe o5
EAEATE AREAE slEE oA HE
HZ3LE Hdshs AT BN GEsE F9
ol A AAEE o] AR HE FeF Aul
Ed| Absiste] stuzhes sl Alxgsksd
= h3stEo] W REe] AAEe] 9l%|
W A~FRE oA Eghs WEske Zlo] ks
ARSAE Ak QYL wlF) Ale] Eo
A&ate] Bl mEo] gl ol = B3l oA
AHE Wxs=
39 otagtew wWEsy oA
FAst AA A FAe| s .
B oEellA] AlRkeE WAl wEskEl AjnpaaE
Eof tigk A7} iARE, S5 wlwe] 7 3AE
SAA R A oJAAE duts AH Wx )
S EE AT Aot}

oo

o

References

(1) The Bank of Korea, Use of Internet
Baning Services during 2014, Feb. 2015.

(2) Financial News, “phishing attack status
of Korean banks,” http://www.fnnews.co
m/news/201502161501395040, Feb. 201
5.

(3] Seung-hyun Kim, Choi,
Seung-hun Jin, Sung-hoon Lee, “Geo-lo-
cation based QR-Code authentication
scheme to defeat active real-time phish-
ing attack,” In Proceedings of the 2013
ACM workshop on Digital identity man-

pp. 51-62, Nov. 2013.

Dae-sun

agement,

(4]

Han-wook Lee and Hyu-keun Shin,
"Study on strong authentication to defeat
memory hacking attack,” Korea Institute
of Information Security and Cryptology,
23(6), pp. 67-75, Dec. 2013.
SoftCamp, “Secure KeyStroke 4.0,
http://www.softcamp.co.kr/, Jun. 2015.
Raon Secure, "TouchEnKey,” https://
www.raonsecure.com, Jun. 2015.
AhnLab, “Ahnlab Online Security 2.0,
http://www.ahnlab.com/kr/site/prod-
uct/productView.do?prodSeq=34, Jun.
2015.

w3schools.com, "HTML DOM innerHTML
Property,” http://www.w3schools.com/j
sref/prop_html_innerhtml.asp, Jun. 201
5.
Young-jae Dong-oh  Shin,
Sung-ho Kim, Dae-hun Nyang, Mun-Kyu
Lee, "A vulnerability analysis of MITB in
online banking transactions in Korea,”

Maeng,

Internet and Information Security, 1(2),
pp. 101-118, Nov. 2010.

Chang-hun Yu and Jong-sub Moon, “A
study on protecting for forgery mod-
ification of user-input on webpage.”
of The Korea Institute of
Information Security & Cryptology,
24(4), pp. 635-643, Aug. 2014.

Journal



AR R 5358 (2015, 8)

Table 6. Security service list of Korean banks

K = KB, W = Woori, N = Nonghyup, S = SC,

H = Hana, | = ShinHan

Service Name Korean Bank Service Description
Designating PC Service K, N Transaction occur On Pre-Designated PC Only
Auto Notifyine Service K, W, N, S, Notify Transaction list to the Cell Phone in Real-time.(Balance,
ying H Transaction Amount, Amount Threshold can be set by User.)
Securiy SMS Service K Important Transaction History is sent to Cell Phone.
Internet Banking When using Internet Banking, Bank Call to Pre-designated number
Call-Approval Service and ask the decision to user directly.
Certificate in Cell Phone Save Certificate on the Cell Phone and bring it back to the PC
. K, N, H, I .
Service when it needed.
Designating Phone Service K, S, H I Only pre-designated Phone can be used to do Banking.
R User-selected Image, personal identifying character, Color of the
Ant1—phlsi};;1gepersonal K image is shown on the top left of the site to check that this site is
g legitimate or phishing site.
OTP Generator K, W. S, H Ge?nera.te One—Tlme—Pa.ssword using Hardware OTP Generator and
using it when transaction start.
New D it A t . .
ew. epf)s1 CC(.)un K Only pre-designated account can be used to deposit.
Designating Service
Additional Authentication Additional Authentication will be required when pre-selected
Service on Important w important transaction(Certificate Reissuing, More than 3,000,000 Won
Transaction Transfer for one day) is occurred.
Transfer Call-Approve KW On the final stage of the Transfer, Additional authentication through
Service > pre-designated phone number is needed.
. Transfer and Transaction wil be blocked when access with overseas
overseas IP Ban Service w P
2 Channel Authentication W. H When I.dogging in, additional authentication proceed using
Pre-designated phone number.
hanging A
Changing 000}1 nt w Periodically recommend changing Password.
Password Service
Hiding Account Service W, N When Internet Banking, Hide the Account from Account list.
-Touch R 1
One-Touc eTnote Contro w Accept or Deny Transaction using Pre-designated Smart phone.
Service
Exce':p'ted'—PC Log}ng I Notifying Service using SMS When Unusual PC access.
Notification Service
Overseas IP Log in I Notifying Service using Internet Banking Pop’up When accessed from
Notification Service oversea.
Anti-Phishing Service K Anti-Web Phishing Service using Security Image and identification
Words.
Account Security N The Service that manage Security Account, Hiding account, Account

Management

Inquiry Prohibition Services.
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