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WSN has been utilized in various directions from basic infrastructure of environment
composition to business models including corporate inventory, production and distribution management.
However, as energy organizations’ private information, which should be protected safely, has been integrated
with ICT such as WSN to be informatization, it is placed at potential risk of leaking out with ease.
Accordingly, it is time to need secure sensor node deployment strategies for stable enterprise business.
Establishment of fragmentary security enhancement strategies without considering energy organizations’
security status has a great effect on energy organizations’ business sustainability in the event of a security
accident. However, most of the existing security level evaluation models for diagnosing energy organizations’
security use technology-centered measurement methods, and there are very insufficient studies on managerial
and environmental factors. Therefore, this study would like to diagnose energy organizations’ security and to
look into how to accordingly establish strategies for planning secure sensor node deployment strategies.

e Key Words : Convergence Environment, Wireless sensor networks environment, Sensor node deployment
strategy, Security status diagnosis, Energy Organization, Business characteristics
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(Table 1) Organization's security status diagnosis areas

and items
DlaangZS'S Diagnosis item
Informatizatio Common ICT asset (37.5)
n status (100) Business ICT asset (62.5)
Security Security management support
management environment (13)
performance Security management activity (69)
conzpl)gge)ncy Security continuity management (18)
Members’ security awareness (50)
Security Intra-organizational security
awareness awareness (30)
(100) Extra-organizational — security
awareness (20)
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(Table 2) Results of diagnosing organization's
security management status

. . Organiz|Organiz
Diagnosis . . . . .
area Diagnosis  item ation ation
A B
Common ICT asset
[Informatization| (375) 90 203
status (100) | Business ICT asset -
625) 25.3 315
Total 34.3 51.8
Security management
Security support environment| 4.0 3.0
management (13)
performance Securlty management 180 430
competency activity (69)
100 i inui
( ) Security continuity 0.0 6.0
management (18)
Total 22.0 52.0
Members’ security 348 371
awareness (50)
Securit Intra—organizational
Decurity security awareness | 19.3 22.3
awareness .
(30)
(100) —
Extra-organizational
security awareness | 135 14.3
(20)
Total 67.6 73.7
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(Table 3) Results of diagnosing organizational
informatization status areas and common
ICT assets
Organizat|Organizati
Diagnosis| Detailed diagnosis ion A on B
item item (asset) Sensi|Prio|Sensi|Prior
tivity| rity [tivity| ity
Financial
accounting 8 2 5 2
Functional| system
system Personnel
management | — - 5 5
Common system
ICT Electronic
asset approval 2 6 8 1
Inter—orga| system
nization | Customer
system | relationship | | 5 5
management
system
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(Table 4) Results of diagnosing organizational
informatization status areas and business ICT

) Organization |Organizat
E&Z%Detailed diagnosis item A ion B
item (asset) Sensiti|Prior|Sensi|Prior

vity | ity |tivity| ity
Shared
directory 4 3 2 6
Collaborati| File server 3 1 5 1
on space Project
management 4 2 5 5
program
Input processing device
Busin|(OCR, OMR and scanner| 8 2 - -
ess etc.)
ICT Database 10 1 - -
asset — -
IT application service = .
. - - 5 3
supplied
. Web contents| - - 8 2
Digital
contents | Image and - )
video contents
(Personal information) B S0l 1
database
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(Table 5) Results of diagnosing organizational security

management performance competency area

Diagnosis| Detailed diagnosis |OrganizalOrganiza
item item tion A | tion B
Security | Security management 9 3
managem policy (6) .
ent Security management 1 0
support organization (4)
lenvironme Security management 1 0
nt investment (3)
Asset security 9 6
management (13)
Insider Incumbe 9 4
Manpowmana oLt (4
er S€ Retiree
ment (4) 0 3
Security |manage -
ment Outsider
managem 0 4
ent management (4)
activity Physical security (15) 1 9
Common ICT
Technol asset (Ze;curity 2 4
oglcgl Business ICT
security asset security 8 13
(20)
Security | Operation management
A 0 1
continuity (4)
maréa%em Accident response (14) 0 5
n
Total 22.0 52.0

(Table 6) Results of diagnosing the organizations’

security awareness area

Diagnosis | Detailed diagnosis |Organiz|Organiza
item item ation A| tion B
Members’ security 147 165
, awareness (21)
Members ;
. Members’ moral act .
security (18) 11.3 11.8
awareness Reliability between 38 38
members (11) ’ ’
Organizational
security policy and 10.1 11.2
procedure (16)
[intra-organizOrganization’s securityl 5, 39
ation's budget (4) - -
security

AWAreness rganization's security] 39 48
management (6)

Organization’s risk

management (4) 21 31
_____.|Organizational change
EXtrd. organt management (10) 72 8
zation's
security | Security management 63 63
awareness | penchmarking (10) - -
Total 67.6 73.7
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[Fig. 2] Sensor node deployment strategy according to

organizations’ security management status

(example)

P ATRE B0l BeHE MM wE WA HE
&8 24 3 9 2] ]

ACKNOWLEDGMENTS
B oAe vgaseRs 4uEased s
EIUTP)S] 4540487 AE(CPRO) A 94k]
A A%z SH5I21S (ROS80-15-1007)

[e)

REFERENCES

[1] A. Dosta and A. M. Sayeed. Collaborative signal
processing for distributed classification in sensor
networks. In Proc. IPSN, Palo Alto, CA, 2003.

[2] Adam Silberstein, Rebecca Braynard, Carla Ellis,
Kamesh Munagala, and Jun Yang, 2006, A
Sampling-Based Approach to Optimizing Top—k
Queries in Sensor Networks, Data Engineering,
2006. ICDE '06. Proceedings of the 22nd
International Conference on, pp. 68, 2006.

[3] C. Moallemi and B. Van Roy, Distributed
optimization in adaptive networks. In Proc. NIPS,
Vancouver, BC, Canada, 2003.

[4] Da Veiga A, Eloff JHP., An information security
governance Information ~ Systems
Management, Vol. 24, No. 4, pp. 361-372, 2007.

[5] Jonggu Kang, Jaewhan Lim, Hongjoo Lee, Hangbae
Chang, A Study on Classification of Information
Asset Considering Business Process Characteristics
for Small IT Service Organization, The Journal of
Society for e-business Studies, vol. 16, No.4, pp.
97-108., 2011.

[6] Ken H. Guo, Security-Related Behavior in Using
Information Systems in the Workplace: A Review
and Synthesis, Computer&Security, Vol. 32, pp.
242-251, 2013

[7] Martins A, Eloff JHP., Information security culture,
IFIP/SEC2002. In: Security in the information
society, Boston: Kluwer Academic, pp. 203-214,

framework,



146 St=gestal==X HM6# HM4is

2002.
[8] Michael Rabbat and Robert Nowak, Distributed
Optimization in Sensor Networks, IPSN ‘04

Proceedings of the 3rd international symposium on
Information processing in sensor networks, pp.
20-27, 2004.

[9] Mohamed Younis, Kemal Akkaya, Strategies and
techniques for node placement in wireless sensor
networks: A survey, Ad Hoc Networks, Vol. 6,
Issue 4, pp. 621 - 655, 2008.

[10] Niki Trigoni, Yong Yao, Alan Demers, Johannes
Gehrke,
Optimization for Sensor Networks, Vol. 3560, pp.
307-321, 2005.

[11] Robhins S, Odendaal A, Roodt G., Organizational

Global and Southern  African
perspectives, Cape Town: Pearson Education South
Africa, 2003

[12] Robert Nowak and Urbashi Mitra, Boundary
Estimation
Methods, Lecture notes in computer science, Vol.
2634, pp. 80-95, 2003

[13] Ruighaver AB, Maynard SB, Chang S.
Organisational security, culture:
end-user perspective. Computers and Security, No.
26, pp. 56-62, 2007.

[14] Kyoung—nam Kim, Lee, Jae Moon, Sunghyuck

Rajmohan  Rajaraman,  Multi-query

Behaviour -

in Sensor Networks: Theory and

extending the

Hong, MyounJae Lee, Convergent Secure Wireless
Sensor Network Routing Algorithm, Journal of the
Korea Convergence Society, Vol. 6, No. 1, pp. 65-70,
2015.

[15] Myung-Seong, Yim, Development of Measures of
Information Security Policy Effectiveness To
Maximize the Convergence Security, Journal of the
Korea Convergence Society, Vol. 5, No. 4, pp. 27-32,
2014.

K KEAIH
1 € H(One-Chul Na) (s3] 9]
0149 89 ¢ @A UjStE AT

&8 E]4(Ah
- 20159 3¢9 ~ &4 - YU

§erets) A

<HAAEOR  AHBES §3HSE oA HE S
o] & A(Hyo-lik Lee) (334l
- 20154 2€ - sAdstu 22

et ZAEHh

YR} A A P

oX,
b
oft
n
9
<«
[}
-
=}
o
n
o
=}
L
E
)
Job
¥

<2013 849
I ZH9(EAD
<2015 39 ~ A FYstu

AL EICNEE:

o,
=

Ql_L
=
o
2,
)

ok ITHS, 7IIARRS

Z & "l(Hang-Bae Chang) (3¢

- 2006 29 AAiekn ARA
2\l A (I

- 20073 39 ~ 20129 2¢O
st sty 2ulg

<2012 3¥€ ~ 2014 2¢ - 4

Wfsta Aot 2ud

2
2014 39 ~ AR Fdostn A Holsty} Hpss
<TAROES 1 F27|Y ARKRE, AN oUe 9 53

WA, IR A



