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According to arriving convergence environment which can create new value-added
converged between industry and ICT technology, It has made economic growth and improve the quality
of life. However this convergence environment provide not only advantage but also various security
problems resulting from generating converged security threats. For resolving this security problem, we
need to approach to security problem in the integrated view not the fragmentary view which cover only
technical approach. So This study developed security governance framework which can manage trustful
security governance in multidimensional view which cover strategy, managerial/ operational and technical
view. Therefore this framework can construct trustful security management system which can help top
management team to engage in security management directly and organizational member to perform
security activities and have responsibility for themselves as suggesting single standard for security

management.
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(Table 1) Information Security Governance Approach

Component
Security Components 1123 ] 4)]5)]6)
1 Corporate governance XXX X @| X
2 Information security

strategy

3 Leadership in Terms of
Guidance and Executive [ AN BN BN BN NN J
Level representation

4 Security organization
(Internal Organization such
as Management

Commitment, Responsibility, AR AR AR AR AR
and Coordination; External
Parties)

5 Security Policies, Standard,

and guidelines AR AR AR AR AR
6 Measurement / Metric /
Return on Investment

7 Compliance and Monitoring
(Legal, Regulatory, and
Auditing))

8 User Management(User,
Joiner, and Leaver Process)
9 User awareness, Training,
and Education

10 Ethical Values and
Conduct

11 Privacy

12 Trust

13 Certification against a
standard

14 Best Practice and Baseline
Consideration

>

S
M| @]
o o0 ~< o o o
@ | @ ||

@ | @ << =
® | O << @ @

15 Asset management
(Responsihility and
Classification)

[ ]
[ ]
>
[ ]
[ ]
[

16 Phisical and
EnvironmentalControls(Secur| @ | @ | @ | @ | @ | @
e areas and equipment

17 Technical Operation(e.g.,
Anti-Virus, Capacity,
Change Management, and
System Development)

18 System Acquisition,

Development, and [ 2N AN RGN AN J
Maintenance

19 Incident Management o X 0 X @& e
20 Business Continuity

Planning (BCP) ¢ x 0 000
21 Disaster Recovery

Planning (DRP) X| X0 @ X @
22 Risk assessment Process | @ | @ | @ | @ | @ | @

Nurpber of Components 51141171 131 191 16
derived from each approach

68| 63| 77|59| 86| 72

Percentage %| % | %| %| %| %
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(Table 2) Core Security Components of Security
Governance Framework

Core Security

Components(B)
Executive Security Support
(Security Responsibility)
Organization Design and
personnel management
Administrative Security
Security Measure and
Auditing
User Security Usability
Physical and Technical
Security

Type(A)

Strategic Approach

Managerial and
Operational Approach

Technical Approach

spAste 2 CebAlol A= BebAle) 6714 -2 mek 7
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‘ Industrial Security Governance Management Framework ‘

A :“a::glt‘ |:>‘ Managerial and Operational Approach ‘:>

Technical Approach

i Organization Securif
E;mm,m Dg:ign and | | Administratiee s ““.' Me:sur"ye Physical and Technical
B caurty personnel Security Bl and Security
Support management Usability Auditing
Security Organizaion | | Security Security N Asset t
C | Investment And Poiicyand | | pwareness | | PN ssetmanagemen
REPg\llaﬂon, ystem Management
Risk rocess Security Security (Development, Operation,
Assessment Education | | Auditing Mainan|
Physical Securityu
Security Security
Plannin Ethics Information System
9 Y
Security
Security
Performance Incident Management

Evalution

Business Continuity
Planning

Business Continuity
Planning

[Fig. 1] Security Governance Framework
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