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Abstract Lately, the development and utilization of technology of the Internet of Things(IoT), and Fintech
have been on the rise and amid the emerging convergence of system and service, mobile payment system and
location based service technology have received much attention. Considering the fact that smartphone users are
currently utilizing mobile payment frequently, many corporations are introducing various methods to the market
for easy payment process of consumers by grafting various technologies, and by utilizing the technology based
on BLE technology and location based technology, it is emerging as new method applied to payment service
such as ZEP, for easy payment process. And by checking the existence of security threats and studying the
attack techniques in these payment services, we strive to suggest a method of response based on big data platform.
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(Table 1) Internal Key Risk Indicator

Risk Division KRI : Key Risk Indicator
surging user average number of working days
compared to downloading customer information
Increasing average holiday compared to the number
Information of growing customer information
leakage - - - -
axag Privacy increasing number of files held
symptom
detection | The number of servers connected to several ID from
the particular PC
History detected by sending a large file to the
external network from the internal network
Network  |Signs detected by the mass transfer personal data to
security an external file from the Web
. Detection system leaves the company’s business
Business records connected
system -
security The number of business systems that have left the
: company's operations recorded in the accounts
Securit; . L
Polit?/cué:)ri/trol Network policy violations on a server
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