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ABSTRACT

Most of access control systems for underground utility tunnel work through wired network between central system
and the automatic switch control unit. However, there are several issues regarding the absence of network
infrastructure and an outdoor reader in a relatively unique environment. To solve these issues we propose an
authenticated key based smart phone control system for secure access to the underground utility tunnel and this scheme
is anticipated providing us with crucial information about a systemic entrance history and effective management
procedures of utility tunnel. In addition, the proposed scheme enables to access to secured control system in smart
phone based bluetooth network and it provides information about systemic control and history management for the
switch controls through smart phone applications.
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Fig. 1 Industry for knowledge, information and security
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Fig. 2 Centralized access control system
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Fig. 3 Configuration of access management system
based on smart phone certification key
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Fig. 4 Configuration of automatic switch and control
panel
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