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ABSTRACT

This paper explains a web session management system for mobile web environment with BYOD(Bring Your Own
Device). This system operates by enhanced secure session token. This system consists of an unique identifier, time
stamp, and encryption algorithm. The Unique identifier in this system classifies each mobile device for web security
based on mobile environment with BYOD. And the Time stamp in this system that determine session effectiveness for
web security. Also the Cipher algorithm in this system that protects session token information for web security. This
paper analysis a security of session management system running on mobile web environment using the simulation
techniques. The proposed method is more suitable than the other methods under enviroment mobile web environment
with BYOD.
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T 1. OWASP Top 10 ZZHE(2013)[6]
Table. 1 OWASP Top Ten Project(2013)[6]

No vulnerability

Al Injection

A2 Broken Authentication and Session Management

A3 Cross-Site Scripting(XSS)

A4 | Insecure Direct Object References

AS Security Misconfiguration

A6 Sensitive Data Exposure

A7 | Missing Function Level Access Control

A8 Cross-Site Request Forgery(CSRF)

A9 | Using Components with Known Vulnerabilities

A10 | Unvalidated Redirects and Forwards

¥ 2. OWASP ZHIY HOt T2NE(2014)[7]
Table. 2 OWASP Mobile Security Project(2014)[7]

No vulnerability
Ml Weak Server Side Controls
M2 Insecure Data Storage

M3 Insufficient Transport Layer Protection
M4 Unintended Data Leakage
M5 Poor Authorization and Authentication

M6 Broken Cryptography

M7 Client Side Injection

M8 Security Decisions Via Untrusted Inputs
M9 Improper Session Handling

M10 | Lack of Binary Protections
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