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ABSTRACT

This paper analyzes global research trend on information security. All technical fields based on information requires
security so that discovering technologies (technical terms) which are developing newly or dramatically is able to guide
the future direction of the field of information security. In this paper, the ultimate of this research is to figure out the
technologies related to information security and to forecast the future through understanding their trends. The paper, as
a beginning for the analysis on macroscopic viewpoint, contains measurement of yearly relatedness between technical
terms from 2001 to 2014 by using temporal co-occurrence and interpretation of its meaning through comparing the
relatedness with trends of top-related technical terms. And to conclude, we could find that Android platform, Big data,
Internet of things, Mobile technologies, and Cloud computing are emerging technologies on information security.
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2007 21,610 Table. 2 An Example of Temporal Relatedness Measure-
2008 149,932 ment
2009 199,769 Freq R
2010 220,076 JE i . 001, 0,
2011 237,265 2001 424 151 5 0.017
2012 220,076 2002 490 246 13 0.035
2013 212,294 2003 539 463 47 0.094
2014 131,592 2004 718 1,078 89 0.099
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Table. 3 An Integrated Set of Yearly Top Keyword
(Alphabetical Order)

access control, android, authentication, authorization, big data,
cloud computing, collaborative work, computer crime, copy
protection, copyright protection, data mining, digital
signatures, distributed computing, image coding, internet of
things, intrusion detection, law, long term evolution, message
authentication, mobile communication, mobile computing,
mobile devices, power grids, power system planning, power
system stability, power systems, RFID, sensor networks,
smart cards, smart grid, smart phones, social network services,
ubiquitous computing, virtualization, watermarking, wireless

sensor networks

E 4. 27| 9 o] Edco 02 YEEot dis 28
Table. 4 Classification of Technical Terms Related to
Security by Long-Term and Short-Term Trends

trend

long short technology

term term

android, big data, internet of things,

increase | increase
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mainten |cloud computing, long term evolution, smart

increase . . . . Lo
ance | grid, social network services, virtualization

access control, authentication, authorization,
computer crime, data mining, digital
signatures, image coding, intrusion

mainten | mainten |  detection, law, mobile communication,

ance ance | mobile computing, mobile devices, power
grids, power system stability, power
systems, RFID, sensor networks, ubiquitous
computing, wireless sensor networks
copy protection, copyright protection,
descent mainten d1stT1bu.ted computing, message.
ance authentication, power system planning,
smart cards, watermarking
descent | descent collaborative work
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Table. 5 Relatedness Measurement on Top Keyword

Keywords '01 '02 | '03 | '04 | '05 | '06 | '07 | '08 | '09 | '10 | 'l1 "2 | '13 '14
access control 0.27 | 0.27 | 0.33 | 0.31 | 0.31 | 0.33 | 0.33 | 0.31 | 0.26 | 0.19 | 0.15 | 0.15 | 0.15 | 0.11
android 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.01 | 0.02 | 0.06 | 0.09 | 0.14
authentication 042 | 041|056 | 0.54 | 0.55| 0.57 | 0.47 | 0.53 | 0.47 | 0.40 | 0.33 | 0.34 | 0.33 | 0.31
authorization 0.52 1039 | 0.65 | 0.66 | 0.64 | 0.55 | 0.37 | 0.52 | 0.43 | 0.39 | 0.29 | 0.31 | 0.27 | 0.22
big data 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.01 | 0.03 | 0.05
cloud computing 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.01 | 0.05 | 0.14 | 0.22 | 0.33 | 0.35 | 0.34
collaborative work 0.04 | 0.03 | 0.04 | 0.05 | 0.05| 0.06 | 0.14 | 0.04 | 0.04 | 0.02 | 0.00 | 0.00 | 0.01 | 0.00
computer crime 0251024040 |0.39|033]| 037|027 ]0.26]|022|0.16 | 0.16 | 0.16 | 0.17 | 0.16
copy protection 0.27 | 0.13 | 0.03 | 0.02 | 0.03 | 0.03 | 0.03 | 0.01 | 0.02 | 0.01 | 0.00 | 0.01 | 0.01 | 0.00
copyright protection 0.20 | 0.16 | 0.12 | 0.14 | 0.11 | 0.09 | 0.00 | 0.05 | 0.06 | 0.04 | 0.02 | 0.03 | 0.02 | 0.02
data mining 0.03 | 0.04 | 0.06 | 0.08 | 0.07 | 0.08 | 0.07 | 0.09 | 0.10 | 0.09 | 0.07 | 0.09 | 0.09 | 0.06
digital signatures 0.12 | 0.11 | 0.16 | 0.22 | 0.22 | 0.19 | 0.15 | 0.20 | 0.19 | 0.12 | 0.07 | 0.08 | 0.09 | 0.07
distributed computing 0.11 | 0.07 | 0.09 | 0.11 | 0.11 | 0.09 | 0.15 | 0.12 | 0.10 | 0.06 | 0.02 | 0.02 | 0.01 | 0.02
image coding 0.08 | 0.08 | 0.08 | 0.10 | 0.06 | 0.10 | 0.10 | 0.08 | 0.10 | 0.06 | 0.05 | 0.05 | 0.05 | 0.04
internet of things 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.02 | 0.05 | 0.06 | 0.09 | 0.14
intrusion detection 031|024 ]040|045|042| 041 |025]0.38]0.33|0.27]0.18]0.18|0.17 | 0.14
law 0.13 | 0.07 | 0.12 | 0.09 | 0.09 | 0.13 | 0.09 | 0.08 | 0.10 | 0.07 | 0.06 | 0.06 | 0.04 | 0.05
long term evolution 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.01 | 0.02 | 0.02 | 0.02
message authentication 0251]031 (049|044 |033|034|0.15]0.28 |0.23|0.14| 0.09 | 0.10 | 0.09 | 0.08
mobile communication 0.06 | 0.07 | 0.10 | 0.12 | 0.13 | 0.11 | 0.15 | 0.13 | 0.10 | 0.12 | 0.11 | 0.10 | 0.12 | 0.12
mobile computing 0.12 | 0.11 | 0.13 | 0.15 | 0.17 | 0.13 | 0.15 | 0.16 | 0.12 | 0.14 | 0.13 | 0.14 | 0.15 | 0.15
mobile devices 0.00 | 0.03 | 0.05 | 0.03 | 0.03 | 0.03 | 0.00 | 0.03 | 0.02 | 0.03 | 0.02 | 0.04 | 0.04 | 0.06
power grids 0.03 | 0.01 | 0.01 | 0.02 | 0.05 | 0.02 | 0.06 | 0.03 | 0.04 | 0.04 | 0.04 | 0.06 | 0.05 | 0.05
power system planning 0.09 | 0.07 | 0.05 | 0.09 | 0.06 | 0.03 | 0.13 | 0.04 | 0.05 | 0.02 | 0.01 | 0.02 | 0.02 | 0.02
power system stability 0.10 | 0.12 | 0.11 | 0.13 | 0.09 | 0.07 | 0.14 | 0.06 | 0.06 | 0.05 | 0.06 | 0.07 | 0.06 | 0.05
power systems 0.08 | 0.09 | 0.06 | 0.06 | 0.07 | 0.05 | 0.14 | 0.05 | 0.05 | 0.04 | 0.03 | 0.04 | 0.04 | 0.04
RFID 0.00 | 0.00 | 0.00 | 0.01 | 0.02 | 0.05 | 0.08 | 0.06 | 0.05 | 0.05 | 0.05 | 0.04 | 0.04 | 0.03
sensor networks 0.00 | 0.00 | 0.04 | 0.02 | 0.04 | 0.05 | 0.07 | 0.04 | 0.03 | 0.03 | 0.02 | 0.02 | 0.02 | 0.02
smart cards 0.12 | 0.16 | 0.13 | 0.12 | 0.10 | 0.10 | 0.18 | 0.07 | 0.06 | 0.06 | 0.05 | 0.04 | 0.04 | 0.04
smart grid 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.03 | 0.01 | 0.01 | 0.07 | 0.12 | 0.16 | 0.16 | 0.14
smart phones 0.00 | 0.00 | 0.00 | 0.00 | 0.01 | 0.01 | 0.00 | 0.01 | 0.01 | 0.02 | 0.04 | 0.10 | 0.11 | 0.12
social network services 0.00 | 0.01 | 0.00 | 0.01 | 0.02 | 0.02 | 0.03 | 0.07 | 0.09 | 0.11 | 0.14 | 0.17 | 0.14 | 0.15
ubiquitous computing 0.02 | 0.03 | 0.06 | 0.09 | 0.11 | 0.13 | 0.01 | 0.12 | 0.07 | 0.06 | 0.06 | 0.06 | 0.05 | 0.05
virtualization 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.01 | 0.02 | 0.03 | 0.03 | 0.05 | 0.05 | 0.04
watermarking 029|020 | 0.21 | 0.23 | 0.13 | 0.14 | 0.16 | 0.13 | 0.14 | 0.08 | 0.05 | 0.06 | 0.05 | 0.04
wireless sensor networks 0.02 | 0.04 | 0.09 | 0.10 | 0.15 | 0.17 | 0.16 | 0.16 | 0.15 | 0.14 | 0.13 | 0.13 | 0.12 | 0.13

32, 42 7|2 SHol KE B

QPH BAE 714 27 Prucl] HEEE /)
3} HREOMS WA R Sh 74RO Lhd 4 gtk
ThA W, R H B 4 EASE Holk

57] o] F249] Geio] € e o] Aplo]et. of
5 ToA] AEA W98 4 Eek g Hop 9]
of 4} Jeolet & 4 oM, & o L S A

@7] E-EO A A5 7AIE

7}7F Ko

l=7les %

=

7159 A% big data= ZA}ol|, android, internet of
things, smart phone & 4 %jofo] ¢ o] &3t 2
S 9tk AEusto] AN TR BE Felo] B

of| 4] cloud computing, long term evolution, smart grid,
social network services E-of7} A B K otoj| tfj3t A7}
Zhgparsn Qlekan ShAE 4= Qleh B3 grmere] 4

1114



0.0350
—O-big data —¥=cloud computing
—e—mobile communication  =s=mobile computing

—=ubiquitous computing
0.0300

0.0250

—&—wireless sensor networks

HEHokoj| thst 7 EHIE 24

—o=internet of things
—e—smart grid

~O-long term evolution

——social network services

0.0200

0.0150

0.0100

0.0050

0.0000

J7 2. A 7s0) e AT EdE

Fig. 2 Research Trend on Related Technologies

%= NAE 914 big data®} virtualization 7]<2] &8 =
3 T AT E 5 = Ao 2 S A
Heto] =25 A53h7] Sl 7 &A1 2

e

E Zpzol| A #-A] o= Hole 7Ias FollA 107
Ad7g3to] 20075 7] A 9] A= =i HlE

AL e [F 4]0l M 241 A3 o] E-E=
oA B e Hole Ak s Ve &
Alo] ERET} A&a] 02 WS Holal Qe 5
o= HHE | tiet 87} FTsk= Zoket i
ot ol2dt 7|22 F A3E A st
3| 443}, big data, internet of things F-oFo] A= Sk
o= A|&HH QA 871 ASE, 7] E-ETE A E
I %= AeZ HolE cloud computing, mobile

to mu & |m

o:

communication, mobile computing 7| &So|A = ]
o g Z71&0el -7} o &=t T3} wireless sensor
networks, long term evolution, smart grid, social
network services= 57} H]5=25F A 3RS H A
© 2 Ho]o, ubiquitous computing 2] 7-$-+= 3 ufj 3}
2 meslot &Ko R sy Ao Hal
th 7| AR AAES HlEQItHH, ubiquitous
computing 7]'d-2 internet of things2 t)A||=o] Ax}
aEo] Z 7o AZhEH, oju] 2013} 2014

\ A
2011 2012 2013 2014

N
o)

O2 F 7la Abel ¢ vl wAtEee BT

.

32

A
e

V.8 E
B =RoAs HREM i3t 22 - Ed=
& B3] ¢J8l 1Y =g dxd 37| ARE S8
sk AEHE B Y=g AA] Y3
20015 €] 2014 7k#] ¥kt W AR & IEEE +=5F2]
A deE8 deotglon, AXE A= Ade
7e AA| Y] A= EAEE AFS BA5te] Ak
A £ A dlolel g AAA TR A

M gy

i

=

filo

d|
oS

st

£

o oL

e
e
-
fjy
=
r
X o W
wod o
o
1
__r.(_,‘

2 ol

£ 3

sl
2 5 Q=S A2 B4 2 vl Bae) 1
o] AFHTh ER S WM A EdES B

1115



gatgon, S ATEYTE vw S F3) St

2Pk 3l Hopol A ol 91xjo] glA,

A, AR ol EAAE v R

o] w=1o] Ar|MAH o Y= AT AVEE

& Aotk

REFERENCES

3

[4

[1] J. Kim, M. Hwang, D.H. Jeong, and H. Jung, “Technology

trends analysis and forecasting application based on decision

tree and statistical feature analysis," Expert Systems and

Applications, vol. 39, no. 16, pp. 12618-12625, 2012.

ZelZ (Won-Pil Kim)
20134 73 ~ Sx CK &t 217
200414 22 Z=MCHshm MApA| ASHD

ol
o} ZiTE|Ron X|5Y Hwyy

SlEIA

==

=

1116

—

[y

SN HELISHS|=2X|(J, Korea Inst, Inf, Commun, Eng.) Vol, 19, No, 5: 1110~1116 May, 2015

[2] O.P. Rud, Business Intelligence Success Factors: Tools for

Aligning Your Business in the Global Economy. Hoboken,
N.J: Wiley&Sons, 2009.

L. Hernandez, C. Baladron, J.M. Aguiar, B. Carro, A.J.
Sanchez-Esguevillas, and J. Lloret, and J. Massana, "A
Survey on Electric Power Demand Forecasting: Future
Trends in Smart Grids, Microgrids and Smart Buildings,"
IEEE Communications Surveys & Tutorials, vol. 16, no. 3,
pp. 1460-1495, 2014.

M. Hwang, D.H. Jeong, J. Kim, J. Gim, S.K. Song, M.
Sajjad, H. Jung, S. Xu, L. Zhu, "Application for Temporal
of  Scientific Information," in

Analysis Technology

Proceedings of the Mobile, Ubiquitous, and Intelligent

Computing, pp. 191-195, 2013.



	정보보안에 대한 연구 트렌드 분석
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 정보보안 관련 분야의 트렌드 분석
	Ⅲ. 정보보안 분야 트렌드 해석
	Ⅳ. 결론
	REFERENCES


