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Abstract

Broadcast encryption system is a cryptographic primitive that enables a sender to broadcast a message to a set of receivers in a
secure channel. Out of previous proposed broadcast encryption systems, the most effective is the one that uses the Subset
Difference(SD) method in a binary tree structure. The SD method has been realized by two underlying approaches: Pseudo-Random
Generator(PRG) and Secret Sharing(SS). 2-SD method is the generalized version of the SD method by which two subsets of
revoked receivers can be dealt with by one subset (in an SD-based broadcast encryption system). The primary advantage of the
2-SD method is to further reduce the size of transmission overhead, compared to the SD method. Until now, however, there is no
known broadcast encryption system that is based on such a 2-SD technique using either PRG or SS basis. In this paper, we
suggest a new 2-SD broadcast encryption system using the SS-based technique that was suggested by Jae Hwan Lee et al. in
2014[9]. The new system can reduce the size of ciphertext by 25% of the one in the previous SS-based broadcast encryption
system. Also, on a theoretical note, ours is the first 2-SD broadcast encryption system that is provably secure.
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2.1 2-SD% 7|82 Coverfinding €T2|Z FAIZE=
Coverfinding (R)

let 7:= ST(R)
let S1:= @
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